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ABSTRACT 

Different cryptographic criteria, such as the key's length, the security of the underlying 

cryptographic algorithms, the channel via which the key is sent, the types of attacks that can 

be launched, and the computing power available to crack the key, all contribute to the key's 

expected lifetime. Key leakage is a major concern for crypto systems, however if the key 

length is sufficiently large, the current key length should be fine for a long time. Any key that 

has been compromised in any way (such as through insecure media, a man-in-the-middle 

attack, a short key length, or cryptographic attacks) must be revoked. In order to prevent 

algorithmic weaknesses that shorten the lifespan of keys, protect against various attacks, 

reduce the system's exposure, and prevent certain catastrophic failures in cryptography (for 

example, AES GCM mode loses protection if more than 64 GB is encrypted on the same 

key), key revocation is necessary. Key management frameworks are crucial for effective 

handling of keys. The framework not only specifies how the key should be handled at certain 

points in its lifetime, but also defines those stages. 

KEYWORDS: Cryptographic Systems, Key Exchange, Entities Authentication, 

cryptographic attacks 

INTRODUCTION 

System assesses the remaining cryptographic period of keys and advises revocation based on 

the desired likelihood. The suggested model estimates the amount of time until the next key 

compromise based on the past history of key compromise, revocation, expiration, and the 

desired probability of key compromise in the near future. The system calculates the likely 

remaining lifetime of a compromised key based on the user's input of the desired probability. 

Assume the current capability to compute is 1.  After a t-second delay, the processing power 

is 1 plus P times t. Here, the fluctuation in processing power is represented by the symbol Pt. 
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In the absence of any increase or decrease in computing capability after the t-second interval, 

Pt will be equal to zero. If a certain number of events occurs at a known constant rate and 

independently of each other, then the likelihood of these events occurring in a given time 

period is expressed by the Poisson distribution, which is a discrete probability distribution. It 

is presumed that if a key is lost or stolen, it will not compromise any other keys in the system. 

The proposed model is based on the Poisson distribution, which is consistent with the notion 

of key independence. This allows us to calculate the Poisson interval's likelihood of a key 

compromise. 

KEY UPDATE  

Let's assume that all cryptographic keys are the same length. The oldest key is discarded if 

F(t) is greater than a predetermined value. Criticality of the cryptographic application and key 

length determine a set threshold value. If the information is really sensitive and vital, the key 

should only be changed with a small percentage of success. The threshold value should 

consequently be lowered. If there is even a 0.001 percent probability of key compromise, the 

administration should have a policy to replace the key immediately. In this scenario, the cut-

off is a mere 0.001. Alternatively, the administration may conclude that a 0.05% possibility 

of key compromise necessitates key replacement for less vital data. In this scenario, keys will 

be updated less frequently.  

KEY EXCHANGE WITH ENTITIES AUTHENTICATION   

By exchanging messages through an insecure channel, the Diffie-Hellman key exchange 

protocol makes it possible to find a shared secret key without first physically meeting. The 

scope of the Diffie-Hellman key exchange protocol is restricted to that of key exchange. This 

protocol is susceptible to man-in-the-middle attacks and impersonation attacks since entities 

are not authenticated. A research article on the Diffie-Hellma key exchange protocol was 

presented by Nan Li to counter the man-in-the-middle attack. It has been noted that 

impersonation attacks continue to plague Nanli's protocol.  

Let ‘a’ is a number and power modulo p of this number generates all integer from 1 to p-1, 

then ‘a’ is called a generator of prime number ‘p’.  Generated numbers from 1 to p-1 are : 

a(mod)p ,a2(mod)p,.........ap-1(mod)p.  
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These integers from 1 to p-1, make a form of permutation. For an integer  b,{b:b<p}, prime 

number ‘p’ , and generator ‘a’of prime number ‘p’ , ‘b’ is obtained as  𝑏 =𝑎𝑖(𝑚𝑜𝑑)𝑝 ; where  

0≤ i ≤(p-1).  

In this case, we refer to 'i' as the discrete logarithm of 'b' on base 'a' modulo 'p'. For 

convenience, we can abbreviate ('i') as d.loga,p(b). The public parameters used to characterize 

the key exchange protocol are the integer '' and the prime number 'q,' both of which are 

known to the public.   

The integer ‘α’ is a generator of ‘q’.  

 User A selects one time random number (private key) XA , such that XA < q and computes  

public key parameter YA= (α(X
A

) )mod q. A new random integer is chosen by User B for use 

as its private key, and its public key is calculated as  YB= (α(X
B

)) mod q.   

 The X value is kept secret on both ends, whereas the Y value is shared openly. The formula 

for User B's Key is k= (( YA)(X
B

))mod q.   

In above calculations, computed key is same.   

K=(( YB)(X
A

)) mod q   

But YB= α(X
B

) (mod)q, therefore by putting the value of YB in above equation  

 = (((α
(X

B
) )mod q) (X

A
)) mod q                    

 = (α(XB) (XA)) mod q  

Now after applying the commutative property  

= (α(XA) (XB)) mod q  

 =(((α(XA) ) mod q) (XB))mod q  But YA= α(X
A

) (mod)q, therefore   =(( YA) (X
B

)) mod q.  

Because of this, the secret key is the same for both parties.  Since XA and XB are protected, 

an adversary can only use YA and YB to attack.,α, to unlock the door, q, and. So, to obtain 

the key, an adversary must first solve the discrete logarithm problem. 
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SECURITY ANALYSIS  

In this case, it is clear that User B will take the following action if User A attempts to 

impersonate User B. An additional user performs computations H(N1 PB|| IDA) User B will 

suspect impersonation if the computed value does not match the value given by the 

authentication server in Step 3. After that, user B says they never talked to the sender.  

EUCLIDEAN ALGORITHM, BEZOUT'S IDENTITY AND EXTENDED 

EUCLIDEAN ALGORITHM  

1. Euclidean Algorithm  

Around 300 B.C., the Euclidean algorithm made its debut in print. The gcd of two numbers 

can be calculated with this approach. Say a and c's greatest common divisor is d. gcd(a, c) = d.    

 Algorithm: (Input integers a and c with a ≥ c, a≠0 and c≠0 ):   

1. While c > 0, do  

I. Set r = a mod c,  

II. a = c,  

III. c = r 2. gcd (d)=a  

2. Return d.  

2.  Bezout's identity  

Two integers x and y exist, where at least one of them is not zero, for any two integers a and 

b. d=gcd(a, b) = xa + yb.  

3. Extended Euclidean Algorithm  

The gcd of two positive integers a and c can be calculated with this approach, as can the 

values of two other numbers, w and z, such that d=gcd(a, c) = wa + zc.  

Algorithm: (Input integers a and c with a ≥ c, a≠0 and c≠0):  
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1. If c = 0 then set  z = 0, w = 1, d = a  and return(d, w, z).  

2. Set w1 = 0, w2 = 1,  z1 = 1 and z2 = 0  

3. While c > 0, do  

4. q = floor(a/c), r = a - qc, w = w2 - qw1, z = z2 - qz1.  

5. a = c, c = r, w2 = w1, w1 = w, z2 = z1, z1 = z.  

6. Set d = a, w = w2, z = z2, and return(d, w, z).  

ALGEBRAIC GROUP  

Group theory is the branch of mathematics that investigates these algebraic structures.  A 

group is a collection of elements and a binary operation satisfying the following conditions:- 

 (i) Closure  

(ii) Associative   

(iii) Identity  

(iv) Inverse   

Example: Let G = {- - - -3,-2,-1,0,1,2,3,- - - -} is a group over  addition with 0 as identity 

element then   

(i) Closure property  

 If a,c ε G then (a+c) ε G  

(ii) Associative property  

 If a,c,d ε G then a+(c+d)=(a+c)+d  

(iii) Identity property  

If b ε G then b+0=0+b=b  
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(iv) Inverse property  

For each a there exists an element c in G such that a+c=0=c+a   

The fields of materials science, chemistry, physics, etc., all benefit greatly from the study of 

group theory. Group theory plays a crucial role in public key cryptography. Group theory is 

the foundation of public-key cryptography techniques.   

 

 

CONCLUSION 

The ability to revoke a key before its expiration is a crucial feature. Limiting the quantity of 

data that can be encrypted with a given key, protecting against various attacks, and 

safeguarding against present and future algorithmic weaknesses that lower key lifespan all 

necessitate the revocation of keys. A key revocation model is developed to estimate the time 

required to revoke the key. The efficiency of cryptographic key management is improved by 

the suggested key revocation model. Due to the fact that the Diffie-Hellman key exchange 

protocol does not include any mechanisms for authenticating entities.  A man-in-the-middle 

attack can be performed against the Diffie-Hellman protocol. To prevent the man-in-the-

middle attack, Nanli presented a study on the Diffie-Hellman key exchange protocol. 

Analyzing Nanli's method for preventing the man-in-the-middle attack in the Diffie-Hellman 

key exchange protocol reveals that impersonation attacks can still be carried out using this 

method. The proposed method eliminates the vulnerability to impersonation attacks seen in 

Nanli's method by doing two comparisons of hash values. Using a destination-side 

authentication mechanism and a pair of hash comparisons, it prevents attacks such as replay, 

man-in-the-middle, and impersonation. 
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