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Abstract— In order to protect the details of any image, the histogram shifting method is used. The 
image taken for this purpose mainly involves the medical images. Here an image of size 256x256 is 
taken as input and then encrypted. When the image is encrypted, the details of the image are 
hidden. After encryption, the image will not be visible to the other person at the receiving end. Now 
this encrypted image is sent to the end user, so that the process of decryption is done at that end. 
This process of decryption involves the recovery of the original image without any loss and when 
appropriate, medical professionals can use the photos containing data to guide proper therapy by 
using the resultant output, which should be just like the original version. This paper aims at 
preserving the details of the image by hiding its details. The results of the histogram shifting method 
are evaluated in terms of Entropy, PSNR and the elapsed time. 

Keywords— Histogram Shifting, Encryption and Decryption. 

 

I.INTRODUCTION 

A method called "reversible data hiding" makes 
it possible for data to be hidden within an image 
while permitting data loss-free reconstruction of 
the original image. This technique has become 
increasingly popular due to its applications in 
the fields of data security, copyright protection, 
image hiding, information hiding, digital 
watermarking. 

Data hiding with reversibility for compressed 
images is a research project aimed at developing 
techniques for hiding data within compressed 
images in a way that can be undone. Data is 
added to a cover image through the procedure of 
reversible data concealing so that the original 
image can be fully recovered without any 
information being lost. 

The main challenge in reversible data hiding for 
compressed images is to send the image without 
causing any distortion or loss of information in 
the compressed image. This project focuses on 
developing efficient algorithms for data 

encryption and decryption that work with 
popular image compression standards such as 
JPG. 

 

The objective of reversible data concealment for 
compressed images is to provide a secure and 
efficient method for storing and transmitting 
data, where it is possible to entirely back up the 
original picture without sacrificing quality and 
the embedded data can be extracted and 
decoded without any errors.   

Compressed images are widely used due to their 
small size and ability to be easily transmitted 
over the internet, but they also present a 
challenge for data hiding as they contain less 
redundancy than uncompressed images. 

The project will involve the development and 
implementation of a reversible data hiding 
algorithm that can operate on compressed 
images, as well as the integration of encryption 
techniques to ensure data security. The system 
will be evaluated using various metrics such as 
PSNR, image quality in terms of Entropy  and 
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computational complexity in terms of Time 
constraint.  

There are five sections to this paper. 
Introduction is included in Section 1. A study of 
the literature is found in Section 2. Methodology 
is in Section 3. The conclusions can be found in 
Section 4. Summaries and conclusions are 
incorporated in Section 5. 

 

II. LITERATURE SURVEY 

This section consists of existing literature 
related to Histogram shifting.  

In 2015, Xialong Li proposed a novel PEE-based 
RDH technique for many histograms and found 
that the mistake is to be less in transferring the 
image [1]. In 2014, K.Hazarathaiah proposed a 
decompression algorithm for the purpose of 
encryption and prove that the entropy is good 
for the proposed method. That is the data is not 
lost. [2]. In 2014,Lincy proposed pixel 
distribution to obtain high concealing capacity. 
Also to be able, to avoid the same image 
transferred many times, a binary structure is 
used. This has improved the image quality[3]. 

In 2019, Qichao Ying proposed the baseline 
embedding in order to preserve the image as 
well as maximize the entropy. In this method the 
baseline component and side information in the 
extensive embedding are deducted from the 
entire amount of the extra data and to 
determine our pure payload [4]. In 2022, ryota 
M  presented a perceptual encryption technique 
to create compressible encrypted images. The 
technique has a high degree of concealing 
capacity, marked-image quality, and lossless 
compression efficiency. [5]. In 2016, Yanli Chen 
proposed a video MHS (Multiple histogram 
shifting)scheme based on compressing sensing 
(CS).  As a result, the majority of test videos' 
quality higher than those in the most advanced 
plans in our scheme[6]. 

In 2016, Fangjun suggested a fresh RDH with 
histogram shifting approach when it comes to 
JPEG photos, only coefficients with values 1 and 
-1 are extended to send message bits, leaving 
the zero coefficients unaltered. the 
accomplishment of good visual quality and high 
embedding capability. Moreover, it is possible to 
maintain the host JPEG file's storage size[7]. In 
2016, Shun Zhang proposed a block truncation 
coding-based reversible data concealing method 
applied to the quantized coefficients of 
compressed images (BTC). Lower distortion and 

increased embedding capacity have both been 
accomplished. [8]. 

In 2014, Chun-Chi Lo, a novel reversible data-
hiding technique strategy relating to block 
truncation coding compressed pictures (BTC). 
This method offers an embedded image with 
good image quality[9]. In 2014, Sumija.C 
proposed the algorithm used for encryption is 
chaos. It has achieved real Reversibility and 
independent data extraction with much 
improved marked decrypted image quality [10]. 
In 2013, Binita Roshini M proposed medical 
image privacy security using reversible data 
masking based on histogram shifting. When 
appropriate, medical professionals can use the 
photos with hidden data to help with proper 
treatment because the output image is identical 
to its original counterpart[11]. 

 

III. METHODOLOGY 

Histogram shifting is a way of changing the 
image's pixel values histogram in order to 
change the overall  contrast or brightness of the 
image[1]. This technique is often used in image  
processing to enhance the quality of digital 
images. In histogram shifting, value distribution 
across pixels in the histogram is altered by 
performing a mathematical operation of each 
pixel value in the image.. The most common 
form of histogram shifting is called "brightness 
adjustment," which involves adding or 
subtracting a constant value from each pixel in 
the image. 

The background of histogram shifting can be 
attributed to the early days of image processing 
and computer vision, when researchers were 
developing techniques to analyze and 
manipulate digital images[2]. One of the first 
applications of histogram shifting was in the 
field of remote sensing, where scientists used it 
to enhance the contrast of satellite images of the 
earth's surface. 

In the 1980s and 1990s, researchers began 
exploring the use of histogram shifting in 
medical imaging, particularly in the analysis of 
X-ray images Histogram shifting was found to be 
a useful tool for enhancing the contrast of 
medical images, allowing doctors and 
radiologists to more easily identify abnormalities 
and make more accurate diagnoses. 

In the decades since, histogram shifting has 
become a common technique in a wide range of 
fields, from astronomy to materials science to 
biomedicine. It is used to improve the visibility 
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of images captured via a variety of imaging 
techniques, including X-ray, CT, MRI, 
ultrasound, and optical microscopy. For 
example, if we want to increase the brightness of 
an image, we can shift to the right-hand 
histogram by simply adding each pixel's value 
by a consistent amount. Conversely, if we want 
to decrease the brightness, we can shift the 
histogram to the left by deducting a consistent 
amount from each pixel's value. Histogram 
shifting can be employed to adjust the contrast 
of an image by stretching or compressing the 
pixel value range in the histogram[4]. This can 
be achieved by scaling the pixel values using a 
function such as  power function. Overall, 
histogram shifting is a useful technique for 
adjusting the brightness and contrast of digital 
images and can be used in a variety of range of 
applications, such as medical imaging, 
computer vision, and photography. 

Using histogram shifting for reversible data 
concealing, PSNR (Peak Signal-to-Noise Ratio) 
and entropy are useful metrics to evaluate the 
quality of the embedded data and the degree of 
data hiding achieved by the algorithms is a 
measure of the proportion between a signal's 
greatest possible value and its noise level. In 
reversible data concealment, the distortion 
brought on by the embedding process can be 
measured using PSNR., i.e., how much the 
original image has been altered by the 
embedding process. The higher the PSNR, the 
less distortion is present in the image, indicating 
a higher quality of the embedded data. 

Entropy, on the other hand, is a measure of the 
randomness or unpredictability of the 
information content of a signal. In reversible 
concealing of data, entropy can be used to 
measure the degree of concealing of data 
achieved by the algorithm. If the entropy of the 
image before and after embedding is the same, 
then the algorithm has achieved a high degree of 
data hiding. This means that the embedding 
process has not significantly altered the 
statistical properties of the image, and the The 
original image can be perfectly recreated when 
the imbedded data has been extracted. 

Therefore, PSNR and entropy are useful metrics 
to evaluate the effectiveness of the reversible 
data hiding algorithm and to ensure that the 
embedded data is of high quality while achieving 
a high degree of data hiding. 

Today, histogram shifting is widely used in 
digital image processing software, such as 
Adobe Photoshop, to adjust the brightness and 
contrast of images. It is also a fundamental 

technique in computer vision where it is used 
for image segmentation, object detection, and 
other applications.  

Figure 1 demonstrates the steps taken in 
encryption of the given input image. Figure 2 
shows demonstrates the steps taken in 
decryption of the image.  

 

    Fig.1. Encryption of the given input image 

 

 

 

Fig.2: Decryption of the given image  

 

IV. RESULTS 

Figure 3 shows the encrypted and decrypted 
image of the given input image. Figure 4  and 5 
shows the histogram of the encoded image and 
decoded image respectively. The PSNR, elapsed 
time, entropy output parameters for a given 
image using histogram shifting are listed in 
Table 1. 

 

 

 

Fig.3: Encrypted and Decrypted image of the 
input image. 
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Table 1: Output parameters for a given image  

 

S.no Image Elapsed 
Time 

PSNR  Entropy 

1 Image 1 0.007886 
sec. 

7.9988 5.7521 

2 Image 2 0.002603 
sec 

7.9963 6.8193 

3 Image 3 0.003669 

sec 

7.9981 5.5269 

4 Image 4 0.001148 

sec 

7.9908 6.7225 

 

 

Fig.4: Histogram plot of the encoded image. 

 

 

 

 

Fig.5: Histogram plot of the decoded image 

 

 

V. SUMMARY AND CONCLUSIONS 

The project "Reversible Data Hiding for 
Compressed Images" aims to develop a system 
that can hide secret data within a compressed 

image in a reversible manner, without causing 
any visible distortion. The system will also 
incorporate encryption techniques to ensure 
data security. 

The project involves the development and 
implementation of a reversible data hiding 
algorithm that can operate on compressed 
images, as well as the evaluation of the system 
using various metrics such as image quality, 
data capacity, and computational complexity. 

The system has significant potential for 
applications in multimedia security, copyright 
protection, and digital forensics. The project 
addresses the challenge of developing a 
technique that can hide data within compressed 
images without causing any visible distortion, 
which is an important problem in the field of 
data security. 
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