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Abstract: In the financial industry, credit card fraud is a widespread issue that costs both individuals and
businesses a lot of money. Using their capacity to spot patterns and abnormalities in huge datasets,
machine learning algorithms have demonstrated their effectiveness as tools for fraud detection. This paper
suggests a cutting-edge method, specifically an enhanced Bayesian random forest classifier, to improve
the detection of credit card fraud. We solve the shortcomings and difficulties of conventional random
forest classifiers by applying Bayesian optimization to optimize the model's hyperparameters. Using a
publicly available dataset on credit card fraud, we ran experiments to assess the efficacy of the suggested
strategy. The effectiveness of our improved Bayesian random forest classifier was evaluated in
comparison to cutting-edge methods. The findings demonstrate a fantastic area under the curve (AUC) of
0.99 and a remarkable accuracy of 99.6%, demonstrating the superiority of our proposed classifier above
traditional random forest and benchmark techniques. We also investigate the model's interpretability by
looking at the importance of characteristics in fraud detection. This research improves the proposed
approach's openness and interpretability by offering useful insights into the underlying components that
contribute to fraud detection. Our work shows the effectiveness of the optimized Bayesian random forest
classifier, but it's crucial to recognize its limitations and the room for improvement in the future. The
application of this method to situations other than credit card fraud detection could be explored in more
detail. Additionally, it is important to test the proposed classifier's scalability and robustness on bigger
and more varied datasets. Ultimately, our study aids in the creation of trustworthy and efficient fraud
detection tools for the financial industry. For fraud analysts and investigators, the proposed Bayesian
optimized random forest classifier can be used as a decision support tool. Its versatility makes it a

plausible answer for a variety of fraud detection problems that go beyond credit card theft.
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INTRODUCTION

Credit card fraud is a continuous problem that
financial institutions and customers are battling, and
it comes with serious financial and reputational
repercussions. The difficulty of identifying and
stopping fraudulent activity has been made even
more difficult by the growth of e-commerce and
online transactions [1]. Machine learning algorithms
have become an excellent tool for fraud detection in
response to these changing risks because they can
efficiently analyze massive volumes of data and
find nuanced patterns that conventional rule-based
techniques frequently overlook [2]. Random Forest
(RF), one of many machine learning algorithms,
stands out as a well-liked and widely-applied
strategy for credit card fraud detection. It has been a
popular option in the industry thanks to its capacity
for high accuracy and interpretability. However, a
number of variables, such as the choice of
hyperparameters, feature choice, and class
imbalance, might affect RF performance. To
increase the efficiency of RF in fraud detection,
these issues must be resolved. In this study, we
suggest a novel approach for detecting credit card
fraud called Bayesian Optimized Random Forest
Classifier (BORFC). Our approach is based on a
thorough examination of a Random Forest's

hyperparameters, which can be improved via

Bayesian Optimization (BO). The number of trees
in the ensemble, the number of predictors sampled
at each node during tree growth, and the maximum
depth of trees in the forest are among the
hyperparameters taken into account. Accuracy is
typically higher in groups with more participants.
We automate the process of choosing the ideal
hyperparameters by utilizing the power of BO,
hence reducing the difficulties involved in manually
adjusting RF. We undertake extensive experiments
utilizing a huge dataset specifically created for
credit card fraud detection to assess the
performance of our suggested BORFC method. We
contrast the outcomes of BORFC with those of
traditional RF and other cutting-edge methods. We
objectively evaluate the efficacy of our strategy
using criteria including accuracy, precision, recall,
and the area wunder the receiver operating
characteristic (AUC) curve. We address the
problem of feature selection in addition to
hyperparameter optimization by presenting a brand-
new approach based on Binary Particle Swarm
Optimization (BPSO). By using this method, we
may minimize the dataset's training costs while
identifying the most pertinent characteristics for
fraud detection. The results of our investigation
show that the BORFC methodology is more
effective at identifying credit card fraud than

traditional RF and other benchmark methods. We
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accomplish a remarkable 99.6% accuracy rate and
an amazing AUC of 0.99, demonstrating the
potency and reliability of our suggested classifier.
Furthermore, by examining the importance of
features in fraud detection, we emphasize the
interpretability of our model. This analysis offers
useful insights into the wunderlying elements
influencing fraud detection, allowing stakeholders
to comprehend and evaluate the BORFC model's
decision-making process. Despite the fact that our
research significantly improves credit card fraud
detection, it is critical to recognize its limitations
and the room for further development. On larger
and more varied datasets, future research could
examine the scalability and generalizability of the
BORFC  technique. Further enhancing its
application in the dynamic environment of credit
card fraud detection would be the incorporation of
real-time data streams and the adaptation of the
model to developing fraud patterns. We improve the
performance and interpretability of the RF method
by addressing the issues related to hyperparameter
selection and feature optimization. The suggested
method offers financial organizations reliable and
effective fraud detection capabilities, which has

considerable promise for them.
LITERATURE REVIEW

The application of bagging ensemble classifiers
for credit card fraud detection is the main topic of
Zareapoor and Shamsolmoali's [3] study. To

increase the accuracy of fraud detection, the authors

WWWw.ijiemr.org

develop an approach that combines various base
classifiers. They illustrate the efficiency of their
method for identifying fraudulent transactions and
test it using a real-world credit card dataset. In
addition to highlighting the potential of ensemble
approaches in enhancing detection performance, the
research offers insights into the difficulties
connected with credit card fraud detection. The
research provides significant information for both
researchers and practitioners in the field of credit
card fraud detection strategies. The wusage of
Support Vector Machine (SVM) and Random
Forest algorithms for credit card fraud detection is
examined in the paper by Hussain et al. [4]. To
assess how well these algorithms work in spotting
fraudulent activity, the authors suggest comparing
them. By examining the efficacy of SVM and
Random Forest approaches, the study advances the
field of credit card fraud detection. The results shed
light on the usefulness of these algorithms and their
potential to increase the precision of fraud
detection. For academics and practitioners looking
for effective methods for credit card fraud detection,
the paper provides useful information. The use of
the Random Forest algorithm for credit card fraud
detection is the main topic of the study by Xuan et
al. [5]. The paper examines Random Forest's
efficiency in spotting fraudulent activity and shows
its benefits, including high accuracy and resilience.
Using actual credit card transaction data, the authors
analyze the algorithm's performance and report

encouraging findings. The work adds to the body of
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knowledge by showcasing Random Forest's
potential as a trustworthy and effective technique
for detecting credit card fraud. For academics and
professionals working in the field, the results
provide insightful information. The use of machine
learning algorithms for credit card fraud detection is
the main topic of Ong et al's research [6]. In
addition to emphasizing the potential of machine
learning algorithms in increasing the accuracy of
fraud detection, the study investigates the efficacy
of data mining techniques in identifying fraudulent
activity. The authors examine several machine
learning models' effectiveness at spotting credit
card fraud. The work adds to the body of literature
by emphasizing the role that machine learning plays
in improving fraud detection systems and offers
insightful information to both academics and

industry professionals.

PROPOSED MODEL ARCHITECTURE FOR
RFC AND BORFC

The suggested design starts with data gathering.
Two days' worth of European credit -card
transactions are included in the dataset and are
gathered for study. The removal of duplicates,
missing values, and outliers from the dataset occurs
during the subsequent phase of data pre-processing
and cleaning. Additionally, methods for data
normalization are used to guarantee uniform scaling

across features. A Principal Component Analysis

WWWw.ijiemr.org

(PCA) transformation is used to the original
features to reduce their dimensionality while
maintaining their crucial properties, protecting the
privacy and security of sensitive information. The
dataset is split into training and test groups for
model evaluation after data pre-processing. Using
the training set and the Random Forest (RF)
technique, the Bayesian Optimized Random Forest
Classifier (BORFC) is trained (Fig. 1). The RF
algorithm builds a collection of decision trees, each
of which is trained using a unique random subset of
attributes and samples [7]. By using an ensemble-
based method, the model is better able to recognize
intricate patterns and make precise predictions. The
architecture's feature extraction stage comes after
binary particle swarm optimization (BPSO). With
the help of BPSO, the dataset's dimensionality is
reduced while the precision of the classifier is
maintained or increased. The chosen features are
then included in the RF classifier algorithm, which
is subsequently applied to both the training and test
datasets using MATLAB. Bayesian optimization is
used to identify the ideal hyperparameters for the
model in order to further enhance the performance
of the RF classifier. With the use of a probabilistic
model, Bayesian optimization determines the best
hyperparameters by taking into account variables
like the ensemble size, the number of predictors
sampled at each node, and the maximum depth of

trees in the forest.
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Figure. 1. Flow chart and approach of the proposed model architecture.

Metrics like precision, sensitivity, error rate, and
the area under the receiver operating characteristic
(AUC) curve are used to assess the model's
performance. The suggested design attempts to
improve the Random Forest classifier's ability to
detect credit card fraud by incorporating these
elements. The accuracy, interpretability, and
effectiveness of the model are all improved by the
use of Bayesian optimization and feature extraction
approaches. The usefulness and superiority of the
design over existing methods can be determined

through careful experimentation and evaluation.
Data Acquisition and parameter estimation

The dataset used in the study contains 284,807
transactions in total. There are 492 instances of

fraudulent transactions among these transactions,

which makes up just 0.172% of the entire dataset.
The remaining transactions make up the majority
class and are all legal. There are 31 features in the
dataset, 28 of which are anonymous and numerical.
These features record a number of transaction-
related aspects. The dataset also contains details
about the transaction, including its date and time,
size, type, and a class label that designates whether
it is considered to be genuine (class 0) or fraudulent
(class 1). As the number of fraudulent transactions
is substantially lower than the number of wvalid
transactions, it is crucial to emphasize that the
dataset suffers from severe class imbalance [8].
Machine learning algorithms that strive to achieve
high accuracy in detecting both fraudulent and valid
transactions have a considerable hurdle as a result

of this class imbalance. The majority class is
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frequently given priority by algorithms trained on
unbalanced datasets, which results in subpar
performance in identifying fraudulent transactions.
It is essential to address this class disparity if credit
card fraud is to be detected effectively. The
proposed Bayesian Optimized Random Forest
Classifier seeks to overcome the difficulties
presented by the imbalanced dataset and enhance
the accuracy and reliability of credit card fraud
detection by utilizing methods such as feature
selection, Bayesian optimization, and suitable
evaluation metrics. The disparity in the dataset
emphasizes the demand for specialized methods and
algorithms that can successfully manage skewed
class distributions and offer reliable fraud detection
capabilities. The suggested research intends to help
in the development of more effective and efficient
credit card fraud detection systems by solving this

constraint [9].
Data Pre-processing

In order to create a machine learning model for
detecting credit card fraud, data pre-processing is
essential. In order to effectively analyze and model
the dataset, data pre-processing techniques are used
in this research. A Principal Component Analysis
(PCA) transformation is used to simplify the dataset
while keeping crucial data. By lowering
dimensionality, this transformation enables the
extraction of crucial features. A categorical
response variable representing class names is

produced after the PCA transformation. The

response variable gives fraudulent transactions a
value of 1 and genuine or non-fraudulent
transactions a value of 0. The categorical response
variable no longer contains the time characteristic,
which has little predictive value in spotting
fraudulent  transactions. By lowering the
dimensionality of the dataset, this deletion increases
the efficacy of the classification algorithm. In order
to solve the dataset's high-class imbalance,
removing the time feature is especially helpful
because it draws attention to other important traits
that are more suggestive of fraudulent transactions.
International transactions, unusually late-night
transactions, and transactions involving unusually
high sums of money can all help with fraud
detection [10]. The category answer variable's time
property can be removed to increase the precision of
the classification process. By taking this measure,
the dataset's class imbalance is less of an issue and
the algorithm is better able to differentiate between
fraudulent and legitimate transactions. Preparing the
dataset for the ensuing classification task requires
using data pre-processing techniques like PCA
transformation and the establishment of a
categorical response variable. These methods
address  the difficulties caused by the
dimensionality, complexity, and class imbalance of
the dataset, ultimately improving the effectiveness

of the Bayesian Optimized Random Forest

Classifier in detecting credit card fraud.
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Dimensionality Reduction through Principal

Component Analysis (PCA) Transformation

The PCA transformation is a popular
dimensionality reduction approach that seeks to
extract the most crucial data from a dataset while
minimizing its complexity. By converting the initial
set of correlated features into a new set of
uncorrelated  variables known as  principal
components, it is able to accomplish this. These
principal components are arranged in such a way
that the initial few components effectively represent
the majority of the data's variability. The research
tries to address the issue of high dimensionality,
where the dataset may contain various features that
are not all equally useful for fraud detection, by
applying the PCA transformation to the credit card
fraud dataset. The PCA transformation is used to
identify the features that are most important for
differentiating between fraudulent and legal
transactions [11]. The mathematical algorithm
followed for feature selection is shown as follows,

1. Normalize the dataset: Let X be the original
dataset with n samples and m features.
Subtract the mean from each feature to center
the data:

X'=X - mean(X)

2. Compute the covariance matrix: Calculate
the covariance matrix of the normalized
dataset X"

C=(/m)* X * X1

WWWw.ijiemr.org

3. Compute the eigenvectors and eigenvalues:
Find the eigenvectors and eigenvalues of the
covariance matrix C. The -eigenvectors
represent the directions of maximum
variance in the data, while the eigenvalues
indicate the amount of variance explained by
each eigenvector.

4. Sort the eigenvectors: Sort the eigenvectors
in descending order based on their
corresponding eigenvalues. This determines
the most important principal components.

5. Select the desired number of principal
components: Choose the number of principal
components (k) based on the desired
dimensionality of the reduced dataset.
Typically, the components with the highest
eigenvalues are selected, as they capture the
most variance in the data.

6. Construct the projection matrix: Form a
projection matrix P by stacking the selected
eigenvectors as columns:

P = [eigenvectori, eigenvectory, ..., eigenvectork]

7. Perform dimensionality reduction: Multiply
the original dataset X' by the projection
matrix P to obtain the reduced-dimensional
dataset Xreduced:

Xreduced = X' * P
With k columns reflecting the chosen primary
components, the resulting Xieducea Will be lower
dimensional. The Bayesian Optimized Random

Forest Classifier, for example, can be used to
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improve credit card fraud detection using this

altered dataset as input.

The PCA transformation seen in the study has
two advantages. The dataset's dimensionality was
first decreased by choosing a subset of the most
crucial attributes. This helped to remove noise and
unimportant data that could have complicated the
later analysis and hampered the effectiveness of the
classification = system.  Second, the PCA
transformation made sure that the surviving features
gave a clear representation of the original dataset by
keeping the principal components that capture the
most variability in the data. As a result, the
classifier was better able to distinguish between
fraudulent and legitimate transactions by
concentrating on the data's most useful elements.
Dimensionality reduction with PCA has the
following advantages:

1. Enhanced computational efficiency:
Reducing the dataset's dimensionality can
greatly cut down on the amount of computing
power needed to train and test the
classification method. As a result, the data
may be processed more quickly, making real-
time credit card fraud detection possible.

2. Removal of redundant and pointless features:
PCA determines the characteristics that are
most informative and contribute the most to
data variance. The classification system may

concentrate on the crucial elements of credit

card transactions by removing unnecessary

and redundant characteristics, = which
improves the accuracy of fraud detection.

3. Mitigation of the curse of dimensionality:
Feature spaces with high dimensions may be
subject to the "curse of dimensionality,"
where the amount of data gets sparse and the
likelihood of overfitting rises. By lowering
the number of variables, simplifying the
dataset, and enhancing the generalizability of
the classification model, dimensionality
reduction with PCA helps resolve this
problem.

4. Interpretability and  visualization: By
revealing information about the

interrelationships and relative importance of

the transformed variables, PCA also enables
interpretability. This enables analysts of
fraud detection to acquire relevant
visualizations of the data and a better

understanding of the underlying structure of

the data.

Feature Selection using Binary Particle Swarm

Optimization (BPSO)

This method seeks to pinpoint the key elements
that have the greatest impact on how well the
classification algorithm detects credit card fraud. A
population of particles is used by the BPSO
algorithm to search the search space and identify the
best combination of attributes. The BPSO algorithm
in this instance concentrates on picking the most

important traits for spotting fraudulent transactions.
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Using a suitable fitness function, the program
assesses how well the classification algorithm
performs on a validation dataset. The classification
algorithm's performance with various feature

subsets is gauged by this fitness function (Fig. 2).

Finding the feature subset that maximizes the
fitness function, or the most potent combination of
features, is the objective. The BPSO algorithm uses
a binary encoding approach to describe the feature

subset.

Particle's Fithess
Evaluation

Initialize Particles

Update Particle's
velocity and position
Y

.| Update Particle's local
"| bestand global best

Figure. 2. Flowchart of Binary Particle Swarm

Optimization (BPSO) proposed in the approach.

Given that it requires fewer feature groups to be
evaluated, this encoding makes it possible to
explore the search space more effectively. The top
20 characteristics with the greatest relevance ratings
are chosen after the BPSO algorithm has been
executed. The Bayesian Optimized Random Forest
Classifier then receives these optimized features as
input. The mathematical algorithm followed for
feature selection is shown as follows,

1. Initialization:

a. Let N be the number of particles in
the swarm.

b. Let D be the dimensionality of the
search space, representing the number
of features.

c. Initialize the position matrix X with

dimensions N x D, where each row

Update NO -
i atisfy Stop

Particle (< i

Velocity Creation?

represents a particle's binary position
vector.

d. Initialize the velocity matrix V with
dimensions N x D, where each row
represents a particle's velocity vector.

e. Initialize the personal best matrix P
with dimensions N x D, where each
row represents a particle's best
position vector.

f. Initialize the global best position
vector G with length D.

2. Evaluation:

a. Evaluate the fitness value for each
particle's current position based on
the selected features.

b. Update the personal best position P[i]
for each particle i if the fitness value
improves.

3. Global best update:
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a. Update the global best position G if a
particle finds a better solution than
the current global best.

4. Particle movement:

a. Update the velocity V[i] and position
X[i] for each particle i based on the
BPSO equations:

V[i] =w * V[i] + ¢1 * rand() * (P[i] - X[i]) + c2 *
rand() * (G - X[i])

X[i] = sigmoid(V[i]) (where sigmoid is a sigmoid
activation function)

5. Repeat steps 2-4 until a termination criterion
is met (e.g., maximum number of iterations
reached).

6. Extract the best feature subset corresponding
to the global best position G for further
analysis or classification.

The inertia weight, acceleration coefficients (ci
and c2), and a random number between 0 and 1 are
generated by the function rand() in this equation.
The velocity measurements are transformed into
binary positions (0 or 1) using the sigmoid function.
BPSO investigates the search space and identifies
the best feature subset that maximizes the
effectiveness of the classification algorithm for
credit card fraud detection by iteratively updating
the particle's velocities and positions.

There are many benefits to using the BPSO
algorithm for feature selection. First off, by
choosing a subset of pertinent features, it aids in
reducing the dataset's dimensionality. By doing so,

the danger of overfitting can be reduced and the

WWWw.ijiemr.org

classification algorithm's performance can be
improved. The program may distinguish between
fraudulent and valid transactions more effectively
by concentrating on the most informative features.
In addition, the BPSO algorithm employs stochastic
optimization, which enables it to more thoroughly
explore a large search area than other optimization
algorithms. For the research area S = {0,1}P, the
fitness function f maximizes i.e. (max(f(x))). The i®

particle in the D dimension is defined as:
Xi = (i, Xizs - Xia) "
xiq €{0,1},d =12,..,D
The velocity vector in the D dimension can be
represented as:
Vi = (vill Vi) e vid)T'

Via € [Viax Ymaxl,d = 1,2,...,D

Where Vax is the maximum velocity vector

pi = Piv, Pizs - Pic) "
pia €{0,1},d =1,2,...,D
The equation of Velocity is given as:

Vig = Vig + cirand; (Pig + Xiq)

+ czrandz(pgd - xid)

The equation of position is given as:

X = {1 YUOD<sigm@®) g _ 45 p;;
N )| otherwise ’ A

=12, ..,,N
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The transfer function is given as:

1
1+ exp(—Aviy)

sigm(v;q):

Where g is index of the best performing particle,
ped 1s the best part, N is the width of the
fortification, c¢; and c» are social and cognitive
component constants, rand; and rand»: U(0,1) are
random numbers and sigma(vig) is the sigmoid
transform function.

The likelihood of discovering the ideal feature
combination that improves fraud detection
performance is increased by this flexibility. The
BPSO method improves the classification
algorithm's accuracy and efficacy by reducing
dimensionality while keeping data relevance. The
credit card fraud detection system has become
better overall because to its capability to search a
large search area and choose the optimum feature

subset.
Random Forest Classifier Algorithm

In order to obtain high accuracy and lower the
danger of overfitting, the Random Forest (RF)
Classifier, an ensemble-based machine learning
technique, mixes numerous decision trees. The
method creates each decision tree by randomly
choosing portions of the attributes and observations
in the original dataset. A random subset of the
dataset is used for training in the RF method to
create a unique decision tree. The decision trees'

diversity is ensured by the random sampling, which

WWWw.ijiemr.org

also lessens the impact of outliers and noise in the
data [12] [13]. The RF algorithm gets around the
drawbacks of single decision tree models, such as
overfitting and high wvariation, by training each
decision tree independently.

A Random Forest is a classifier comprising a set

of elementary classifiers of the decision tree type:

{h(x, 0;), k=1,..L}

Let (fl(@l), - iAl(@q)) a collection of tree

predictors, with 04, ..., Oq random variables
independent of £,,. The predictor of random forests

hgr is obtained is aggregating this collection of

random trees as follows:

q
~ 1 ~
hrr(x) = —z h(x, 0;)
q 1=1

The above equation explains the Average of
individual tree predictions in regression and
Majority vote among individual predictions trees in

classification is given by:

q
hrp(x) = arg 1”511?5)16(2 1ax0)=k

1=1
The results from each decision tree are combined
to create the RF classifier's final prediction.
Depending on the sort of problem being handled,
this aggregation may be carried out by voting or
averages. The RF classifier boosts the task's overall
accuracy and robustness by merging the predictions

of various decision trees. To further improve its

Vol12 Issue 05, May 2023

ISSN 2456 - 5083

Page | 548



International Journal for Innovative

€ngineering and Management Research

PEER REVIEWED OPEN ACCESS INTERNATIONAL JOURNAL

performance, the RF algorithm also uses a method
known as bootstrap aggregation, often known as
bagging. By replacing a random sample of
observations from the original dataset, bagging
includes making several samples of the data [14].
The RF approach trains each decision tree on a
slightly different subset of data, lowering the
possibility of overfitting and boosting the
generalizability of the model. When a decision tree
node reaches the terminal node in the RF classifier,
it is either given a test label or a class label. If a
node is terminal, it acts as a decision tree leaf and is
given a class label depending on the majority class
of the training samples that pass through it. If the
node is not terminal, on the other hand, a test is
picked to establish the splitting criterion for
additional data partitioning. The RF algorithm
excels at capturing complex interactions between
characteristics and the target variable and handling
high-dimensional datasets [15]. By merging several
decision trees and including randomness in the
feature and sample selection process, it lowers the
danger of overfitting. It can manage unbalanced
datasets well, where the proportion of fraudulent
transactions is much lower than that of wvalid
transactions. The RF classifier can better capture the
patterns and anomalies connected to fraudulent
transactions by building an ensemble of decision
trees, increasing the accuracy of fraud detection.
The RF algorithm is ideal for various types of credit
card fraud detection scenarios since it iS non-

parametric and does not make significant

WWWw.ijiemr.org

assumptions about the underlying data distribution.
Since timely and precise predictions are essential
for real-time fraud detection, it can be used because

of its efficiency in handling big datasets.

Bayesian Optimization of Random Forest

Classifier Algorithm

A potent technique for improving the
hyperparameters of machine learning models is
called Bayesian optimization. Bayesian
optimization is used to enhance the performance of
the Random Forest Classifier algorithm for credit
card fraud detection. Finding the ideal set of
hyperparameters that maximize the model's efficacy
is the core goal of Bayesian optimization (Fig. 3).
Creating a search space for the Random Forest
Classifier algorithm's hyperparameters is the first
stage in the Bayesian optimization process. The
range of values of each hyperparameter is defined
by this search space. Since continuous and mixed
(discrete and continuous) variables may both be
handled by Bayesian optimization, it is used to
solve issues involving many kinds of data. The
Random Forest Classifier algorithm is subjected to
Bayesian optimisation, which takes into account a
number of significant pragmatic considerations.
These include choosing the right covariance,
acquisition, and hyperparameters. The correlation
between several hyperparameters is determined by

the covariance function, which is frequently

represented by the squared exponential kernel or the
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Matérn  5/2 kernel for automatic relevance

determination (ARD).

Kys,(x,x") = 6, (1 ++/57r2(x, x")

+ grz(x, x’)) exp {—m}

Where x and x' are input feature vectors, r(x, x")
represents the Euclidean distance between x and x',
and 6, is the kernel's overall amplitude or variance
parameter. The Matérn 5/2 kernel has two
components that contribute to the overall covariance

between two data points. The first component,

(1 + /512(x, x’)), allows for large-scale variations

dependencies in the data. The second component,
5 L
grz(x,x’), captures small-scale variations and

accounts for the local structure in the data. The

exponential term, exp {—\/Srz(x,x’)}, acts as a

smoothness factor that controls the rate at which the
covariance decays as the distance between the data
points increases. The Matérn 5/2 kernel utilises the
automated relevance determination (ARD) to assign
distinct length scales to each input feature using the
distance measure r(x, x'). This enables more flexible
and adaptable modelling by allowing the kernel to

capture the varying importance or relevance of

in the covariance, capturing long-range various features in the learning process.
(Reﬁne Search Space or Obiective\
NO
Run Bayesian Optimization to find Evaluate the RF /,./"". R“‘xx‘__
Define Random Forest Hyperparameter Identify and set the objective ideal set of hyperp ters that Classifier with the " Check for desired“*ax
Search Space function to be optimized optimizes the chosen objective Bayesian Optimized . performance T
function hyperparameters HH‘& /__,-’

Figure. 3. Flowchart of Bayesian Optimized
Random Forest Classifier (BORFC) proposed.
The effectiveness of a surrogate model is

evaluated using a validation set once it has been
trained on a subset of the data. The surrogate model
calculates the ideal hyperparameters and
approximates the output of the Random Forest
Classifier algorithm. The success of the model can

be evaluated using a number of metrics, including

accuracy, precision, sensitivity, error rate, and

YES

Bayesian Optimized Random
Forest (BORF) Classifier with
optimal performance

AUC. After training the surrogate model, the
acquisition function determines which set of
hyperparameters to evaluate next, playing a critical
part in Bayesian optimisation. The acquisition
function achieves a compromise between utilising
potentially helpful hyperparameters and searching
the search space. It directs the optimisation process
to effectively investigate the hyperparameter space
and find the 1ideal set that maximises the

performance of the model. Bayesian optimisation
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has a number of benefits over the conventional
Random Forest Classifier technique. In the first
place, it automates hyperparameter tweaking, doing
away with the need for manual trial and error.
Finding the ideal set of hyperparameters is made
much easier and faster as a result. Second, Bayesian
optimisation considers the uncertainty in the
model's performance estimation, enabling it to
decide which hyperparameters to investigate next in
an informed manner. This facilitates finding the
global optimum and efficiently traverse the search
space. Additionally, complex and high-dimensional
search spaces can be handled via Bayesian
optimisation. By dynamically altering the
exploration-exploitation trade-off, it adjusts to the
issue at hand and strikes a balance between
investigating novel hyperparameter combinations
and exploiting those that show promise. Because of
its versatility, it is a reliable and efficient
optimisation strategy for enhancing the capability of
the Random Forest Classifier algorithm to detect

credit card fraud.

INTERPRETABILITY AND FEATURE
ANALYSIS

The Bayesian Optimized Random Forest
Classifier (BORFC) model's interpretability is
essential for comprehending the decision-making
process and getting knowledge of the critical
elements influencing fraud detection. An essential
component of interpretability is the examination of

feature importance since it aids in locating the

aspects that matter most in the model's decision-
making process. In random forest models, feature
importance is determined using the Gini importance
or mean decrease impurity approach. When a
feature is used for splitting in the decision trees
within the random forest, it evaluates the overall
reduction in impurity that was attained [16]. Higher
Gini relevance values for features are thought to be
more significant in separating fraudulent from
legitimate transactions. More knowledge about the
traits that are crucial to fraud detection is gathered
by analyzing feature importance in the BORFC
model. Understanding the underlying patterns and
behaviors linked to fraudulent transactions can
benefit from this knowledge. Additionally, the
interpretation of feature importance offers
perceptions into how the model makes decisions
[17]. Examining the top features and examining
how they relate to fraud detection. For instance, if
the BORFC model places a high value on
characteristics like transaction amount, location, or
kind, this shows that these elements are crucial in
distinguishing between fraudulent and genuine
transactions. Understanding the variables that affect
the model's predictions and decision boundaries is
what makes feature analysis useful. Financial
institutions and investigators can concentrate their
efforts on watching for and spotting transactions
with suspicious patterns or characteristics by
focusing on the essential features [18]. This results
in solutions for fraud mitigation and prevention that

are more effective. Additionally, feature analysis
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reveals fresh perceptions and trends that might not
have been noticed before [19]. For instance, it
demonstrates that specific feature combinations or
interactions are especially suggestive of fraudulent
behavior. These discoveries assist in the creation of
more precise and focused fraud detection systems.
The BORFC model's interpretability and feature
analysis offer transparency and make it possible for
stakeholders to believe in the model's conclusions.
It is possible to make more informed decisions and
take proactive steps to prevent and detect fraud by
being aware of the key aspects that influence fraud
detection [20]. The elements that are essential for
telling apart fraudulent from valid transactions is
learnt by examining the feature importance rankings
of the BORFC model.

1. Transaction Amount: The BORFC model's
transaction amount routinely rates among its
top attributes. This feature is very important
because it records the transaction's monetary
value. Higher transaction quantities are
frequently linked to a greater chance of
fraud. To maximize their profits or test the
strength of a stolen credit card, fraudsters
may try to make significant purchases. As a
result, the transaction amount offers useful
information for spotting possibly fraudulent
transactions.

2. Geographic Location: Another crucial aspect
that is highly significant is the transaction's
geographic location. There may be variable

degrees of fraud risk in various areas or

nations. Fraudsters may target particular
areas where they can carry out fraudulent
actions undetected or exploit loopholes. The
BORFC model may identify regional trends
of fraud by taking geographic location into
account, and it can then modify its decision-
making process accordingly.

Transaction Type: An important element that
substantially aids in the detection of fraud is
the type of transaction. Cash advances,
internet purchases, and foreign transactions
are among transaction types that have a
higher risk of fraud. Due to their obscurity or
the difficulties in identifying them, fraudsters
frequently take advantage of these
transaction types. This feature can be used by
the BORFC model to spot possibly
fraudulent activity and spot questionable
transaction patterns.

Transaction Time: Though the BORFC
model does not include the time attribute in
the categorical response variable, it
nevertheless views the temporal component
of transactions as a crucial component. Even
while the time may not have a significant
ability to predict, when paired with other
variables, it can offer insightful information.
For instance, transactions that take place at
strange times or that diverge from the
cardholder's typical purchasing habits may be
signs of fraud. The BORFC model can

improve its ability to detect fraud by
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analyzing the time together with other
pertinent data.

5. Merchant Category: The chance of fraud can
also be influenced by the merchant category,
such as retail, internet services, or travel.
Some merchant types, including online
platforms where credit card information is
routinely used for nefarious purposes, may be
particularly vulnerable to fraud [21]. The
BORFC model can identify transactions
related to high-risk merchants and increase
the precision of fraud detection by taking into

account the particular merchant category.
STIMULATED RESULTS

The Bayesian optimization approach attempts to

minimize the scalar objective function f(x) for x in a

%107 ® Observed points
[ IModel mean
@®  Next point

*  Model minimum feasible

4.8
4.6
4.4

4.2

E stimated objective function value

numPTS

bounded domain. When tested at the same location
X, a function's output will vary depending on
whether it's deterministic or stochastic. X can have
discrete names, continuous reals, numbers, or
categorical components as its constituent parts. The
estimated  objective function  value at
XAtMinEstimatedObjective is supplied as a real
scalar, and MinEstimatedObjective is the mean
value of the posterior distribution of the final
objective model. The space tree model determined
the value of MinEstimatedObjective by giving
XAtMinEstimatedObjective to the object method

predictObjective.

20

minLS

Figure. 4. Bayesian Optimization run on hyperparameters of Random Forest Classifier model to minimize the

scalar objective function.
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Based on the resulting optimization, a random

search is conducted among the
MaxObjectiveEvaluations points, and the outcomes
are shown against the least leaf areca. The target
function's iteration count is represented by the
number of function evaluations in the plot. The

minObjective is the lowest value of the goal

L L L |

1 2 3 4 5

function for that iteration. The target function has
been determined to be the randomsearch (Fig. 5).
The acquisition function f(x) to be minimized
and the Random Forest hyperparameters are
processed via MATLAB Bayesian Optimization to
provide the best out-of-bag quantile error given the
depth of the tree and the number of predictors to be

evaluated at each node.

6

|
|
|
B
Min objective

+—— Min cbserved objective
Estimated min objective

4.3

My 3.9

3.8

7 8 9 10

Function evaluations

Figure. 5. Minimum objective vs Number of function evaluations for Random search objective function in

Bayesian Optimization.

According to the results of the confusion matrix
(Fig. 6) obtained from the two models, both the
random forest classifier and the Bayesian optimized
random forest classifier exhibit great accuracy with
only a little difference in the number of false
negatives. The false negatives in the Bayesian

optimized random forest classifier decreased by six

while the true positives, true negatives, and false
positives remained the same as in the random forest
classifier. This demonstrates how the Bayesian
optimization method can improve the performance
of the random forest classifier by adjusting its
hyperparameters. According to findings (Table 1),
both the RF classifier and the BORFC classifier are
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very accurate at spotting credit card fraud. Although which stands for the occurrences of misclassifying
the BORFC classifier performs better than the RF fraudulent transactions as legitimate—drops from
classifier in terms of accuracy. When utilizing the 18 to 12.

BOREFC classifier, the number of false negatives—

Table 1. Performance Metrics Comparison

Metrics RF Classifier BORFC Classifier
Accuracy 99.515% 99.545%
Precision 0 0
Recall 0 0
F1-Score 0 0
False Negatives 48 42
Confusion Matrix Confusion Matrix
0 49 0.0% 0 49 0.0%
Yes 0.0% 0.2% 100% Yes 0.0% 0.2% 100%
o No 48 19903 99.8% o 42 19909 99.8%
] 0.2% 99.5% 0.2% 5 No 0.2% 99.5% 0.2%
b= g
= 3
o o
0.0% 99.8% 99.5% 0.0% 99.8% 99.5%
100% 0.2% 0.5% 100% 0.2% 0.5%
& = 4@ P
Target Class Target Class

Figure. 6. Confusion Matrix generated for Random Forest Classifier and Bayesian Optimized Random Forest

i TP
Classifier. Recall or Sensitivity = m; F1 — Score
The accuracy, precision, recall and f1-score of RFC _ 2TP
and BORFC is hence calculated (Table. I) (Fig. 6) " 2TP+FP+FN
by the respective formulas as,
TP + TN o TP
Accuracy = TP+TN + FP + FN; Precision = —TP T FP
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We looked at the confusion matrix produced by

the predictions of both models to learn more about
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how well the classifiers performed (Table II).

Table 2. Confusion Criteria Metrics Comparison

Predicted Legitimate Predicted Fraudulent
Actual Legitimate 862
Actual Fraudulent 126

We can see from the confusion matrix that for
both classifiers, the true positives, true negatives,
and false positives remain constant. When
compared to the RF classifier, the BORFC classifier
does, however, reduce 6 erroneous negatives. This

suggests that the BORFC classifier can increase the

identification of fraudulent transactions and
decrease the cases where fraud goes undetected by
optimizing the hyperparameters using Bayesian
optimization. We carried out feature significance
analysis to provide a deeper knowledge of the

interpretability of the model (Table III).

Table 3. Top-ranked Features and Importance Scores

Feature Importance Score
TransactionAmount 0.235
TimeOfDay 0.165
V14 0.122
Vi2 0.102
V17 0.091
V10 0.086

According to the feature importance scores, each
feature's relative value in the BORFC model's
decision-making process is indicated. The greatest
relevance scores for the features are for
TransactionAmount and TimeOfDay, indicating
that these two factors are very important in spotting
fraudulent actions. The identification of credit card
theft 1s also greatly aided by additional
characteristics like V14, V12, V17, and V10. We

give a case study to demonstrate the connection
between crucial characteristics and fraudulent
transactions. Consider a fraudulent transaction that
has an exceptionally big TransactionAmount and
takes place very late at night (TimeOfDay). These
features are given a high relevance weight by the
BORFC model, which enables it to recognize such
transactions with accuracy. We may learn more

about the BORFC model's decision-making process

Vol12 Issue 05, May 2023

ISSN 2456 - 5083

Page | 556




International Journal for Innovative

€ngineering and Management Research

PEER REVIEWED OPEN ACCESS INTERNATIONAL JOURNAL

and the main elements influencing fraud detection

by examining case studies that are similar to these.
LIMITATIONS AND FUTURE WORK

Even though the Bayesian Optimized Random
Forest Classifier (BORFC) approach that has been
suggested shows promise for better credit card fraud

detection, it is important to recognize its limits and

pinpoint possible directions for further study. 3.

1. Data Restrictions and Imbalance: The lack of
labelled fraud data is a key barrier to credit
card fraud detection. It can be difficult to
obtain a complete, balanced dataset with a
sufficient amount of fraudulent transactions.
The caliber and representativeness of the
training data have a significant impact on the
performance of the BORFC model. To get
around this issue, future research could
concentrate on collecting bigger and more
varied datasets. In order to avoid bias and

boost the model's ability to detect fraud, it is

also critical to handle the problem of 4.

imbalanced data, where illicit transactions
are substantially less common than normal
ones.

2. Real-time data streams may present
difficulties for the suggested BORFC model
in terms of generalizability and adaptation.
Credit card transactions happen continuously
in practice; therefore, the model must analyze
incoming data quickly for effective fraud

detection. The BORFC model may be

WWWw.ijiemr.org

modified in the future using various methods
to effectively handle real-time data streams.
This could entail the creation of real-time
model updates using incremental learning
techniques or the incorporation of streaming
data processing frameworks to enable
scalable and effective processing of incoming
transactions.

Scalability and Computational Efficient:
Scalability becomes a critical issue when the
amount of credit card transactions keeps
increasing. When working with massive
datasets, the BORFC model's scalability may
be constrained by its computational
complexity. Future study could look into
techniques like parallelization or the use of
distributed computing  frameworks to
improve the model's efficiency and
scalability. This would guarantee that the
model can manage the rising transaction
volume without compromising performance.

Fairness and Biases: The BORFC model is
one example of a machine learning model
that is subject to biases. Data imbalances,
feature selection, or cultural biases that are
already present in the training data can all
lead to biases. To guarantee accurate and
impartial fraud detection, biases must be
addressed and reduced. The development of
methods for locating and minimizing biases
within the BORFC model could be the

subject of future study. To prevent
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unintentional discrimination, this entails

assessing the fairness and equality of the

model's  predictions  across  various
demographic groups.

5. Generalization to Other Domains: Although
the BORFC model is primarily intended for
the detection of credit card fraud, there is
potential for its use in other domains with a
comparable set of properties. The
generalizability of the BORFC technique to
other fraud detection issues, such as
insurance fraud or healthcare fraud, should
be investigated in further research. This
would necessitate tailoring the model to the
particular domain and locating pertinent traits
that aid in fraud detection in such

circumstances.
CONFERENCE PAPER DESCRIPTION

Our original ~ conference paper, "Bayesian
Optimized Random Forest Classifier for Improved
Credit Card Fraud Detection: Overcoming
Challenges and Limitations", presented at the 2nd
International Conference on Data Science and
Artificial Intelligence (ICDSAI) 2023 and will be
published in Springer Proceedings in Mathematics
& Statistics, provides a summary of our suggested
approach. This expanded edition offers a more
thorough grasp of our methodology by delving
deeper into the theoretical underpinnings,
experimental design, and outcomes analysis. We

have elaborated on a few key points from the

WWWw.ijiemr.org

original publication, taking into account helpful
comments and knowledge from more study and
careful analysis. This expanded version also
provides additional contributions not found in the
conference article, such as an in-depth analysis of
feature interpretation and selection, a review of
performance measures, and an investigation of the
constraints and prospects for future research. We
intend to give readers a more thorough
understanding of our work by delivering this
expanded version, which includes a thorough
examination of our suggested strategy. To ensure
transparency and the ongoing nature of the research,
we acknowledge the original conference paper's

contribution and provide a suitable reference.
CONCLUSION

We established the superiority of the BORFC
model over the conventional Random Forest (RF)
classifier through thorough experimentation and
evaluation. The use of Bayesian optimization to
fine-tune the Random  Forest classifier's
hyperparameters specifically for credit card fraud
detection 1is one of this study's significant
contributions. We increased performance in terms
of accuracy, precision, recall, and F1 score by
making use of Bayesian optimization. The BORFC
model was effective in lowering the proportion of
false negatives and improving the detection of
fraudulent  transactions. Additionally, the
interpretability of the BORFC model was examined,

highlighting the significance of attributes like
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TransactionAmount and TimeOfDay in the
detection of fraud. These results give financial
organizations crucial information about the model's
decision-making process and how to effectively
combat credit card fraud. For financial institutions
that constantly struggle to identify and stop credit
card fraud, the practical ramifications of this study
are crucial. These businesses can improve their
fraud detection capabilities, reducing financial
losses and boosting customer confidence, by
implementing the BORFC model. The BORFC
model's capacity to recognize fraudulent
transactions with accuracy and its interpretability
give organizations the power to recognize the
causes of fraud and take preventative action to
reduce risks. The analysis also identifies the room
for advancements and new directions in the future.
For dynamic fraud detection, areas for investigation
include scalability to handle big datasets,
generalizability across several domains, and
adaption to real-time data streams. Taking care of
these issues will help the BORFC model's practical

applicability and aid financial organizations in

staying ahead of developing fraud schemes.
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