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Abstract 
The security of digital data has become increasingly important as a result of recent 
advancements in multimedia technology. Researchers frequently focus their efforts on 
changing the current protocols to solve the flaws of the present security measures. Yet, during 
the past few decades, several proposed encryption algorithms have been insecure, posing a 
huge security risk to sensitive data. It is crucial to use the best encryption method to defend 
against such attacks, but which algorithm is best in a particular situation will depend on the 
kind of data that has to be secured. However, evaluating various cryptosystems one at a time 
to determine the optimal choice can consume a significant amount of processing time. We 
suggest a security-level identification method for picture encryption techniques that uses a 
support vector machine for quick and precise selection of the correct encryption algorithms 
(SVM).We also create a dataset using a variety of encryption security criteria, including 
entropy, contrast, homogeneity, peak signal-to-noise ratio, mean square error, energy, and 
correlation.. We use these variables as features that are taken from various cipher pictures. 

 

                   

Introduction 
Due to the exponential increase in 
multimedia data transmissions through 
unsecured networks, security has become a 
prominent study area (most notably the 
Internet). To protect data from unwanted 
users, several academics have turned to 
creating new encryption techniques. While 
encrypting digital photos, diffusion, and 
misunderstanding are two essential 

components (also known as scrambling). 
According to a hypothesis put forth by 
Claud Shannon, a cryptosystem with 
confusion and diffusion techniques can be 
regarded as secure. With digital photos, the 
scrambling process can be applied directly 
to the pixels or rows and columns, whereas 
diffusion modifies the original pixel values. 
In other words, the replacement process 
replaces each distinct pixel value with the 
value of the S-unique box. Transmission in 
an encrypted method cannot completely 
safeguard the privacy of the data. Due to 

the weak security of the encryption 
algorithm, even though the data is 

encrypted for transmission, it can still be 
accessed by unauthorized users. The 
security level of the encryption algorithm 
that is used to encrypt the image has a 
major impact on its robustness. 
 
The plain image will be completely 
encrypted using a very powerful encryption 
technique, making it resistant to attacks on 
its availability, integrity, and secrecy. When 
selecting an encryption technique, temporal 

complexity is another important factor to 
take into account in addition to security. 
The type of application that needs to be 
encrypted affects the cryptosystem that 
should be used since different forms of data 
have different security priorities. Because 
the picture encryption algorithm is crucial, 
we suggest a security-level detection 
method for image encryption algorithms 
that incorporates a support vector machine 
(SVM). 
 
   Literature Survey 

1. "A Comparative Analysis of Symmetric 
Key Encryption Techniques" by D. K. 
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Kushwaha, V. K. Srivastava, and N. 
Sharma. 
In this study they tried to evaluate the 
performance of DES, 3DES and AES 
symmetric encryption algorithms under 
MANET environment. On the other hand, 
they applied a secure key management 
solution using the DHKE protocol. And 
finally they offered the ability to choose the 
encryption type by the user based on the 
required security level 
Automated detection and classification of 
cryptographic algorithms in binary 

programs through machine learning by 
Diane Duros Hosfelt Threats from the 
internet, particularly malicious software 
(i.e., malware) often use cryptographic 
algorithms to disguise their actions and 
even to take control of a victim’s system (as 
in the case of ransom ware). Malware and 
other threats proliferate too quickly for the 
time-consuming traditional methods of 
binary analysis to be effective. By 
automating detection and classification of 
cryptographic algorithms, we can speed 
program analysis and more efficiently 
combat malware. This thesis will offer 
different ways for automatically discovering 
and classifying cryptographic algorithms in 
compiled binary programmes using 
machine learning. While more research is 
needed to fully test these methods on real-
world binary programmes, the findings in 
this paper imply that machine learning may 
be used to detect and identify cryptographic 
primitives in compiled code with success. 
These techniques are now being used to 
discover and categorise cryptographic 

algorithms in small single- purpose 
programmes, and more work is being 
suggested to apply them to real-world 
situations. 
 
Proposed system 

A slew of encryption algorithms, including 
chaos and transformation-based 
algorithms, have been presented in recent 
years. By examining the statistical findings 
of existing encryption algorithms, it has 
been discovered that some of them are 

unsecure and do not provide adequate 
protection. Analyzing the statistics of an 
encryption algorithms security parameters 

is one technique to determine its security 
level. Traditional methods of accomplishing 
this usually include making these 
comparisons one by one, which takes a long 
time. We created a machine learning model 
that combines SVM to help us choose a 
suitable encryption technique more rapidly. 

 

Methodology 

Support-vector machines are supervised 
learning models that analyse data for 
classification and regression using machine 
learning methods. One of the most 
trustworthy prediction techniques is the 
use of SVMs, which are based on statistical 
learning frameworks. 
Given a set of training examples, each of 
which is marked as belonging to one of two 
categories, an SVM training method 
develops a model that, when presented with 
additional instances, assigns them to one of 
two categories, resulting in a non-
probabilistic binary linear classifier. SVM 
enlarges the gap between the two categories 
as much as feasible by mapping training 

examples to points in space. Next, based on 
which side of the gap they fall, new 
examples are projected to fit into one of the 
categories by being mapped into that same 
space. In a higher- or infinite-dimensional 
space, a support-vector machine constructs 
a hyper plane or group of hyper planes that 
can be used for classification, regression, or 
other tasks like outlier detection. Since the 
higher the margin, the lower the classifier's 
generalization error, it makes sense that 
the hyper plane with the largest distance 
from the closest training data point of any 

class (referred to as the functional margin) 
achieves a respectable separation. The sets 
to discriminate are frequently not linearly 
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separable in that space, even when the 
beginning problem is described in a finite-
dimensional space. In order to facilitate 
separation, it was proposed[5] to convert 
the initial finite-dimensional space into a 
considerably higher-dimensional area. 
The mappings used by SVM schemes are 
designed to ensure that dot products of 
pairs of input data vectors can be computed 
easily in terms of the variables in the 
original space, by defining them in terms of 
a kernel function. 
 

RESULTS AND DISCUSSION 

 

 

 

 

 

Conclusion 

In this article, we have developed and 
proposed a model that can detect the 

security level of various encryption schemes 
quickly and accurately. We began by 
creating a dataset and incorporating the 
security parameters common to various 
encryption schemes as features. To prepare 
a dataset, we have divided the values of all 
features into three intervals—strong, 
acceptable, and weak—that describe the 
resulting security levels. Next, the different 
encryption schemes are tested on our 
proposed model in order to detect the level 
of security each one offers. We can also 

detect the security level of these encryption 
schemes manually by determining the 
statistical values of each one. With 
traditional testing methods, this process 
takes a great deal of time to accomplish but 
with our proposed model, testing can be 
achieved within a few seconds. To conclude, 
we also tested our proposed model using 
different experiments to evaluate its 
performance, and we found that it produces 
94% correct predictions at much faster 
speeds than other models currently 
available 
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FUTURE SCOPE 

As for future works, In the future work, the 
use of deep learning techniques to detect 
the security level of cryptosystems will be 
investigated. 
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