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ABSTRACT

The number of attacks is on the increase, with cyber security being a key risk for any
company. Growing cybersecurity attacks endanger our lives. Artificial (Al) and computer
education (ML) are capable of detecting threats and offering cyber analysts suggestions.
Advancing cybersecurity-applied Al / ML includes collaborations between industries,
academia and public authorities worldwide. The emphasis of this paper is on improving
machine learning in which various types of computer processes in a multi-tasking
environment can be mapped. To learn and characterise the cyber-consciousness of a
computer process against various concurrent threads, a SHOWAN software mapping and
modelling paradigm is developed. The method examined started to outperform and handled
multiple tasks badly, but in connexion with anomaly detection it eventually learnt to acquire
and handle tasks.

1. INTRODUCTION
The internet is becoming more and more an
every second part of our lives. Every day, a
new development happens, making the
current system redundant. It's not always
easy to adapt to this transition. The

Internet's threats are various and have an Figure 1: Cybersecurity hacking
important impact on the safety of users. diagram.

Every process is automated with the What is Cybersecurity?

advancement of artificial intelligence and Cybersecurity is a defence against identity
machine learning. Artificial knowledge and theft, software or hardware harm, and other
machine learning are useful for internet intellectual property, of computers or
users but also for hackers using Al to related devices. Cybersecurity is critical
orchestrate many cyber attacks. and significant, as data is sponsored by all

sectors of society, including governments ,
businesses, the military, various financial
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institutions, etc. They store vast quantities
of data on computers and other internet-
connected devices. These data are often
combined from classified information
which can not be accessed and used by the
public. Those data sources are quite widely
used to share information across the
network, exposing the data to many cyber
risks. Any third party can misuse these data
easily. The most important concern of all
internet users is safety, as we all continue
to feed a certain amount of data to our
smart phone’s and personal computers.
You can enrol for free Live Demo Machine
Learning online training for in-depth
machine learning

Cyber-attacks may lead to the following:
» Stealing of identity, extortion of
information that could lead to blackmail

* Induction of malware into networks that
affect many networks by injecting viruses

* Spoofing, spamming and phishing

* Denial of different services that can lead
to further attacks

* Theft of password

* Critical knowledge sabotage

 Vandalism on different websites

» Web browser privacy misuse

* Money schemes and account hacks

* Ransomware Ransomware

* Intellectual property stealing

« [llegal device and laptop access
Cybersecurity tries to avoid identity theft,
multiple privacy infringements and attacks
on malware and ransomware. The best way
to avoid fraud online is to help mitigate
risk. Either alone or with the aid of a third
person who specialises in the field can
handle cybersecurity. Cyber security
protects  different organisations from
malware , phishing, ransomware and social
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engineering with effective steps to deter
cyber-attacks.

What is Artificial Intelligence and
Machine Learning?

Artificial intelligence and machine learning
are data based approaches to decision-
making without an explicit programming.
Processes are automated by means of
artificial intelligence, so that the company
operations are free from  human
interference and discrimination.

The way businesses take decisions 1is
influenced by artificial intelligence. This
encourages computers to perform their own
jobs, which had been achieved historically
by hiring workers to run different
computers. Data and the algorithm are
provided as the input by application of Al
to teach the computer to perform a
particular task at maximum accuracy.
Processes are streamlined with the aid of
Al and tasks are simple and error-free.
Data are often derived and different
patterns based on past trends based on
artificial intelligence and machine learning.
These patterns help to determine the future
and the present.

Effect of AI and ML on Cyber Security
New methodologies for automating and
risk-free cyber security space are being
built through development in the field of
artificient intelligence and the rise in the
number of apps for machine learning. The
cybersecurity
coordinate and handle log data with the
implementation of these elements. There

workers ~ can  easily

are a variety of data points which can use
artificial intelligence because cybersecurity
requires all data clustering, ranking,
sorting, filtering and handling.

Al can not develop and operate on its own,
although it is a very strong idea. It requires
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unique chunks of data, which should be the
basis for decisions. Machine Learning
analyses historical data and then provides
the perfect solutions for the present and for
the future. For the purposes of hybrid
machine learning , artificial intelligence
and cyber security, previous data must be
made available. Therefore.

In order to organise past data efficiently,
the algorithms must be given. The device
must then include instructions for different
elements and patterns on which threats and
other malware can be screened. The
algorithms must be built to distinguish
easily between a normal situation and a
situation where there are compromises on
the protection of the participating group.
The machine-learning system identifies the
group that tries to break into the system
and disturbs the content of the system with
this predefined pattern.

Machine learning and artificial intelligence
must protect data quickly because hackers
can access any device and obstruct
intellectual ~ property  prior to an
infringement occurring in the organisation.
The assault is recognisable very early, and
then neutralised, using artificial
intelligence, to prevent the machine from
further influencing it.

For an organisation focused on improving
the cyber safety and mitigating the loss of
confidential information, machine learning
and artificial intelligence are an investment
in several applications. Cybersecurity gets
better every day with these resources.

Get start your journey with Cyber
Security Online Training

Artificial intelligence offers powerful tools
to improve cyber security algorithms
performance. When tracing negative
elements, the programme is extremely
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successful. Mechanisms for the monitoring
of data are growing better and more
reliable and reduce the relevant risks and
improve operational performance. The
cybersecurity room will benefit in many
ways.

Cyber security professionals may assist in

the study of high volume data sources and

streams in several ways through machine
learning and artificial intelligence.

Machine Learning Systems (ML) and

Artificial Intelligence Systems (AI) for

research

e Correlating different data sets in a
particular pattern, scanning various
risks, performing a predictive analysis
and predicting the next attack.

e The constant monitoring of data
security procedures may be carried out
with the use of data purification
techniques to protect users and other
relevant parties and to ensure
successful 1mplementation of these
restrictions.

e Build frameworks for data protection
without  the  resource  burden.
Cybersecurity practitioners can
minimise costs and prevent
unnecessary expenses by machine
learning and artificial intelligence.

o By building a security framework with
integrated mechanisms to search huge
volumes of data, data networks and
identify any potential threats, various
malware and infections can easily be
identified with the help of artificial
intelligence and machine learning.

Cloud storage is an essential factor in the

description and determination of every

company's online working patterns.

Companies have migrated to different

cloud systems, including Microsoft Azure
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that secure data more efficiently, from
various hosting servers and equipment.
Boon and bane come as each. This removes
the use of hardware, which decreases the
complexity of different operations. In the
other side, a user's full faith is passed to a
third party where no information in cloud
providers is available first-hand, but all
confidential information is now passed to
others. This leaves the business vulnerable,
but cloud storage is the best choice among
its alternatives due to the absence of other
choices. Software logarithms can easily be
different  cloud
infrastructures with the aid of artificial

distributed across

intelligence.

2. IDENTIFYING ANOMALIES
IN NETWORK TRAFFIC OR
USER BEHAVIOR

Cisco expects a 6 percent annual
compound growth rate ( CAGR) from 3.9
billion Internet user worldwide in 2018 to
5.3 billion by 2023. But the most striking
thing is that 10% CAGR is an increasing
number of connexions and devices. By
2023, more than three times the world's
population will be used to link computers
to IP networks.

As the traffic increases, it becomes more
difficult to detect anomalous activity in the
network. Al and Machine Learn (ML) can
quicker identifying behaviours that suggest
potentials of danger and recognise
deviations from regular patterns.

As with users, Al / ML may also examine
the data stream for suspect behaviour
suggesting an insider danger, such as
uploading large quantities of data or trying
to access unauthorised resources on a
regular basis.

"The identification of networking defects
will allow cyber security teams to locate
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from a corrupted hardware node to a
disabled employee on the company
network," writes John Burke from
Nemertes Research at TechTarget.
Detecting online and other fraud

Just about 13% of organisations surveyed
by the Certified Fraud Examiner
Association have said they use computers
to detect fraud, but they have tripled the
amount of money they expect to investe by
2021. One case in point is that ML
algorithms combine broad data groups
such as historical data in order to find
patterns far more efficiently than
regulatory methods, which cybercriminals
can subvert.

In order to decide what fraudulent
activities and accounts look like compared
to ordinary ones, for instance, supervised
machine training will feed historical data.
The model will then settle on account
behaviour and characteristics. Instead,
where there are few, or no "tagged"
transactions, such as in modern forms of
fraud, an unattended model may be used.
"You can identify previously unknown
types of suspicious activity in an ideal
combination of controlled and
unmonitored Al  techniques  while
identifying the most subtle patterns of
fraud previously found across billions of
accounts," writes TJ Horan on the FICO
site.

Protecting endpoints

The second most popular answer to the
issue, how Al enhances the protection
status, was found in a ponemon / IBM
safety survey by 2018. Most of the IT and
safety professionals surveyed said that the
greatest advantage of Al was rapid
containment of contaminated devices and
hosts.
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Fast containment of a compromised host
may mean an incomplete breakdown
between failed cyber attacks. Machine
learning techniques may help, for example,
to detect legitimate malicious programme
activity and stop a file from executing —
effectively stop an attack in real time.

As noted in the latest annual IBM Security
Data Infringement Report, 'the quicker and
lower the cost of detecting and containing
data infringement." The report found that
the average time for detecting and
containing an incomplete infringement in
2019 increased to 279 days (from 266 in
2018). However, breaches with a life cycle
with less than 200 days cost an estimated
1.22 million dollars less than average
breaches of over 200 days (3.35 million
dollars vs. 4.56 million dollars).
Mitigating the cybersecurity skills gap
The skill gap in cybersecurity continues to
grow and impact on the ability of
companies to fill vacancies — and thus
effectively  protect  against
Increasing the ability of a security team
and automate threat detection and response
will help, inter alia. Al / ML play a role in
alleviating the shortage.

The Security Operations Center ( SOC) is
one area that could benefit. In its CISO
Benchmark Report for 2020, Cisco
concluded that 42 % of respondents
encounter alert fatigue, primarily driven by

attacks.

a wide variety of security solutions.

A SOC analyst finds it time consuming to
cut through noise on triage warnings as
people are simply not cabled to effectively
handle large numbers. This method can be
greatly expanded by computer education
and automation.

In an interview with VentureBeat
BlackBerry CTO Charles Eagan put this
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way: "Al and automation are more about
scalability than plugging unique capability
gaps ... when we automatically eliminate
99% of the cyber threats, we can spend
much more time and energy on ensuring
security in more elaborate areas."
3. ARTIFICIAL INTELLIGENCE
& MACHINE LEARNING IN
CYBERSECURITY

Cyber security artificial intelligence —
meanings of Al and ML

Artificial Intelligence (Al ) and Machine
Learning (ML) are extremely powerful,
but they are only similar to the lack of
clarification about their meaning.

We can find several concepts in Al, such
as the powerful Al or true Al, which refer
to artificial general intelligence, a
hypothetical machine which shows at least
as skillful and flexible behaviour as
people.

In reality, a computer which can work and
learn fully on its own outside of a
regulated environment does not currently
exist.

Al must be able to cope with large
quantities of data, the ability to think, to
organise and to arrange information that
imitates human behaviour. It's mostly
science fiction at this moment.

There is, however, general agreement that
Al is an ML superset.

As a superset, Al has more subject than
ML, but overlapping includes not just
learning, such as speech recognition and
comprehension, perception, imagination
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and intuition. Three dimensiones, 3D-
understanding and interactions with the
world. Commercial Al technologies
involving Al additions over ML could be
self-driving vehicles, computer vision and
natural language processing ( NLP).

Machine Learning is an Al discipline that
enables computers to learn without being
programmed directly. In essence, a
programme for machine learning will find
patterns in data and then preview the
effects of something it has never before
seen.

ML has been established by the latest
advances in handling massive databases or
big data, storage capability to support all
these data and computer power.

ML are different types; supervised
learning, profound learning and
reinforcement learning are the most
prevalent.

The majority of existing cyber-security Al
applications do not surpass ML.

Artificial Intelligence in cybersecurity —
Challenges to adopt ML

It 1s very important to be realistic about
goals when introducing ML to incorporate
any of the functions discussed previously.
ML is always overviewed, and ML is
driven by math and not by magic, we can
not forget.

Data accessibility and consistency would
probably be the toughest obstacle for
adopting ML. We do not usually have all
the information necessary in the proper
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context for feeding algorithms, such as
appropriate attack data.

There is also a steep learning curve and
major restrictions in the learning process.

The learning process should not start from
scratch with enough context data, but it is
not an easy task to provide this contextual
data and exploit again.

When implementing an ML solution, we
must ensure that we detect the right thing.
The algorithms often do not learn the right
thing. Furthermore, it is not easy to test
and debug since there are many
uncertainties we have to face.

In general, the highly specialised, limited
and costly expertise requires important
cost of acquisition, service and
maintenance.

Regulation may be one last big obstacle or
challenge. Regulatory mechanisms may
have various impacts, including data
security , data privacy and other policies
that influence automated decision making.

Artificial Intelligence in cybersecurity —
AI and ML used for evil

One thing is clear: Al and ML are
resources and thus not bad or evil
necessarily.

That said, since, as has previously been
discussed, there are some fascinating
applications to help the good guys, they
might, and are, also being used to make
havoc.
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Definitely, the bad guys would try to use
machine learning to help their attacks,
learn from defensive responses and
interrupt detection models.

In the use of machine learning, and
advanated analytics, attackers need to
expect more improvement than today with
manual  recognition  techniques in
accelerating and  sharpering  social
engineering attacks such as phishing,
fraud, DDos, ransomware, Spyware and
scams across many business sectors.

In the case of ransomware, for example ,
attackers can use advanced analytics and
ML to turn to more lucrative objectives,
like high-net worth, IoT or special
enterprises.

As we described earlier, cybersecurity
machine speeds are crucial and hackers
will make every effort to exploit newly
discovered vulnerabilities faster than the
defenders can fix.

Artificial Intelligence in cybersecurity —
Ethics in ML

One of the first ethical problems
surrounding ML undoubtedly concerns
automation and the potential lack of
human jobs. Given the current lack of
expertise in the computer security industry,
it is uncertain whether automation is as
controversial as some claim.

When we consider predictive cyber
protection for cyber crime or cyber terror —
in which the defendants are interested in
crimes that are not yet committed — there
are additional ethical concerns. This
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approach comes directly into tension
within the current legal system.

There are also possible problems caused
by the low quality and/or insufficient
amount of knowledge from which to base
predictions and the predictive capacity to
infer probabilistic outcomes of algorithms.
Algorithmic transparency might pose a
serious problem, particularly in controlled
industries, and it is not easy to deal with
this problem because it is not always
feasible that everyone has access to the
ML code will understand how the
programme functions, mainly because ML
algorithms  don't work  completely
predictably.

Another very critical concern is that some
of the acquired knowledge might be
private or confidential. Under new
regulations such as GDPR, this may be
especially severe.

4. GENETIC ALGORITHM
APPLIED TO INTRUSION
DETECTION

Applying GA to intrusion detection seems
to be a promising area. This paper
discusses the motivation and
implementation details in this section.

4.1 Overview

GAs can be used to evolve simple rules for
network traffic. These rules are used to
differentiate normal network connections
from anomalous connections. These
anomalous connections refer to events
with probability of intrusions. The rules
stored in the rule base are usually in the
following form [4]:

if { condition } then { act } [4]
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For the problems presented above, the
condition usually refers to a match
between current network connection and
the rules in IDS, such as source and
destination IP addresses and port numbers
(used in TCP/IP network protocols),
duration of the connection, protocol used,
etc., indicating the probability of an
intrusion. The act field usually refers to an
action defined by the security policies
within an organization, such as reporting
an alert to the system administrator,
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differentiates normal network connections
from anomalous ones. This data set is
gathered using network sniffers (a program
used to record network traffic without
doing something harmful) such as
Tcpdump or Snort. The data set is
manually classified based on experts
knowledge. It is used for the fitness
evaluation during the execution of GA. By
starting GA with only a small set of
randomly generated rules, we can generate
a larger data set that contains rules for

stopping the connection, logging a
message into system audit files, or all of
the above. For example, a rule can be
defined as:

IDS. These rules are —good enoughl
solutions for GA and can be used for
filtering new network traffic.

if {the connection has following Table 1. Rule definition for connection

information: source IP address and range of values of each field
124.12.5.18; destination IP address:
130.18.206.55 N destination por t number: Attribute Range of Values Example Values Deseriptions
. . 0.0.0.0~255.255.255. d1.0b.** F* A subnet with IP address
2],‘ connection time: 10.1 seconds } then Sousce [P address 255 (209.11.72.27) 209110010 209.11255.255
. Destnation TP address | % 0~275§5§255 = ¢ %gzlzzlll;;:: ) 130A1§u1b;?:)‘2ﬂ11 3]5 fg dzrse;szﬁ
{stop the connection} [4] o - o S ot b o U
This rule can be explained as follows: if Do ron 0-65535 00050 D P e s
. . Duration 099990000 00000482 Duration of the connection 1s 482
there exists a network connection request T i
. State 120 1 originator, for internal use
with the source IP address 124.12.5.18, — > ; Th rotocc or s conmection s
destination IP address 130.18.206.55, g || oo oo | Thesmemer TR e !
Nlm;byerRZsfPEiitde;smt 09999999999 0000038891 The 1'espande:fs:;§s 38891 bytes

destination  port number 21, and
connection time 10.1 seconds,

then stop this connection establishment.
This is because the IP address 124.12.5.18
is recognized by the IDS as one of the
blacklisted IP addresses; therefore, any
service request initiated from it is rejected
[4].

The final goal of applying GA is to
generate rules that match only the
anomalous connections. These rules are
tested on historical connections and are
used to filter new connections to find
suspicious network traffic [4].

In this implementation, the network traffic
used for GA is a pre-classified data set that

Altogether there are fifty-seven genes in
each chromosome. For simplicity, this
paper use hexadecimal representations for
the IP addresses. The rule can be explained
as follows: if a network connection with
source IP address 209.11.7?2.7? (209.11.0.0
~ 209.11.255.255), destination IP address
130.18.176.7? (130.18.176.0 ~
130.18.255.255), source port number
42335, destination port number 80,
duration time 482 seconds, ends with state
11 (the connection terminated by the
originator), uses protocol type 2 (TCP),
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and the originator sends 7320 bytes of
data, the responders sends 38891 bytes of
data, then this is a suspicious behavior and
can be identified as a potential intrusion
[4]. The actual validity of this rule will be
examined by matching the historical data
set comprised of connections marked as
either anomalous or normal. If the rule is
able to find an anomalous behavior, a
bonus will be given to the current
chromosome. If the rule matches a normal
connection, a penalty will be applied to the
chromosome. Clearly no single rule can be
used to separate all anomalous connections
from normal connections. The population
needs evolving to find the optimal rule set.
4.3 Parameters in Genetic Algorithm
There are many parameters to consider for
the application of GA. Each of these
parameters  heavily  influences  the
effectiveness of the GA. This paper will
discuss the methodology and related
parameters in the following section.
Evaluation function

The evaluation function is one of the most
important parameters in GA. The proposed
implementation differs from the scheme
used by [3] in that the definition on
calculations of outcome and fitness is
different. The following steps are used to
calculate the evaluation function.

First the overall outcome is calculated
based on whether a field of the connection
matches the pre-classified data set, and
then multiply the weight of that field. The
Matched value is set to either 1 or O [3].

57
Outcome= Z Matched * Weight,

i=1

www.ijiemr.org

A = | outcome — suspicious_level |

DARPA .
Nework )
daia saf ¥ Rule Set

Figure 2: Architecture of applying GA
into intrusion detection

Figure 2 shows the structure of this
implementation. We need to collect
enough historical data that includes both
normal and anomalous network
connections. The MIT Lincoln Laboratory
data set for testing IDSs, which is
represented in the Tcpdump binary format,
is a good choice. This is the first part
inside the system architecture. This data
set is analyzed by the network sniffers and
results are fed into GA for fitness
evaluation. Then the GA is executed and
the rule set is generated. These rules are
stored in a database to be used by the IDS.
CONCLUSION

For all sorts of Internet users, be it people
or large companies, cyber security has been
the primary concern. The data is
transmitted every day, every second, using
different networks to expose it to various
threats and risk data, which can not even be
monetized. Cyber security becomes
efficient and strong, but there is another
side of the coin, with machine learning and
artificial understanding coming into the
picture. With the advent of machine
learning and artificial intelligence,
processes that expose systems to numerous
threats become much simpler. Software
breaking has become a play for children
with Al and ML.
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