International Journal for Innovative

€ngineering and Management Research

A Peer Revieved Open Access International Journal
www.ijiemr.org

COPY RIGHT

2017 IJIEMR. Personal use of this material is permitted. Permission from IJIEMR must be
obtained for all other uses, in any current or future media, including reprinting/republishing
this material for advertising or promotional purposes, creating new collective works, for
resale or redistribution to servers or lists, or reuse of any copyrighted component of this
work in other works. No Reprint should be done to this paper, all copy right is authenticated
to Paper Authors

IJIEMR Transactions, online available on 21 Oct 2017. Link :

http://www.ijiemr.org/downloads.php?vol=Volume-6&issue=ISSUE-9

Title:- Providing Secure Authorised Deduplication By Hybrid Cloud Approach

Page Numbers:- 200 - 207
Paper Authors

«'Y.PAVAN GUPTHA, 2KARNATI DURGA

Sri Indu College of Engineering & Technology (autonomous)

-

USE THIS BARCODE TO ACCESS YOUR ONLINE PAPER

To Secure Your Paper As Per UGC Approvals We Are Providing A Electronic Bar
Code

Vol 06 Issue 09 OCT 2017 ISSN 2456 - 5083 Page 1


http://www.ijiemr.org/downloads.php?vol=Volume-6&issue=ISSUE-9
https://www.google.co.in/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&cad=rja&uact=8&ved=0ahUKEwjxys3It9PVAhUH6Y8KHdkgDusQFghnMAM&url=http%3A%2F%2Fwww.sriindugroup.org%2F&usg=AFQjCNEQFliYa3kpsnsqWSafCQ6NdCwJZA

International Journal for Innovative

€ngineering and Management Research
A Peer Revieved Open Access International Journal

www.ljiemr.org

Providing Secure Authorised Deduplication By Hybrid Cloud
Approach

'y.PAVAN GUPTHA, 2KARNATI DURGA

!Assistant professor Sri Indu College of Engineering & Technology (autonomous)
’Assistant professor Sri Indu College of Engineering & Technology (autonomous)

ABSTRACT:

Data deduplication is one of important data compression techniques for eliminating duplicate
copies of repeating data, and has been widely used in cloud storage to reduce the amount of
storage space and save bandwidth. To protect the confidentiality of sensitive data while
supporting deduplication, the convergent encryption technique has been proposed to encrypt the
data before outsourcing. To better protect data security, this paper makes the first attempt to
formally address the problem of authorized data deduplication. Different from traditional
deduplication systems, the differential privileges of users are further considered in duplicate
check besides the data itself. We also present several new deduplication constructions supporting
authorized duplicate check in a hybrid cloud architecture. Security analysis demonstrates that our
scheme is secure in terms of the definitions specified in the proposed security model. As a proof
of concept, we implement a prototype of our proposed authorized duplicate check scheme and
conduct testbed experiments using our prototype. We show that our proposed authorized

duplicate check scheme incurs minimal overhead compared to normal operations.
1. INTRODUCION:

In computing, data deduplication is a technique is used to improve storage

specialized data compression technique for
eliminating duplicate copies of repeating
data. Related and somewhat synonymous
terms are intelligent (data) compression and

single instance (data) storage. This

utilization and can also be applied to
network data transfers to reduce the number
of bytes that must be sent. In the
deduplication process, unique chunks of

data, or byte patterns, are identified and
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stored during a process of analysis. As the
analysis continues, other chunks are
compared to the stored copy and whenever a
match occurs, the redundant chunk is
replaced with a small reference that points to
the stored chunk. Given that the same byte
pattern may occur dozens, hundreds, or even
thousands of times (the match frequency is
dependent on the chunk size), the amount of
data that must be stored or transferred can be

greatly reduced.

A Hybrid Cloud is a combined form
of private clouds and public clouds in which
some critical data resides in the enterprise’s
private cloud while other data is stored in
and accessible from a public cloud. Hybrid
clouds seek to deliver the advantages of
scalability, reliability, rapid deployment and
potential cost savings of public clouds with
the security and increased control and
management of private clouds. As cloud
computing becomes famous, an increasing
amount of data is being stored in the cloud
and used by users with specified privileges,
which define the access rights of the stored

data.

www.ljiemr.org
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Figure: 1. Architecture of cloud computing.

The critical challenge of cloud
storage or cloud computing is the
management of the continuously increasing
volume of data. Data deduplication or Single
Instancing essentially refers to the
elimination of redundant data. In the
deduplication process, duplicate data is
deleted, leaving only one copy (single
instance) of the data to be stored. However,
indexing of all data is still retained should
that data ever be required. In general the
data deduplication eliminates the duplicate
copies of repeating data.

The data is encrypted before
outsourcing it on the cloud or network. This
encryption
requires more time and space requirements

to encode data. In case of large data storage
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the encryption becomes even more complex
and critical. By using the data deduplication
inside a hybrid cloud, the encryption will
become simpler. As we all know that the
network is consist of abundant amount of
data, which is being shared by users and
nodes in the network. Many large scale
network uses the data cloud to store and
share their data on the network. The node or
user, which is present in the network have
full rights to upload or download data over
the network. But many times different user
uploads the same data on the network.
Which will create a duplication inside the
cloud. If the user wants to retrieve the data
or download the data from cloud, every time
he has to use the two encrypted files of same
data. The cloud will do same operation on

the two copies of data files. Due to

( Private Cloud Public Cloud

L —)_

Figure: 2. Architecture of Hybrid cloud.

this the data confidentiality and the security
of the cloud get violated. It creates the

burden on the operation of cloud To avoid

www.ljiemr.org

this duplication of data and to maintain the
confidentiality in the cloud we using the
concept of Hybrid cloud. It is a combination
of public and private cloud. Hybrid cloud
storage combines the advantages of
scalability, reliability, rapid deployment and
potential cost savings of public cloud
storage with the security and full control of
private cloud storage.

2. RESEARCH:

In previous deduplication systems
cannot support differential authorization
duplicate check, which is important in many
applications. In such an authorized
deduplication system, each user is issued a
set of privileges during system initialization.
The overview of the cloud deduplication is
as follow:
2.1POST-PROCESS DEDUPLICATION:

With  post-process deduplication,
new data is first stored on the storage device
and then a process at a later time will
analyse the data looking for duplication. The
benefit is that there is no need to wait for the
hash calculations and lookup to be
completed before storing the data thereby
ensuring that store performance is not
degraded. Implementations offering policy-
based operation can give users the ability to

defer optimization on "active" files, or to
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process files based on type and location.
One potential drawback is that you may
unnecessarily store duplicate data for a short
time which is an issue if the storage system
is near full capacity.
2.1 IN-LINE DEDUPLICATION

This is the process where the
deduplication hash calculations are created
on the target device as the data enters the
device in real time. If the device spots a
block that it already stored on the system it
does not store the new block, just references
to the existing block. The benefit of in-line
deduplication over post-process
deduplication is that it requires less storage
as data is not duplicated. On the negative
side, it is frequently argued that because
hash calculations and lookups takes so long,
it can mean that the data ingestion can be
slower thereby reducing the backup
throughput of the device. However, certain
vendors with in-line deduplication have
demonstrated equipment with  similar
performance to their  post-process

deduplication counterparts. Post-process and

in-line deduplication methods are often

heavily debated.
2.2 SOURCE VERSUS TARGET
DEDUPLICATION:

www.ljiemr.org

Another way to think about data
deduplication is by where it occurs. When
the deduplication occurs close to where data
is created, it is often referred to as "source
deduplication." When it occurs near where
the data is stored, it is commonly called
"target deduplication." Source deduplication
ensures that data on the data source is
deduplicated. This generally takes place
directly within a file system. The file system
will periodically scan new files creating
hashes and compare them to hashes of
existing files.

When files with same hashes are
found then the file copy is removed and the
new file points to the old file. Unlike hard
links however, duplicated files are
considered to be separate entities and if one
of the duplicated files is later modified, then
using a system called Copy-on-write a copy
of that file or changed block is created. The
deduplication process is transparent to the
users and backup applications. Backing up a
deduplicated file system will often cause
duplication to occur resulting in the backups
being bigger than the source data.

Target deduplication is the process
of removing duplicates of data in the

secondary store. Generally this will be a
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backup store such as a data repository or a
virtual tape library.

One of the most common forms of
data deduplication implementations works
by comparing chunks of data to detect
duplicates. For that to happen, each chunk of
data is assigned an identification, calculated
by the software, typically using
cryptographic hash functions. In many
implementations, the assumption is made
that if the identification is identical, the data
is identical, even though this cannot be true
in all cases due to the pigeonhole principle;
other implementations do not assume that
two blocks of data with the same identifier
are identical, but actually verify that data
with the same identification is identical. If
the software either assumes that a given
identification  already exists in the
deduplication namespace or actually verifies
the identity of the two blocks of data,
depending on the implementation, then it
will replace that duplicate chunk with a link.
Once the data has been deduplicated, upon
read back of the file, wherever a link is
found, the system simply replaces that link
with the referenced data chunk. The
deduplication process is intended to be

transparent to end users and applications.

3. SYSTEM ANALYSIS:

www.ljiemr.org

3.1 EXISTING SYSTEM:

eData deduplication systems, the private
cloud is involved as a proxy to allow data
owner/users to securely perform duplicate
check with differential privileges.

eSuch architecture is practical and has
attracted much attention from researchers.
eThe data owners only outsource their data
storage by utilizing public cloud while the
data operation is managed in private cloud.
3.1.1 DISADVANTAGES OF EXISTING
SYSTEM:

eTraditional encryption, while providing
data confidentiality, is incompatible with
data deduplication.

eldentical data copies of different users will
lead to different ciphertexts, making
deduplication impossible.

3.2 PROPOSED SYSTEM:

In this paper, we enhance our system
in security. Specifically, we present an
advanced scheme to support stronger
security by encrypting the file with
differential privilege keys. In this way, the
users without corresponding privileges
cannot perform the duplicate check.
Furthermore, such unauthorized users
cannot decrypt the cipher text even collude
with the S-CSP. Security analysis

demonstrates that our system is secure in
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terms of the definitions specified in the
proposed security model.

3.2.1 ADVANTAGES OF PROPOSED
SYSTEM:

oThe user is only allowed to perform the
duplicate check for files marked with the
corresponding privileges.

eWe present an advanced scheme to support
stronger security by encrypting the file with
differential privilege keys.

eReduce the storage size of the tags for
integrity check. To enhance the security of
deduplication and protect the data
confidentiality,

4. SYSTEM ARCHITECTURE:
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5. IMPLEMENTATION:
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5.1 ENCRYPTION OF FILES

Here we are using the common secret key k
to encrypt as well as decrypt data. This will
use to convert the plain text to cipher text
and again cipher text to plain text. Here we

have used three basic functions,

KeyGengsg : k is the key generation
algorithm that generates x using security

parameter 1.

Encgg (k, M): C is the symmetric encryption
algorithm that takes the secret x and
message M

and then outputs the ciphertext C;

Decsg (k, C): M is the symmetric decryption
algorithm that takes the secret x and
ciphertext C and then outputs the original
message M.

5.2 CONFIDENTIAL ENCRYPTION:

It provides data confidentiality in
deduplication. A user derives a convergent
key from each original data copy and
encrypts the data copy with the convergent
key. In addition, the user also derives a tag
for the data copy, such that the tag will be

used to detect duplicates.
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Figure: 3 confidential data encryption
5.3 PROOF OF DATA:

The user have to prove that the data
which he want to upload or download is its
own data. That means he have to provide the
convergent key and verifying data to prove
his ownership at server.

6.

Hybnd Cloud
=
PUbhc Cloud Private Cloud }
enmpetd files wgp/

Token Request and
Responce

Data request and
Responce

User

Figure: 4 System Architecture.
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CONCLUSION:

Cloud computing has reached a
maturity that leads it into a productive
phase. This means that most of the main
issues with cloud computing have been
addressed to a degree that clouds have
become interesting for full commercial
exploitation. This however does not mean
that all the problems listed above have
actually been solved, only that the according
risks can be tolerated to a certain degree.
Cloud computing is therefore still as much a
research topic, as it is a market offering. For
better confidentiality and security in cloud
have

computing ~ we proposed  new

deduplication  constructions  supporting
authorized duplicate check in hybrid cloud
architecture, in which the duplicate-check
tokens of files are generated by the private
cloud server with private keys. Proposed
system includes proof of data owner so it
will help to implement better security issues
in cloud computing.
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