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Abstract 

The integrity security of the data is a most important issue on cloud environment as it is 

directly related to the cloud end user. Since all the cloud data services are derived by 

Internet, data security (DS) is a biggest problem in cloud. Security of  data involves various 

risks and the proposed SOFM model will address the security issues of the secure data 

transaction on cloud environment. For secure data transmission (sending & receiving) over 

cloud environment, a security layer has been implemented between the Base overloaded 

cloud end and derived cloud server. A new scheme includes service exchange has been 

implemented to provide the intended security in the environment and to mitigate those 

security risks respective to the cloud consumers. Existing technique have been improved for 

the designing of the proposed model. It makes the service overloaded cloud server (OCS) 

and provides a secure cloud environment. The proposed SOFM scheme has provided 

preferable security and improved the performance than any other existing key management 

technique. 

Keywords: Cloud authentication, computation, low cost authentication. 
 

I. NTRODUCTION 

Cloud Computing is the new technique of 

creating and providing on-demand 

computing services. The cloud services 

include everything from applications to 

datacenters over the network and on the 

pay-per-use (cloud consumer) basis . 

Cloud Computing is also oftentimes 

referred to as “Cloud” or “cloud to  

Cloud” [1].The whole process of creating 

and delivering computing services adds 

competitive value to business, operation, 

and innovation; however, security 

concerns are among the leading barriers 

to the Cloud adoption. These security 

concerns cause the trust problem [3, 11] 
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in the Cloud.  

Using this theoretical data like execution 

complexity, types of network attacks, 

Wireless(cordless )-Local-Area-Network 

(WLAN) security, advantages and 

disadvantages isn’t sufficient to choose a 

distinctive authentication method. So, an 

experimental network analysis is required 

to choose a cloud security for 

authentication, which gives preferable 

performance in terms of secure 

authentication time and (TPT) total 

processing time. This prompt us to 

evaluate the network performance of 

widely used cloud security techniques for 

both wired and wireless networks. We 

calculated two parameters namely; 

communication cost and authentication 

time. 

In the real world it is compulsory to 

compare the scalability of both wireless 

and wired   cloud networks. This 

scalability will give us the information if 

same protocol can be used for both wired 

network and wireless cloud network, or 

apart protocols needs to be used for 

wireless and wired networks. 

II. CLOUD COMPUTING 

ENVIRONMENT SECURITY ISSUES 

In the  last ten  years, cloud  technology 

has growing from being a promising data 

and information  security problem and 

business notion to one of growing area of 

IT industry.. This research section 

highlights the security problems and 

requirements that stem from the 

characteristics of cloud computing 

environment and gives a technical 

description of the most relevant attack 

scenarios. 

 

Reliable Service and secure data 

availability: Secure network reliability is 

a key cornerstone for cloud computing 

environment and cloud services. Because 

a cloud is accessed over public local 

networks , cloud provider must point out 

the probable for  loss of Internet network 

backbone connectivity. The common 

problem should be a main consideration 

for cloud service user who entrust 

infrastructure to  cloud. Availability is 

also a main problem for private cloud 

infrastructures. 

Security: Where is your data and 

information more secure] on your local 

storage (personal storage) or on security 

servers in the cloud environment? Some 

argue that user information is more secure 

when managed inside] while others infer 

that cloud providers (SP) have a strong 

stimulus to maintain faith and as such 

employ higher security- But] in the cloud 

environment ] your data and information 

will be spread over these individual 
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computers regardless of where your base 

repository of data is ultimately stored- 

Attacker can attack virtually any local 

server or cloud server ] and there are 

statistics that ]show that one-third (OT) of 

breaches result from stolen laptop and 

other devices and from employees* 

accidentally showing data on the Internet] 

with nearly 16 % due to insider theft- 

 

Privacy : The cloud computing make use 

of the virtualization technology] cloud 

users* personal data and information may 

be outspread in many  data center (DC) 

rather than stay in same location, even 

across international borders] at this time] 

data and information privacy protection 

will face the dispute of different legal 

systems- On the other side] cloud 

customers may leak hidden information 

or data when ] they accessing (use) cloud 

services- Cloud attackers can analyze task 

depends on computing task submitted by 

the cloud users- 

Cost-effectiveness: One of the key 

factors used by CSP to promote their 

solutions is that they cost less than 

acquiring whole software/ hardware 

architecture. 

III. FUSION MODEL 

Cloud is a service field .The matter of fact 

that cloud can propose both storage and 

computation at low cost amounts makes it 

popular . This also develop it a very 

useful and powerful proposition for the 

future. But in spite of its potential, 

security in the cloud proves to be a cause 

for concern to the data security sector. 

These security concerns also make the 

use of cloud services less flexible. In this 

research model work, we represent a 

secure service overloading Fusion Model 

that permit data to be stored securely in 

cloud while at same time allowing 

operations to be performed on it without 

any compromise of the sensitive parts of 

the data. 

Fig. 1 

Cloud has characteristics and associated 

behavior- A bring service can see which 

is its behaviors. But its behavior may 

differ in different situations. The key of 

cloud overloading is a cloud’s services 

list which is also known as the service 

overloading signature. It is the signature 

not the type that enables cloud 

overloading. 
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If tow cloud are having same number and 

type services in the same order, they are 

said to have the same signature and if 

they are using distinct services name, it 

does not matter. Even if they are using 

distinct network. 

To overloaded a cloud name, allow need 

to do is declare and define all the cloud 

with the same name but different 

signature separately. 

The user ID and Service type of 

determine which cloud should be 

invoked.  A cloud called first matches the 

OTP available service type provide with 

the cloud call and then calls the 

appropriate cloud execution , Cloud 

overloading is a logical method of calling 

sever as cloud with different services and 

services type that perform basically 

identical thing by the same name. Cloud 

overloading a service name provides the 

services with same name having different 

signature. To overload a services name, 

all we need to do is, declare & define all 

the functions with the same name but 

different signature, separately. 

The previous research described several 

security issues impacting the cloud 

computing model and authentication. The 

security state of cloud computing is still 

puzzling. It shifts computing perceptions 

entirely from the customer viewpoint, 

outsourcing IT systems instead of 

adopting local solutions. Authentication is 

also being subject to changes. The static 

one-factor login is no longer viable. 

Systems are often vulnerable to data 

breaches, and attackers are increasing 

their arsenal of tools and techniques for 

brute-forcing password hashes, gradually 

lowering trust of password usage. As 

such, research on authentication is 

focused on augmenting existing 

mechanisms or utilizing QR encoding, 

SMS messages, OTPs, or biometrics 

based on growing mobile technology for 

devising novel MFA approaches, while 

aiming to achieve important security 

properties like perfect forward secrecy 

and completeness. Nonetheless, little 

attention is payed to the underlying 

infrastructure, and few have looked into 

harnessing the cloud computing 

technology for the purpose of making 

authentication more robust, in response to 

the adversity of Internet threats to public 

clouds, particularly to the management 

interfaces. 

CLOUD OVERLOADING 

Cloud has characteristics and associated 

behavior. A bring service can see which 

is its behaviors. But its behavior may 

differ in different situations. The key of 

cloud overloading is a cloud’s services 

list which is also known as the service 
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overloading signature. It is the signature 

not the type that enables cloud 

overloading. 

If tow cloud are having same number and 

type services in the same order, they are 

said to have the same signature and if 

they are using distinct services name, it 

does not matter. Even if they are using 

distinct network. 

To overloaded a cloud name, allow need 

to do is declare and define all the cloud 

with same name but various signature 

separately. 

 

Cloud overloading a service name 

provides the services with same name 

having different signature. To overload a 

services name, all we require to do is, 

declare & define all the functions with 

common name but different signature, 

separately. 

 

SERVICE OVERLOADING 

Service overloading provides a way to 

define and use services such as upload, 

download and for user defined type such 

as cloud and security services .Let’s 

develop a “overloaded “cloud to illustrate 

the user a utility of services overloading. 

Cloud overloading allows any of its built 

in service to be overloaded in a cloud but 

only those that have an intuitive meaning 

for a particular cloud should actually be 

overloaded. 

Cloud overloading is one of the most 

challenging and exciting characteristics of 

cloud. Service which already exists in the 

cloud can only be overloaded. 

Overloading can’t alter either the basic 

template of a service, nor its place in the 

order of precedence. Service overloading 

can be carried out  by means of either 

based cloud or drive cloud. 

 

If any clouds have multiple services with 

same names but different parameters time 

(PT) then they are said to be overloaded. 

Service overloading allows you (user) to 

use same type name for different range, to 

perform, either same or different service 

in the same cloud network. 

IV. IMPLEMENTATION AND 

RESULTS 

Simulation Environment 

The cloud sim simulation environment is 

created by composing four components; 

two overloaded Cloud, and two clients, 

all the four components are implemented 

on computers having P4 3.0 CPU, 2GB 

RAM. The service overloading technique 

implements on the equal all clouds. 

As shown in Fig.2, the communication 

cost of SOFM is approximately 1526 

bytes while that of APCC is 1588 bytes.I 
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want to say that, the data communication 

cost of SOFM is 96 % of that of APCC. 

Table 1. Comparison of communication 

cost 

 

Fig.2 Comparison of communication cost 

 

 

Fig.3.shows in the authentication time of 

SOFM is approximately 500 ms while 

that of APCC is 514 ms .That is, the 

authentication time of SOFM is 97% of 

that of APCC. The simulation 

authentication time results homologate 

that the communication cost of SOFM is 

lower and authentication results time is 

shorter. 
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In APCC, each virtual node has a unique 

name. This technique work with multi-

level (ML) but  proposed technique 

(SOFM ) overloaded ]service or generate 

an environment and perform the task, 

hence the proposed technique (SOFM) 

takes less authentication time and 

computations hence SOFM  is better as 

compared to APCC. 

V. CONCLUSION 

The proposed model has been designed to 

overcome the problems of the security 

during the data transmissions over the 

cloud network- The proposed model 

offers the effective key management 

scheme for the purpose of link security 

and encryption for the purpose of data 

integrity-  The proposed model has been 

clearly outperformed the existing work 

compare in. In this research work, the 

implementation of Cloud overloading 

Technique and its analysis is given. The 

service overloading technique can 

provide quick and secure access to cloud 

services under the cloud security 

environment even when users are in 

motion. Compared to the conventional 

service overloading technique this 

authentication process does not require to 

carry any device  always and there is no 

cost for purchasing or replacing  any 

hardware and can provide easy access to 

the cloud service with convenient 

authentication process. Finally the 

proposed study has proved its superiority 

over SOFM and APCC techniques.  
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