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ABSTRACT— The advent of network-assisted applications in the air has been aided by the 

combination of low-altitude Unmanned Aerial Vehicles (UAVs) and WLAN Mesh Networks 

(WMNs). InDuring times of crisis, these technologies are indispensable for facilitating I 

instantaneous, ubiquitous network connection and (ii) productive, sized-area exploration. 

Nonetheless, there are still significant security issues with these systems since WMNs are 

vulnerable to routing attacks. As a result, attacks on the network are possible, and the bad guys 

may even take control of the UAVs or tamper with the payload information. Previous research of 

ours experimentally shown the susceptibility of modern security standards to routing attacks, 

including the IEEE 802.11i and the security procedures of the IEEE 802.11s mesh standard. To 

this end, a trustworthy routing protocol is crucial for UAV-practical WMN's implementation. 

Due to their large overhead or strong assumptions, none of the current research methodologies 

have acquired adoption in practise, as far as we are aware. With this paper, we introduce 

Position-Aware, Secure, and Efficient mesh Routing (PASER). Unlike the IEEE 802.11s/i 

security mechanisms and the popular, secure routing system ARAN, our solution does not 

impose artificial limitations on network design.Compared to the well-established, non-secure 

routing technology HWMP paired with the IEEE 802.11s security features, PASER provides 

comparable performance results in actual UAV-WMN situations. 

INTRODUCTION 

According to the latest global assessment 

report on disaster risk reduction  from the 

United Nations, the number of natural 

disasters worldwide has been on the 

rise.recent years have seen an increase in the 

frequency and severity of natural 

catastrophes, causing more human suffering 

and economic devastation. The paper notes 

that the loss of communication is a major 
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issue in disaster zones. Specifically, Sugino  

claims that 1.9 million fixed telephone lines 

and 29,000 cellular base stations were 

destroyed during the big east Japan 

earthquake and tsunami in March 2011. He 

adds that although emergency repairs to the 

communication networks only took a month, 

the overall repair process took 11 months. 

All of this points to the growing significance 

of mobile communication systems in 

disaster zones. In addition, these numbers 

demonstrate that a communication 

A network that doesn't depend on 

preexisting infrastructure and can be created 

in a very short amount of time (say, an hour) 

is crucial for effectively handling massive 

events.crises. These criteria are satisfied by 

low-altitude, autonomous Unmanned Aerial 

Vehicles (UAVs) serving as WLAN or LTE 

aerial hotspots . As an added bonus, the 

UAVs may be fitted with sensors allowing 

collaborative study of circumstances where 

unchecked discharges of liquid or gaseous 

toxins occur. Additionally, UAVs have been 

used in applications such as coverage 

extension/densification [6], precision 

farming [7], and polar weather monitoring 

[8]. In spite of this, for such applications to 

materialise, a trustworthy, auto-configuring, 

and self-healing wireless backbone network 

is required to link the UAVs together and to 

connect them to their ground control station, 

the Internet, and the cellular core network. 

Due to its compatibility with the 

aforementioned features [9], as well as their 

provision of a physical air-to-air connection 

for direct communication between the 

UAVs, Wireless Mesh Networks (WMNs) 

are a promising option.As shown in Fig. 1, 

UAVs linked together by means of a WMN 

(UAV-WMN) may form an aerial mesh 

network that can aid in disaster relief efforts. 

The UAVs, as seen in the image, work 

together to create a mobile wireless mesh 

backbone. This infrastructure can provide 

network coverage to legacy mobile 

WLAN/LTE clients (devices used by rescue 

workers) on demand. It addresses issues 

related to the open transfer of data between 

the UAVs and their customers, including 

data gathered by the UAVs' sensors. 

RELATED WORK 

"On the Security and Routing in Wireless 

Mesh Networks, One Stone, Two Birds" 
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Recent years have seen an explosion of 

protocol ideas for Wireless Mesh Networks 

(WMNs), the subject of intensive study. 

However, owing to their significant cost or 

strong assumptions, none of the ideas 

addressing security concerns have received 

practical adoption while current 

implementations focus on routing. Well-

known insecure routing protocols like 

HWMP, BATMAN, or OLSR might be 

integrated with the security frameworks of 

the IEEE802.11s or the IEEE802.11i 

standards to deal with security 

vulnerabilities in present WMN installations. 

In this study, we compare and contrast the 

two security frameworks and examine their 

effects on WMN performance in both 

simulated and real-world settings. Further, 

we demonstrate empirically that neither 

framework protects against blackhole or 

wormhole assaults. Furthermore, we show 

that a dynamic key management scheme and 

an effective secure routing protocol are 

required to set up dependable WMNs. 

“The Anguish of Having to Decide: A 

Study of Routing Protocols for Chained-

Mesh Networks” 

In recent years, researchers have focused 

their attention on improving the routing in 

wireless mesh networks, resulting to an 

explosion of proposed protocols. 

In reality, determining which protocol to use 

and how to best set its parameters for a 

specific network are two of the most 

difficult tasks. In the present study 

 

compares PASER, a safe routing protocol, 

against some of the most popular insecure 

routing protocols, including OLSR, 

BATMAN, and HWMP, and finds that chain 

mesh networks have advantages over both. 

Parameter optimizations are produced after a 

comprehensive investigation of the 

protocols' behaviour. The findings support 

the superior performance of reactive or 

hybrid routing strategies over proactive 

routing techniques in chain mesh networks 

with static source-destination pairs and an 

average number of forwarding hops. If 

network security is not a priority, then 

HWMP is the best option for such systems. 

Alternatively, as we empirically 

demonstrate, PASER is a better option 

owing to security weaknesses in the 

IEEE802.11 security frameworks. 

METHODOLOGY 
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The PASER method makes the following 

assumptions about the network and the 

adversary.Network Model, No. 1: PASER 

takes into account a mobile-centric 

wireless mesh backbone as its intended 

network (UAV) 

 

nodes, and one fixed (ground station) 

node. Here, we presume that the network 

is controlled by a single entity (such as 

fire departments), making it difficult to 

join. All legitimate operator nodes adhere 

to the system protocols, however 

malevolent nodes may break the rules. 

Network operators are expected to be the 

certifying authority in a public key 

infrastructure. Valid nodes are identified 

by a certificate that specifies their 

responsibilities (gateway, access point, or 

router). In order to dynamically manage 

network credentials, the network operator 

operates a secure Key Distribution Center 

(KDC).The KDC's public key is 

distributed to every node. Mesh gateways 

can reliably connect to the KDC and vice 

versa at any moment. To do this with 

UAV-WMN, the KDC is often conducted 

from a stationary location. A positioning 

device providing a private navigation 

service, like Galileo's Public Regulated 

Service, is presumed to be a part of the 

valid nodes. In other words, much as in 

UAV-WMN, the goal scenario is 

anticipated to take place in the great 

outdoors and have few barriers.(2) The 

Attacker Model: This study focuses on 

threats to routing security. The primary 

goal of the attacker is to compromise the 

flight security of the UAVs by 

manipulating the routes, hence disrupting 

the network or launching sophisticated 

assaults. The attacker is thought to be in 

charge of many untrusted nodes that 

might potentially outperform the trusted 

ones in terms of resources and 

connectivity. The attacker may use social 

engineering, physical assaults, 

cryptanalysis, or other techniques to 

compromise legitimate nodes or network 

credentials. This allows the attacker to use 

the stolen identities and keys to pose as 

genuine network nodes. The attacker 

might cause nodes under his control to 

behave inconsistently with the 

protocol.Specifically, they may cause data 

loss, packet alterations, or routing 

message corruption. In addition to acting 

in unison, attacking nodes have access to 

many lines of communication that allow 

them to coordinate their efforts from far 

away. But the adversary's computing 
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capabilities are limited, so they can't crack 

the simplest forms of crypto. The most 

important assaults, according to our 

adversary model, are shown in Table II 

below. Both external and internal threats 

are distinguished. Assuming the former, 

the attacker is cut off from the system. In 

the latter scenario, assaults are carried out 

after genuine network credentials have 

been leaked or a trusted node has been 

compromised. 

 RESULT AND DISCUSSION 

 To begin, pick the KDC port number and 

then enter the network size (the total number 

of nodes) (on which the KDC server is 

running) 

 

Upon receiving a key from the KDC, the 

node may then connect to the gateway. 

 

CONCLUSION 

In order to ensure the safety of UAV-WMN 

traffic, this study examines the PASER 

secure routing method. In the circumstances 

studied, PASER is found to be more 

effective in mitigating assaults than the more 

conventional, 

ARAN, a secure routing technology, and the 

IEEE 802.11s/i security standards. A 

theoretical and simulated examination of 

PASER's route discovery process is 

conducted to investigate its efficacy, and the 

routing algorithm's scalability with regard to 

network size and traffic load is rationalised. 

In UAV-WMN-assisted network 

provisioning and area exploration scenarios, 

it is shown that PASER's performance is on 

par with that of the well-established, none-

secure routing protocol HWMP combined 

with the IEEE 802.11s security mechanisms 

using the network simulator OMNeT++, 
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realistic mobility patterns of UAVs, and a 

channel model of UAV-WMN derived from 

experiments. In conclusion, PASER's 

advantages have been recently demonstrated 

at several events, including the Vodafone 

innovation days 2014 [76], and its 

OMNeT++ and Linux implementations may 

be found at www.paser.info. We want to 

expand our examination of PASER's 

potential uses in the near future. 
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