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Abstract: The article describe the methodology for creating an electronic document management
system for technical documentation (EDTD), describes its generalized formalized scheme, presents a
formal model of EDTD, automates the process of passing documents in an organization, and provides
the following capabilities; The organization is based on the following basic concepts.
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Introduction

The automated system for accounting and
control of signaling devices is designed to
automate the processes of passing documents in
an organization and provides the following
capabilities:

- registration of documents;

- distribution of electronic documents
between employees;

- control of the passage of documents, and
the execution of related orders;

- creation of reports and logs;

- exchange of electronic messages
between employees.

The developed system is multi-user, it
provides coordinated joint work of a team of
employees. This is due to both the structure of
the system and the requirements for its
configuration: identification of system users,
management of access rights to processed
information, ensuring the integrity and safety of
information.

The system has a client-server
architecture and must be operated in the local
network of the organization. Such a design of
the system allows you to provide the following
key characteristics:

- the organization of an arbitrary, easily
changeable number of jobs, determined by the
volume of work, the nature of the tasks solved
in the organization and the number of workers
required for this;

- effective protection of the integrity of
information in the multi-user access mode;

- ensuring the safety of information due to
its centralized archiving and recovery;

- ensuring the confidentiality of
information based on the management of access
rights to it.

Document accounting and tracking of
their passage in the organization are based on
the following basic concepts:

- document registration - the procedure
for creating a new document in the system,
performed by a user who has the right to change
documents - a registrar;

- registration form of a document - a set
of features that determine key information
about the document, allowing you to find it in
the database and track its passage;

- assignment - a task related to the
execution of a document issued to an employee
by the management of the organization;

- execution of a document - a sequence of
actions by an employee (responsible executor)
or a group of employees (co-executors)
performing instructions for processing a
document and further transferring it to
subsequent executors;

- document execution control - tracking
the actual passage of the document and the
timing of its execution in the organization,
performed by a specially appointed user - the
controller.
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Components of the electronic executive
system

Server program. The functioning of the
document management system is based on the
use of a special program - the document
management server. The document
management server carries out the main
functions that ensure the work of users:
receiving requests, accessing the database,
processing information, issuing results. Until
the main program is launched, user interaction
with the document management system and
work with documents is impossible.

The workflow server program itself runs
on a computer connected to the organization's
network, which is also called a server. It is
possible to select a separate computer for the
workflow server or use one of the network
workstations, depending on the amount of work
with documents. As a rough estimate, we can
say that with small, up to a hundred per day,
document flows, it is quite acceptable to run a
document flow server on a middle-class
workstation, while it can be simultaneously
used for ordinary office work without a serious
decrease in speed. It should be noted, however,
that the registration of new documents and the
creation of document-related jobs and messages
lead to an increase in the size of the database
and an increase in the disk space it occupies,
therefore, it is necessary to ensure sufficient
hard disk capacity to take into account the
prospects for an increase in the flow of
documents.

Administrative part of the program. A
system that many users work with should be
centrally managed. This function is performed
by a specially designated employee or
employees who implement a single consistent
policy for configuring and managing the
system, who are called system administrators.

The duties of the system administrator
include, in particular, the following:

- reflection in the system of the current
structure of the organization;

- user registration;

- viewing system messages and error
messages;

- updating the database tables.
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In addition to these functions, the system
administrator also provides starting and
stopping the workflow server, configuring and
maintaining the system, creating backups of the
system databases and restoring the system in
case of failures.

Client side. Employees of an organization
registered in the system and using it to process
documents  determined by their job
responsibilities are called system users.
Depending on the type of activity, the system
user is assigned by the administrator the rights
to perform certain actions and access certain
documents.

The system users can be assigned the
following rights:

- control over the execution of tasks and
orders. A user endowed with such rights can
perform the functions of a controller and
monitor the execution of documents and orders
to employees;

- system administration. A user endowed
with such rights can perform the functions of a
system administrator, in particular, create user
accounts, assign rights to users, change system
settings;

- the user can also be assigned the level of
access to each of the available document
streams by including in the corresponding list:

- document editing (registrar rights) - a
list of users entitled to register new documents
in this stream.

The model of the automated system of
registration and control of signaling devices and
the structure of data processing are shown in
Fig. 1 and Fig. 2.
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Fig.1. Conceptual model of the automated
system of accounting and control of signaling
devices

Designing a Server Program

The workflow server program performs
several functions:

- processing of customer requests;

- output of service information (logs);

- serves as an intermediary between the
client and the database;

- Carries out the user registration procedure.

The structural diagram of the functioning of
the automated accounting and control system of
signaling devices is shown in Fig. 3.
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Fig.2. The scheme of functioning of the
automated system of accounting and control of
signaling devices

Requests to the server program should
come over the TCP / IP protocol, since data
should not be lost along the way. It was decided
to use a set of low-level NetSockets classes as a
software means of data transfer, allowing to
work with managed connections. Since there
can be several clients in a given system (there
should be no software restrictions on the
number of clients; their number is limited by the
network bandwidth and hardware
performance), the server program must work
with them separately. Thus, it is planned to
allocate clients into independent threads, which
will be born when a signal about a new
connection is received and closed when the user
is disconnected. It is necessary to create several
possible types of network requests that allow
working in different modes of data
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transmission: sending, receiving, sending and
receiving simultaneously.

To comply with the principles of object-
oriented programming, it is required to divide
the code by semantic features into separate
classes. Based on the functions performed by
the server program, three main classes can be
distinguished:

- an interface class for interacting with the
user;

- class of network interaction with clients;

- class of connection with the database.

All of these classes are interconnected
and serve to process client commands. First, the
program itself is initialized, then the specified
main classes are included. The network class
receives commands from the client, uses a
helper class for interacting with the database to
execute them, sends a response to the client if
necessary, and reflects the results of its work on
the user interface. Additional structural links
can also be used. With the help of this division
into classes, encapsulation is implemented - it
is a programming mechanism that combines
data and code in one block, protecting them
from outside interference and misuse.
“Encapsulation allows you to combine data and
code into an object and hide the object's
implementation from the user. In this case, only
the specification (interface) of the object is
presented to the user. The user can interact with
the object only through this interface ”.

To determine the state of the server and
the correctness of the execution of client
requests, it is necessary to use the component
for recording service information in real time.
This replenished list, the so-called event log or
log, should be located in the main window of
the server program in order to reflect the
information in the most convenient way for the
system administrator. This should mainly
include the results of processing queries to the
database, since this is a very vulnerable spot in
the system, especially if the server program and
the data storage are physically on different
computers.

To reduce the number of additional
programs, it is necessary to integrate a system
user registration tool into the server interface.
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As the main identification data, the username
(login or pseudonym), real name, surname and
patronymic, as well as a password must be
entered. It is also necessary to take into account
additional user identifiers in the organization:
phone number, location address and e-mail. To
increase the security level of the system, the
password must be stored in an encrypted form
in the database.

The last but not least element in the server is the
configuration parameters of the connection to
the database and its initial deployment. In order
for the server to use an arbitrary available host
as a data source, it is necessary to enable the
administrator to set parameters for connecting
to the database server. The connection
parameters include the IP address of the
computer containing the database, the name of
the database itself, the login and password of a
user who has access to read, write and update
database tables. Also, a utility must be
connected to the server for the initial creation of
tables in the database and filling them in with
the necessary values. This will allow you to
prepare this document flow system for work
without the help of third-party programs
(possibly even paid ones) and knowledge of the
SQL language.
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