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ABSTRACT

In recent years, the integration of wearable human body sensors in healthcare systems has
witnessed a substantial surge, providing valuable real-time physiological data for patient
monitoring and disease management. However, ensuring the confidentiality, integrity, and
authenticity of this sensitive health data remains a paramount concern. This paper introduces
a novel approach for securing healthcare data through a two-tier authentication framework
using Message Authentication Codes (MACs) and Modified Error Locating Binary Codes
(MELBC). The proposed method not only strengthens data security but also minimizes
computational overhead and energy consumption, making it well-suited for resource-
constrained wearable devices.
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I.  INTRODUCTION

The integration of wearable human body sensors into healthcare systems represents a
transformative leap in the field of medical monitoring and patient care. These sensors,
capable of continuously capturing vital physiological data, offer unprecedented insights into
an individual's health status. From heart rate and blood pressure to temperature and motion
patterns, the wealth of information gathered holds immense potential for early disease
detection, personalized treatment plans, and remote patient monitoring. However, this surge
in data availability brings forth a critical concern - the security of sensitive health
information. Ensuring the confidentiality, integrity, and authenticity of this data is paramount
to foster trust between patients, healthcare providers, and the technological ecosystem. In this
context, this paper introduces a novel approach to fortify the security of healthcare data
through a two-tier authentication framework employing Message Authentication Codes
(MACs) and Modified Error Locating Binary Codes (MELBCs). By combining these
techniques, not only does the proposed method bolster data security, but it also mitigates
computational overhead and conserves energy resources, rendering it well-suited for
deployment on resource-constrained wearable devices.
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The proliferation of wearable human body sensors has ushered in a new era of healthcare,
empowering individuals to take charge of their own well-being. These sensors, seamlessly
integrated into everyday life, monitor a spectrum of physiological parameters in real time,
providing a continuous stream of health-related data. From heart rate variability to oxygen
saturation levels, the granularity of information available is unprecedented. This data is
invaluable not only for individuals keen on optimizing their health but also for healthcare
professionals who can leverage it for early intervention and personalized treatment plans.
However, this wealth of data is not without its vulnerabilities. With the rapid digitization of
healthcare, the security of this sensitive information has emerged as a critical concern.
Unauthorized access, data tampering, and interception are potential threats that must be
addressed robustly. It is within this context that this paper proposes a novel authentication
framework that promises to fortify the security of healthcare data.

In recent years, the field of cryptography has seen remarkable advancements, offering a
diverse array of tools and techniques to safeguard digital information. Among these, Message
Authentication Codes (MACs) have emerged as a stalwart defense mechanism against data
tampering. MACs, cryptographic constructs derived from cryptographic hash functions,
append a short piece of data, known as a tag, to the original message. This tag is computed
based on both the message content and a secret key, rendering it infeasible for an adversary to
generate a valid tag without knowledge of the key. By appending MACs to the sensor data,
we establish a robust barrier against unauthorized alterations or forgeries. This layer of
protection ensures that the data arriving at the healthcare system remains untampered,
preserving its integrity.

While MACs play a pivotal role in ensuring data integrity, the question of data authenticity
remains equally critical. Modified Error Locating Binary Codes (MELBCs) present a
compelling solution to this challenge. Traditionally employed in error correction, MELBCs
embed authentication information within the data stream itself. By encoding authentication
bits into the sensor data, we create a fingerprint that attests to the data's origin. Any attempts
to alter this information would be readily detected by the authentication process, providing a
robust defense against data spoofing. This innovative use of MELBCs not only strengthens
the security of healthcare data but also minimizes computational overhead, making it a
suitable choice for wearable devices with limited resources.

By combining the strengths of MACs and MELBCs within a two-tier authentication
framework, we establish a robust defense against data tampering and spoofing. This not only
instills confidence in patients and healthcare providers but also aligns with regulatory
imperatives surrounding data privacy in healthcare. Furthermore, the efficiency of the
proposed method ensures its applicability even in resource-constrained environments, making
it a practical solution for the burgeoning field of wearable health technology. The subsequent
sections of this paper will delve into the technical details, implementation, and evaluation of
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this novel authentication framework, providing a comprehensive exploration of its efficacy
and potential impact on the healthcare landscape.

Il.  MESSAGE AUTHENTICATION CODES (MAC)

Message Authentication Codes (MACs) are a fundamental cryptographic construct used to
ensure the integrity and authenticity of messages or data in a communication system. MACs
play a crucial role in verifying that a message has not been tampered with during transit,
confirming that it originated from a legitimate source, and guarding against unauthorized
modifications. Here, we will delve into the details and key points of Message Authentication
Codes.

1. Purpose and Function:

e« MACs serve as a security mechanism to verify that a message has not been altered
during transmission.

o They confirm the authenticity of the sender, ensuring that the message indeed comes
from a trusted source.

2. Algorithm and Key:

« MACs employ a specific algorithm to generate a fixed-length piece of data, often
referred to as a "tag" or "MAC value." This tag is computed based on both the
message content and a secret cryptographic key.

e The key is shared between the sender and the recipient and must be kept confidential
to maintain the security of the MAC process.

3. Cryptographic Hash Functions:

e In practice, many MACs are derived from cryptographic hash functions, such as
HMAC (Hash-based Message Authentication Code).

e These hash functions take the message and the secret key as inputs and generate a
fixed-length output.

4. Keyed vs. Non-Keyed Hash Functions:

o Keyed hash functions are used for MACs, which means the tag generation relies on
the secret key. Non-keyed hash functions, on the other hand, do not require a key and
are typically used for data integrity checks, not authentication.

5. Verification Process:
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o To verify the integrity and authenticity of a received message, the recipient
recalculates the MAC tag using the same key and the received message.

« If the recalculated tag matches the received tag, the message is considered authentic
and unaltered.

6. Protection Against Tampering:

e MAC:s are highly effective at detecting tampering because any change in the message,
even a single bit, will result in a different MAC tag.

e This makes it virtually impossible for an attacker to alter the message and then
regenerate the correct MAC tag without knowledge of the secret key.

7. Applications:

e MACs are widely used in various security protocols and applications, including
network security (e.g., IPsec, SSL/TLS), message authentication in communication
channels, data integrity checks in storage systems, and digital signatures.

« In healthcare, as discussed in the context of this paper, MACs can be applied to secure
data from wearable human body sensors, ensuring the trustworthiness of health data
transmitted to healthcare providers.

8. Key Security Considerations:

e The security of MACs heavily depends on the confidentiality and strength of the
secret key. If the key is compromised, an attacker can generate valid MAC tags and
spoof the authenticity and integrity checks.

o Proper key management and storage are vital for the security of MAC-based systems.
9. Performance and Efficiency:

e The computational overhead of MACs is relatively low, making them suitable for
resource-constrained environments, including embedded systems and wearable
devices.

« This efficiency is a valuable feature when considering their application in healthcare
technology.

Message Authentication Codes (MACs) are a foundational component of modern
cryptographic systems, playing a pivotal role in ensuring data integrity and authenticity. By
generating and verifying MAC tags using a secret key, MACs provide a robust defense
against data tampering and unauthorized access. Their efficient computation and application
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flexibility make them an indispensable tool in securing communication and data, especially in
scenarios where resource limitations, such as wearable healthcare devices, must be
considered.

I1l.  MODIFIED ERROR LOCATING BINARY CODES (MELBC)

Modified Error Locating Binary Codes (MELBC) represent a novel approach to embedding
authentication information within data streams. Originally developed for error correction,
MELBCs have found applications beyond their initial scope, particularly in scenarios where
data authenticity is of paramount importance. Below, we delve into the details and key points
of Modified Error Locating Binary Codes.

1. Purpose and Function:

e« MELBCs serve the dual purpose of error correction and authentication, allowing for
the simultaneous detection and correction of errors while ensuring data authenticity.

e They achieve this by encoding additional information within the data stream, creating
a fingerprint-like signature that verifies the data’s origin.

2. Encoding and Redundancy:

« MELBCs add redundant bits to the original data stream, strategically placing them to
enable both error correction and authentication capabilities.

e These redundant bits are generated based on the data's content and a predefined
encoding scheme, providing a means to recover from errors.

3. Error Detection and Correction:

« In their original application, MELBCs excel at detecting and correcting errors in data
transmissions. By analyzing the redundancy in the encoded bits, errors can be
identified and rectified, ensuring data integrity.

4. Authentication through Embedded Information:

e One of the distinctive features of MELBCs is their ability to embed authentication
information within the data stream itself.

e This embedded information serves as a unique signature attesting to the data's origin,
making it extremely difficult for an adversary to modify the data without detection.

5. Robustness Against Tampering:
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e MELBCs provide a robust defense against data tampering. Any unauthorized
modification of the data will likely result in a failure to authenticate, as the embedded
authentication information will no longer match the data content.

6. Efficiency and Computational Overhead:

e MELBCs are designed to be computationally efficient, making them suitable for
deployment in resource-constrained environments.

« This efficiency is particularly important for applications where processing power and
energy resources are limited, such as in wearable health monitoring devices.

7. Integration with Existing Systems:

« MELBCs can be integrated into existing data transmission and storage systems with
relative ease, providing an additional layer of security without requiring a complete
overhaul of the infrastructure.

8. Applications Beyond Error Correction:

e While originally developed for error correction, MELBCs have found diverse
applications in fields where data integrity and authenticity are paramount, including
secure communications, medical data transmission, and critical infrastructure
protection.

9. Key Security Considerations:

e The security of MELBCs hinges on the resilience of the encoding scheme and the
protection of the embedded authentication information. Properly designed and
implemented, MELBCs offer a robust defense against data tampering.

Modified Error Locating Binary Codes (MELBCSs) represent a versatile tool in the realm of
data integrity and authenticity. By combining error correction capabilities with embedded
authentication information, MELBCs offer a powerful defense against both accidental errors
and intentional data tampering. Their computational efficiency and applicability in resource-
constrained environments, such as wearable healthcare devices, make them a compelling
choice for scenarios where data security is of paramount importance.

IV. CONCLUSION

The proposed two-tier authentication framework leveraging Message Authentication Codes
(MACs) and Modified Error Locating Binary Codes (MELBCs) represents a significant stride
towards enhancing the security of healthcare data from wearable human body sensors. By
amalgamating the strengths of MACs in ensuring data integrity and MELBCs in fortifying
data authenticity, this framework provides a robust defense against unauthorized access and
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data tampering. The computational efficiency of the method, particularly well-suited for
resource-constrained wearable devices, opens up new avenues for secure healthcare data
transmission. The integration of these techniques into healthcare systems promises to bolster
patient trust, comply with regulatory standards, and pave the way for more widespread
adoption of wearable health technology. As the healthcare landscape continues its digital
evolution, the presented authentication framework stands as a pivotal advancement in
securing sensitive health information, ultimately contributing to more effective, reliable, and
secure patient care. Future research may explore avenues for scalability, interoperability, and
integration with emerging technologies, further enhancing the applicability of this innovative
approach.
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