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INDIAN FAKE CURRENCY DETECTION

1 Dudam Ajaykumar, 2 Sundari Sai Vishwath, 3 V Vamshi, 4 D Rambabu

Abstract - Nowadays, the speed of creation and
course of fake notes is ascending because of
headways in variety printing innovation. This is a
significant issue that pretty much every country faces.
Since it imperils the security of the real economy, it
affects the economy. These phony monetary forms
are utilized to back malicious aims, most frequently
connected  with  demonstrations of illegal
intimidation. In view of the information, this

meaningfully affects arising countries like India.

The demonetization of the 500 and 1000 rupee
banknotes in India in 2016 didn't totally Kill the
fakes; by the by, fake renditions of the new notes
have now begun to circle. The principal objective is
to find and prevent these phony notes from being
conveyed. The auxiliary objective is to recognize
fake notes by utilizing all of the safety efforts that the
Save Bank of India has provided for every division.
The objective of this undertaking is to make a
framework that can rapidly and accurately separate
genuine banknotes from fake ones by utilizing state
of the art innovations like PC vision and Al. This task
gives the entire way to deal with a bogus note

recognizing machine.

Innovation progressions have prompted an ascent in
the production of fake cash, which has harmed our
country's ~ economy. Here, the prescribed

methodology utilizes OpenCV to decide if the gave

note is true or deceitful. It is made out of Al
techniques carried out by means of suitable
components. A procedure for distinguishing fake
money is introduced that utilization edge discovery to
unequivocally recognize approved note bends as well

as lines.

Keywords:- Counterfeit notes, Color printing
technology, Economic impact, Demonetization,
Security features, Fake note detection, Computer

vision, Machine learning, OpenCV, Edge detection.
. INTRODUCTION

A country's money is fundamental for its financial
improvement since it advances dependability,
flourishing, and trade as well as speculation. The
improvement of variety printing innovation has
assisted the creation and boundless replication of fake
banknotes.Generally talking, banks, organizations,
and so forth are the fundamental bosses of cash
acknowledgment frameworks. Be that as it may, the
average individual actually doesn't approach any sort
of money distinguishing innovation, in this manner

they can't perceive fake cash.

The banks lost Rs. 16,789 crores because of tricks in
the past financial year. The Hold Bank of India
claims. As per the extortion checking report that was
given by many banks and monetary organizations, the

aggregate sum lost because of tricks in the year 2016-
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17 was Rs. 16,789 crores. As a matter of fact, the
spread of fake cash gives psychological oppressors a

lift and gives it life.

The typical man might utilize the phony money
finder gear as an answer for this developing issue.
Since the typical individual can't buy these sorts of
distinguishing hardware, they are just tracked down
in banks. One method for forestalling falsifying is to
involve programming or instruments for fake
identification. They are efficient, trustworthy, and
precise also. To save the worth of cash, the typical
individual need a method for deciding if a given

piece of money is fake.

COUNTERFEIT BANK NOTES
500 ® 2000

9,892
201-18 (SSRAVEY 5,77,873

2018-19 Pl Al 3.17,384

(NO. OF NOTES)

2019-20 £L L 17,020 2,96,695
2000-21 ELIS .‘2,08,625
2001-22 [ i 2,30,971

(10.n1)

The above figure illustrates the rise of fake
currency that different institutions have detected
between 2017 and 2022. This may have a significant

effect on the Indian financial industry.
1. LITERATURE SURVEY

[1] Colaco, Rencita Maria, et al. chosen to use
OpenCV and Python for their Shrewd Edge
Identification strategy project. Different elements that
recognize genuine cash from fake was viewed as to
look at and learn the outcomes. These attributes

included inert pictures, miniature lettering, security
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strings, optical inconsistent ink, transparent registers,
ID markers, and cash variety codes. The
recommended approach has an exactness pace of
around 80%. The goal of this study was to foster a
minimal expense, quick computing framework that
would empower even the normal individual, who
approaches more complex assets, to perceive fake

cash.

[2] Computerized picture handling strategies were
utilized by Vadnere, Koneri, et al. to give cash
validation. Basically, picture based division and
format matching were utilized to extricate specific
attributes; these strategies performed well from the
beginning and took insignificant handling time. The
technique was truly direct and simple to utilize.
Involving this system, in actuality, is very adaptable.
This endeavor will help the individuals who are not
familiar with cash.

[3] Jamkhandikar, Dayan, et al. involved two
particular monetary standards in this examination,
and it was shown that the suggested methodology in
light of variety and element investigation functions
admirably for monetary standards. A calculation for
picture handling was utilized in this review. This
framework’s not set in stone to be 70%. They had the
option to perceive fake cash thanks to this innovation,
which is particularly valuable in staying away from
high-request falsifying, which utilizes excellent yet

economical gear.

[4] Sanggi, Mrs. Jyoti, et al. made it practical for a
visually impaired individual to recognize veritable
and counterfeit cash. The Python strategy, which was
executed in a Raspberry Pi with a scanner, could

catch the money note and play out the picture
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handling procedures expected in the venture to decide
if the cash is veritable or fake in light of the

boundaries of the HSV upsides of the note.
1. METHODOLOGY
Modules:

e Importing required Packages

e  Pre-processing of Images.

e  Store and Visualize features.

e Train & Test Split

e Training and Building the model - CNN

e Trained model is used for prediction

e Final outcome is displayed through front-

end

A) System Architecture
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Input Image  — & Object —> Edge Detection [— Detection
Segmentation
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Fig 1: System Architecture
Proposed work

Convolutional Neural Networks (CNNs), which are
utilized for picture order, make up the recommended
model. Comprised of many layers each do a
particular procedure on the information picture. It has
convolutional layers that help extricate highlights
from the photos, trailed by max-pooling layers. For

further developed highlight extraction, the model
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comprises of four convolutional layers, each with a
rising number of channels. A sigmoid layer, the last
result layer, shows the probability that the info
picture is veritable or made up. For successful
preparation, the model utilizes the RMSprop analyzer
and the parallel crossentropy misfortune capability.
Besides, a dropout layer is incorporated to prevent
the model from being overfit. In view of the gave
dataset, this model is especially intended to

distinguish veritable cash notes from fake ones.

Convolutional neural networks (CNNs) are among
the deep learning calculations that are utilized for
information examination in light of their high
productivity while working with picture based
expectations. This will add to the production of a
considerably more exact model. Moreover, profound
learning techniques like Convolutional Neural
Networks (CNN), which have extraordinary precision
in picture handling settings, might be executed with
an enormous open informational collection.
Moreover, the task might break down photographs
straightforwardly as info utilizing CNN; wavelet
handling isn't required. This could work on the
framework's ease of use and comfort. Also, in light of
the fact that it will presumably be utilized in
monetary foundations, clients will find it all the more
simple to click a picture to have it approved; as was
at that point noted, CNN can help with this. To
guarantee a spotless picture to test against the model,
our framework incorporates a picture catching gadget
to catch an image of the note and cycle it utilizing a
few picture handling calculations. Consequently,
utilizing the particular security qualities laid out by
the Reserve Bank of India (RBI), the machine
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learning algorithm assesses and figures whether the

note is true or fake.

B) Dataset Collection

The benchmark dataset utilized for this study was
gotten from a gathering paper [1]; Kaggle.com gives
admittance to the information. It incorporates 3000
genuine and 1000 phony banknotes of different
sections conveyed among a broad assortment of 4000
high-goal photographs. These photographs are of an
excellent and assortment, which makes them ideal for
surveying and testing picture handling calculations,
particularly with regards to prepared models that can
differentiate among genuine and counterfeit pictures.

The link of the dataset is mentioned below-

https://www.kaggle.com/datasets/vishalmane109/indi

an-currency-note-images-dataset-2020

Distribution of Real and Fake
00T

Label

Fig 2 demonstrates the distribution of real and fake

images in the dataset

The dissemination of real and fake photographs
inside the assortment is found in the above figure.

The dataset, which incorporates 1000 imaginary and
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3000 veritable notes, is shifted and helpful for

training machine learning models.

Following the utilization of picture handling
strategies, the banknotes' removed security attributes
will be kept in unambiguous data sets, with every one
of a kind element kept in its own data set, as found in

the image underneath.

Features Dataset

Fig 3 depicts the classification of the entire dataset

The classification of the entire dataset — which
comprises of datasets for real and misleading pictures
— is displayed in the above figure. The datasets are
additionally isolated into numerous datasets as per

qualities.

C) Exploratory Data Analysis (EDA)

While working with class-imbalanced information,
exploratory data analysis (EDA) is an essential stage
in understanding and preparing datasets for Al
errands. Finding class uneven characters, in which
one class may far offset the other, is a significant
trouble. By utilizing techniques like these, EDA
approaches help with estimating and imagining these
awkward nature. Class lopsided characteristics might
be decreased by utilizing resampling strategies, for

example, undersampling the prevailing class or
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oversampling the minority class. This ensures that Al
models are not slanted for the larger part class, which
at last outcomes in additional precise and fair

estimates.

Principal Component Analysis (PCA) and other
dimensionality decrease techniques are remembered
for EDA to deal with the intricacy of high-layered
information, which is much of the time found in
picture datasets. PCA pictures the reparability of
classes and pinpoint significant qualities for
arrangement by diminishing the dimensionality of the
information while saving significant data. By
focusing on the most valuable qualities, this assists
with working on the presentation of future machine
learning models as well as working with a more

successful investigation of the dataset.

v v 4 v v v v v
-12 -10 -8 -6 ~4 —g [¢] 2

Fig 4 Depicts the feature classification in the entire

dataset

D) Data Scrubbing

There are a few information cleaning issues while
working with picture based datasets, and every one
should be painstakingly viewed as to keep up with
the exactness and type of the dataset. A common
issue is contrasts in picture brilliance, by which a few

pictures might be excessively splendid or excessively
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faint. Settling these errors is fundamental to saving
consistency and staying away from one-sided model
preparation. Another issue is adulterated records,
which should be painstakingly assessed and perhaps
eliminated to stay away from contortions in the
dataset. To give smooth reconciliation into insightful
pipelines, a steady organization should be normalized
because of the variety of record types and
contradictory configurations. As well as working on
the dataset's overall quality, tending to these
information cleaning concerns ensures serious areas
of strength for a for next machine learning
operations, empowering more precise and reliable

results in picture based examinations.

E) Algorithms.

Convolutional Neural Network (CNN)

One kind of Deep Learning neural network plan that
is many times utilized in computer vision is the
convolutional neural network (CNN). The part of
artificial intelligence known as "“computer vision"
empowers PCs to grasp and dissect pictures and other

visual info.

Acrtificial Neural Networks perform very well in
Machine Learning. A few datasets, including text,
sound, and picture datasets, employ neural networks.
Various types of brain networks are utilized for
various errands. For example, recurrent neural
networks — all the more explicitly, LSTMs — are
utilized to anticipate word arrangements, while
convolution neural networks are utilized to
characterize pictures. We will develop a basic CNN

building piece in this blog.
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Three unique Kinds of layers are remembered for a

commonplace brain organization:

Input Layers: This layer is where we feed information
into our model. The whole number of highlights in
our information (or, on account of an image, the
quantity of pixels) is identical to the quantity of

neurons in this layer.

Hidden Layer: The secret layer gets the information
that was recently surrendered to the info layer. A few
secret layers might exist, contingent upon how much
the information and our model. The quantity of
neurons in each secret layer differs, despite the fact
that they are typically more than the quantity of
attributes. The organization is nonlinear on the
grounds that each layer's result is determined by
increasing the result of the layer before it by the
learnable loads of that layer, adding learnable
predispositions, and afterward applying the initiation
capability.

Output Layer: The likelihood score for each class is
gotten by taking care of the result of the secret layer
into a calculated capability, for example, the sigmoid
or softmax.

The most common way of taking care of contribution
to the model and getting the result from each layer is
known as feed forward. We then, at that point, utilize
a blunder capability to measure the mistake; a few
instances of blunder capabilities incorporate cross-
entropy and square misfortune blunder. The
organization's exhibition is measured by the mistake
capability. Then, by figuring the subsidiaries, we
backpropagate into the model. Back proliferation is
the name of this interaction, which is basically used

to lessen misfortune.
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The extended type of fake brain organizations, known
as convolutional brain organizations (CNNs), is
essentially used to remove highlights from network
like framework datasets. For example, visual datasets
with a ton of information designs, such pictures or

films.

CNN's Architecture

The info layer, pooling layer, convolutional layer,
and completely associated layers are a portion of the
layers that make up a convolutional brain

organization.

IMAGE e

The Convolutional layer lessens handling by
downsampling the image, the convolutional layer
utilizes channels to the information picture to
extricate highlights, and the completely associated
layer creates the last forecast. The organization
utilizes slope plummet and back proliferation to find

the best channels.

V. EXPERIMENTAL RESULTS

A) Frontend

Main page
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fig 10.1 the initial user screen Fig 10.4 The user screen when the user uploads a
fake note.

User Input Screen
V. CONCLUSION

In A significant progression in the domain of safety
and misrepresentation recognition is the fake cash

note identifying project. Through the use of state of
- 730065

the edge machine learning techniques, especially the
Convolutional  Neural Network (CNN), the

exploration grandstands the capacity of man-made

Clear Submit

fig 10.2 The user screen after selecting the image to
reasoning to handle monetary offenses like falsifying.

The security of the CNN model in addition to the

be detected

Result Page versatility and overflow of libraries presented by
Python give serious areas of strength for a to the

precise and quick order of pictures of cash notes.

Moreover, the framework engineering of the venture,

which incorporates backend administrations and easy

to understand interfaces, exhibits the worth of all
encompassing plan contemplations in  making
serviceable arrangements. The undertaking's devotion

Fig 10.3 The user screen when the user uploads a real
‘ to openness and convenience is shown by the smooth
note.
reconciliation of its a huge number, which range from

picture pre-handling to result show and order.
Result Page

The fake cash note identification project features the
more extensive social impact of innovation in
handling certifiable hardships, even past its

specialized achievements. The drive cultivates trust
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in money related frameworks by safeguarding
monetary exchange honesty and reinforcing safety

efforts.

Over the long haul, this venture's prosperity makes
the way for additional advancements in extortion
discovery and security applications, in the financial
business as well as in fields like character
confirmation, record verification, and battling fake
products. The possibility to utilize man-made
reasoning and Al to safeguard against deceitful
exercises is still very huge and appears to be
extremely encouraging with persistent review,

advancement, and collaboration.
VI. FUTURE SCOPE

At the point when this drive is tried, a smart course of
action will be set up to expand its ability to
distinguish fake cash from different nations. Our
original system utilizes state of the art Al techniques
and diverse collaboration to all around the world

work on monetary security and trustworthiness.

The task will go through various significant stages to
accomplish this elevated goal. To begin, a far
reaching study and information gathering effort will
be led to incorporate a shifted and delegate dataset of
banknotes from different countries. To ensure
intensive inclusion, this dataset will contain
photographs of various plans, categories, and safety

efforts.

Versatility and interoperability will likewise be given
main concern in the organization plan, ensuring that
the fake location framework can undoubtedly
communicate with worldwide security and monetary

foundations currently set up. To empower cross-line
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cooperation and data  sharing, normalized
conventions, APIs, and information trade strategies

should be created.

In light of everything, the execution of this task is a
momentous move in the overall conflict against cash
falsifying. We need to decisively work on monetary
security and uprightness by utilizing inventiveness,
collaboration, and cutting edge innovation,
safeguarding the financial success of individuals and

nations all around the globe.
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