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ABSTRACT: 

QR barcodes are used extensively due to their beneficial properties, including small tag, large data 

capacity, reliability, and high-speed scanning. However, the private data of the QR barcode lacks 

adequate security protection. In this article, we design a secret QR sharing approach to protect the 

private QR data with a secure and reliable distributed system. The proposed approach differs from 

related QR code schemes in that it uses the RSA Cryptographic algorithm to achieve secret sharing. 

The QR code image is first encrypted using RSA algorithm and transmitted through network. Later 

the code was reconstructed. Based on our experiments, the new approach is feasible and provides 

content readability and an adjustable secret payload of the QR barcode. 

Index Terms—QR barcode, secret sharing, cryptography, RSA algorithm 

I. INTRODUCTION 

Barcode provides a convenient way for 

people labelling a tag on a product so that 

people can easily and quickly identify the 

content of product itself. It can be classified 

into two types, one-dimensional (1D) barcode 

and two-dimensional (2D) barcode. The 1D 

barcodes use different width of lines and 

spaces to represent data, for example, code 

39, code 128, EAN-13, EAN-128, ISBN, and 

etc. As for the 2D barcodes, they use symbol 

types of stacking and matrix to represent data, 

such as QR code, PDF417, Data Matrix, Maxi 

Code, and etc. Table 1 shows different types 

of 1D barcodes and 2D barcodes. In 

generally, 1D barcodes put emphasis on 

“product identification” and 2D barcodes put 

emphasis on “product descriptions”. Because 

of the limitation of 1D barcode storage, only a 

few data like product identification is stored 

in 1D barcode. 2D barcodes are superior to  

 

that 1D barcode in embedding payload, error 

resistance, data security, and readability. In 

the storage size, 2D barcode can store a lot of 

information like p  duct descriptions, 

including product ingredient, product item, 

product details, web links, and etc. For error 

resistance, 2D barcodes can defence different 

levels of error occurs.   

The security of 1D barcodes is lower than 2D 

barcodes. 1D barcodes are very easy to read 

by scanning the lines and the spaces. 

However, 2D barcodes are not easy to read a 

symbol pattern by human eyes. With regard 

to readability, 1D barcodes must scan along a 

single directional. If the angle of a scan line 

does not fit within a range, the data would not 

be read correctly. However, 2D barcodes get 

wide ranges of angles for scanning. Thus, 2D 

barcodes are readability.  
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2D Barcodes provide a unique identifier for 

objects and applications to automatic 

checkout system, commerce, industry, 

hospital, and etc. Barcodes are very 

convenience to automatic systems, but they 

have data privacy weakness. A reader device 

with video capture function can read the 

content from tags directly. When barcodes 

contain privacy information may result in the 

risk of security issue. Therefore, the 

confidential data is often stored in the back-

end database. When a reader captures a tag, it 

only gets a network link from a tag and later 

connected to the back-end database through 

the Internet. A user who has access right can 

login database to retrieve the privacy 

information. 

 

To enhance security of data privacy of 

barcodes, we design a secret sharing 

technique with Quick Response code (QR 

code). The technique shares a confidential 

data into QR code and encrypt using RSA 

cryptographic algorithm. The secret can be 

recovered only when the right receiver 

receives the encrypted data. The proposed 

technique does not need to connect the back-

end database through Internet. Thus, the 

proposed technique can save much more 

hardware cost and can reduce the security 

risks transmission on the open environment. 

The rest of this paper is organized as follows. 

In Section 2, we review the QR code. The 

proposed technique is described in Section 3. 

The experimental result analysis and  

 

 

performance is listed in Section 4. Finally, the 

conclusions are presented in Section 5.   

II. QR CODE 

The QR code is a kind of matrix symbol, 

which was developed by the Japanese 

company Denson-Wave in 1994. Figure 1 

shows the basic structure of QR code. They 

are quiet zone, position detection patterns, 

separators for position detection patterns, 

timing patterns, alignment patterns, format 

information, version information, data, and 

error correction code words. They are shown 

in Figure 1. 

 

The main features of QR code contain large 

capacity, small printout size, high speed 

scanning, advanced error correcting, and 

freedom direction scanning. The overall are 

summarized as follows. 

• High data capacity: QR code can store 

7,089 numeric characters and 4,296 

alphanumeric characters, and 1,817 

kanji characters. 

• High speed scanning: A mobile phone 

with camera function can get the 

content from a barcode quickly and 

easily. 

• Small printout size: QR Codes carry 

data on both horizontally and 

vertically, thus QR codes are better 

than 1D barcodes in data capacity. 
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• Advance error correcting: Even if 

50% areas of barcode are damaged, 

QR codes still can be recognized 

correctly. 

• Freedom direction scanning: The 

scanning direction of QR code is 

freedom. 

 

Table II briefly presents the data payload and 

the reliability of various QR versions and 

error correction levels of the QR standard. 

According to the QR Version and the error 

correction level, the data code words in the 

QR tag are segmented and stored in one or 

more blocks. For instance, the data in QR 

version 1-L are 152 bits (19 data 

codewordsx8 modules) and are stored in one 

block. The data in QR version 40-L are 

23,648 bits (2956 data codewordsx8 modules) 

and are segmented and stored in 25 blocks 

(19+6), i.e., 19 blocks each of which contains 

118 data code words and six blocks each of 

which contains 119 data code words. Then, 

the error correction code words that 

correspond to the data code words of each 

block are generated to ensure the error 

correction capability of the block data. 

Obviously, the larger QR version and error 

correction level can offer higher data payload 

and reliability. To design an efficient and  

 

feasible application for the QR barcode, the 

proposed scheme exploits the adjustable 

capacity and error correction feature to 

achieve readability and secret sharing on QR 

modules directly. 

III. PROPOSED DESIGN OF 

SECRET SHARING 

The proposed technique designs a secure data 

transmission scheme based on the secret 

sharing 

scheme with QR code. Secret sharing scheme 

was developed using RSA cryptographic 

algorithm. This is a public key encryption 

which uses public key and private key for 

encryption and decryption of the given data. 

The QR code which is to be transmitted is 

first given to Mat lab code o convert the QR 

code image to HEX data. The HEX data is 

then encrypted using RSA algorithm and 

transmitted within the network. At the 

receiver end using the receiver private key the 

HEX data is decrypted and given to mat lab to 

reconstruct the original QR code. Anyone 

cannot decrypt the original secret from their 

own share. The secret can be recovered only 

when the receiver has his own private key. 

The above process is listed in Figure 2. 

 

Figure 2 QR code encoding and decoding  

using MAT Lab and RSA encryption 

Algorithm 
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 RSA ALGORITHM: 

In the field of networking, role of network 

security is immense. In the age of information 

we need to keep information about every 

aspect of our live. These information needs to 

be hidden from unauthorized access 

(confidentiality), protected from unauthorized 

change (integrity), and available to an 

authorized entity when it is needed 

(availability). Hence the way of keeping the 

information securely is known as 

cryptography, [1] which comes from a word 

with Greek origin, means “secret writing”. 

Many cryptographic algorithms are developed 

to achieve the above said goal. The 

algorithms should be such that an opponent 

cannot defeat its purpose. These algorithms 

generally consist of some arithmetic 

operations which are complicated and time 

consuming. It is because of the fact that these 

algorithms work with large amount of data 

either in blocks or simply in streams. 

Although a single traditional CPU is enough 

for performing these computations, but for a 

machine which works as a server in a huge 

network gets millio   of client requests for 

performing cryptographic operations for them 

individually. This makes the workload huge. 

The computational resources may also be 

limited for example in smartcards, mobile 

phones, handheld computers, etc. Moreover if 

the associated network is of high speed, the 

speed of the necessary cryptographic 

computations also needs to be taken into 

account. For example in transmitting audio 

and video data for cable TV, video 

conferencing and sensitive financial and 

commercial data, the speed of the 

cryptographic module to be embedded, needs 

to be very high. So from the viewpoint of 

high speed and throughput, traditional  

 

 

software implementations of these 

complicated cryptographic algorithms are not 

efficient in real time applications like ATM, 

VPN, etc. This forces the system designers to 

go for hardware implementation of the 

cryptosystems. 

Rivest–Shamir–Adleman (RSA) [3] 

cryptosystem is a well-known private key 

cryptosystem whose security comes from the 

fact that large integers are factorized 

inefficiently. In this thesis the goal is to 

design an efficient architecture for modular 

multiplication and exponentiation operations, 

which are the main operation of RSA 

algorithm.   

RSA uses two algebraic structures 1) a public 

ring R = <Zn, +, ×>, 2) a private group G = 

<Z φ (n)*, ×>. Key generation can be done in 
the following way: 

Two random prime numbers p, q is taken. 

System modulus n = pq is calculated. 

Euler’s totient φ (n) = (p-1) (q-1) is 

calculated. 

A random encryption key is selected such that 

1<e< φ (n) and gcd (e, φ (n))=1. 

Decryption key d is calculated such that d = 

e-1mod φ (n). 

Publish the public key {e,n}. 

Keep the private key {p,q,d}. 

To encrypt a message M a sender uses the 

public key of the recipient and compute 

thecipher text C as follows: 

C = Me mod n 

To decrypt a message C the recipient uses his 

own private key and computes the plain 
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text M as follows: 

M = Cd mod n 

IV. RESULT ANALYSIS AND 

PERFORMANCE 

This section describes the security and the 

performance of the proposed scheme. The 

proposed scheme is based on MAT Lab and 

AES encryption scheme. The below figure the 

complete result analysis and performance of 

the proposed design. Figure 3 gives the 

encoded data into QR Code. Figure 4.1 gives 

the simulation results of RSA algorithm 

encryption. Figure 4.2 gives the simulation 

results of RSA algorithm decryption. Figure 5 

gives the reconstructed QR code from MAT 

Lab and figure 6 gives the complete encoded 

text. 

 

Figure 3 

 

Figure 4.1 

 

Figure 4.2 

 

 

Figure 5 

 

Figure 6 output result on HONOR 5C 

MOBILE 

V. CONCLUSIONS 

In this paper, a secret sharing mechanism to 

enhance the security and data privacy for QR 

code is proposed. The proposed technique 

improves data security during data 

transmission. On the other hand, the proposed 

technique does not need to establish a back-

end database beforehand for contents 

searching. It direct embeds the secret data 

into tags therefore the proposed technique can 

save a lot of hardware cost and software 

maintenance. The proposed technique can be 

applied to some applications such as  

QR CODE 

PROJECT 

BHAGYA 

LAKSHMI 

MTECH 
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electronic tickets, airline luggage inspection, 

medical e-health system, and others fields. 
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