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Abstract: Many scholars are interested in the development of the Internet of Things (IoT)
and its applications. The 6LoWPAN stack was suggested by the Internet Engineering Task
Force (IETF) in an attempt to enable IPv6 and promote interoperability for IoT devices.
However, the unique characteristics and hardware constraints of networks connected to [oT
devices provide a number of difficulties, particularly for routing protocols. The RPL (IPv6
Routing Protocol for Low-Power and Lossy Networks) is standardised by the IETF as the
routing protocol for Low-power and Lossy Networks (LLNs). The proactive routing protocol
RPL builds acyclic networks between the nodes to enable data transfer. Various recent
research have shown its limits and shortcomings, despite the fact that it is frequently
recognised and used by contemporary applications. Weak support for mobility and P2P
traffic, limitations on multicast transmissions, and poor dynamic throughput adaptation are
only a few of them. Numerous novel solutions have evolved in recent years as a result of the
challenges that have been raised. The strategies vary from taking into account various routing
parameters to developing a brand-new technique that was motivated by previous routing
protocols. This paper attempts to give a thorough survey research of routing options for
IoT/LLN, not only RPL improvements, in this context. The routing needs of LLNs, the
original protocols, and the most current techniques are all discussed throughout the study.
The IoT routing improvements are broken down into sections based on their primary goals,
and each section is then examined separately to highlight its most significant advantages and
disadvantages. Additionally, as the primary contribution, this research offers a thorough
analysis of the methodologies taken into consideration, highlighting any unresolved problems
and outlining potential future paths that may be addressed by fresh ideas.

Keywords: Internet of Things; low-power and lossy network; LOADng; routing protocol;
RPL

1. INTRODUCTION

Wireless communication systems have
attracted a lot of interest recently from a
variety of businesses in order to facilitate
quick decision-making. Wireless
communication systems have proven
crucial for surveillance, monitoring, and

control, healthcare, wildlife monitoring,
and defence systems, among other things.
In actuality, these applications need
Quality of Service (QoS) supply regardless
of network circumstances and topological
limitations. This has inspired academics
and industry to create more effective and
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reliable communication paradigms in order
to fulfil these rapidly increasing needs.
Wireless Sensor Networks (WSNs), one of
the main communication technologies,
have drawn interest because of its
decentralised, affordable, and
infrastructure-free operating style.

However, WSNs are the most frequently
used wireless communications method to
fulfill the previously specified purpose or
application. However, increasing network
complexity as well as resource-constrained
QoS requirements, and problems with
networks, etc. have sparked the interest of
researchers to develop specific routing
protocols that are more efficient.
Furthermore, as a network that is energy-
constrained, WSN requires efficient
energy-efficient routing. However the rise
of Internet of Things (IoTs) and the
corresponding Low Power Lossy Network
(LLN) demands have stimulated academia
and industries to create routing protocols
that have minimal latency, minimal energy
consumption, and greater throughput ,
while ensuring fault-proof communication.
The demand for QoS has been mapped
across the horizon of application. In such
situations, using traditional WSN protocols
using IEEE 802.15.4 standard may not be
best solution and thus requires upgrading
in terms of resource-efficient routing and
also QoS-centric routing decisions.

In the case of major Mission Critical
Communications (MCC) as is the norm in
modern LLN's applications in order to
ensure QoS delivery, data needs to be
transmitted with minimal delay, with the
least chance of transmission
retransmission, secure link formation, and
no packet loss. However, the their
dynamic nature and their network
conditions usually result in link-outages
that ultimately force Retransmission. This
reduces the life of the network, resulting in
increased energy loss and delay and
reduces efficiency. The possibility of such
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a violation isn't likely in today's MCC
communications requirements.

To find the best solution attempts have
been made for a long time, but the
increasing complexity of networks usually
requires researchers to come up with a
more efficient solutions. When considering
IoT machine-to-machine (M2M)
communication, which requires an event-
driven, scalable, and
communications The main focus is placed
on creating an efficient routing system that
minimizes the data loss, latency as well as
other issues. To accomplish this, many
efforts have been put into. But the idea of
fault-tolerant communication in dynamic

real-time

network conditions has been investigated
in a couple of. Particularly, when the
network is constrained, dynamic topology
M2M communication , especially in the
case of mobility, suffers from failures by
immature link-outage, energy loss, node
death or other reasons.

2. REVIEW OF LITERATURE

Numerous research projects have been
carried out on adaptive routing of IoT and
objective functions such as energy
consumption, load balancing as well as
time-delay. There is very few studies that
focus regarding distributed-learning in the
routing. A few studies on the use of
context information in routing are
discussed here.

Mohamed et al. [5] investigated the
proactive routing protocols that have the
highest efficiency in energy consumption
for an unidirectional system. It is believed
that the Wireless Sensor Network (WSN)
energy efficiency is a result of three
essential elements that include network
overhead in arrangements and re-
arrangements, selecting the best path for
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data transmission and resilience or fault
tolerance of the network. To ensure a
greater duration of the network, it's
essential to have a flexible network. In
addition, the overhead needs to be kept to
a minimal amount and multi-hop routing
should be employed. So, selecting the
energy-efficient routing protocols should
be made with care, based on the needs of
the application and the requirements of the
system. This paper attempts to tackle the
analysis of the lifetime of networks for
reactive routing protocols of
heterogeneous as well as homogeneous
systems.

Aman et al. [15] compared the results of
real networks to determine the RPL
acceptance in Cooja's simulator. The
Cooja simulation calculations showed a
higher energy consumption for both the
client and sink nodes in real networks. In
actual scenarios, the packet delivery rate
(PDR), was lower and is significantly
affected by network size and distance.
External wireless interference, signal
reflection and asymmetric links do not
cause interference. This model has been
extensively used in many other works.

Mardani and colleagues presented a new
algorithm for assigning uplink bandwidth.
Mardani et al. [9] developed a new uplink
bandwidth assignment algorithm for dense
4G networks that provide high-speed
human-to-human (H2H), and machine-
tomachine(M2M) services in co-existing
environments. For system ambiguities, the
algorithm used interval type-2 fuzzy logic.
The intelligent type-2 fuzzy algorithm
determines the optimal bandwidth ratio for
each M2M/H2H service flow. The
M2M/H2H requirements were used to
determine the optimal bandwidth ratio for
each type of flow. This included the output
of the Human Type Communication
(HTC), the power level for Machine Type
Communications (MTC), and the
maximum potential for real time services.

www.ijiemr.org

The system's performance was evaluated
based on throughput and bandwidth
utilization.

III PROPOSED SYSTEM

This section explains the multicast routing
protocol. It was specifically designed for
RPL routing purposes. These are some of
the key design principles and their
implementation:

A node is connected to a Destination
Oriented Directed Acyclic Graph. If a
DODAG Information Object message
(DIO) is received by it the node can
process the message in the following ways.
1) Removing DIO packages to meet RPL
criteria.

2) Processing the message to keep it in the
network

3) Improving the location of the
organization by gaining a lower rank
within DODAG.

When a node's rank drops, it must remove
from its parents list those parents whose
ranks are lower than its new rank. As a
result, the network's loop development is
stopped. the the the the, the, the, the, the,
the, the, the, the, the, the, the, the, the, the,
the, the The simulation findings show that
the CCR-based RPL routing technique
performs well at data aggregation and
recognition in IOT networks. In this part,
we compare the number of active nodes,
energy use, network balance, and accurate
data transfers with those in the traditional
RPL method utilising the content-based
RPL technique in the direction of data
aggregation rate.

In this study, we introduced a content-
based solution for improving the routing
effectiveness in IOT networks. In the
system as it is now implemented, each
node makes wuse of the root-inquiry
packages to identify the parent nodes and
keep track of the amount of packages that
are arriving at the root. The degree of
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confidence for the route that the parent
gives is computed using this knowledge.
The relevant node selects a parent with a
greater confidence level among the
prospective parents in circumstances when
the parent has cancer and when the degree
of confidence for parent node computation
is lower. Each node effectively prevents
cancerous nodes using this technique. By
routing the data from the intermediate
relay node in the processing sequence, it is
possible to increase the data collection
ratio. As a result, it helps lower the rate of
network traffic. As a result, the amount of
time the data transmission takes might be
greatly decreased. Additionally, we may
stop data transfers after data collection,
which will reduce the energy used for
wireless connections and save battery
power.

TABLE 1. Properties of the simulation
employed in our work.

Parameter Value
Network-area 750m-x-750m
number-of-nodes 60

Velocity-of-Node 0

Transfer-range- 100

Load-size 512

Packet-transfer-rate | 30

Data-aggregation- 0.004

rate

Data-reception- 8.99
energy-

consumption

Data-transfer- 10.25
energy-

consumption

Simulation numbers | 25

www.ijiemr.org

IV. EVALUATION

The CCRbased RPL was simulated using
the MATLAB simulator, which is often
used for IoT, to evaluate the protocol
suggested in our study. The CCR-RPL was
then contrasted with traditional RPL. The
protocol factors were altered based on the
CCR-based RPL factors, and MRHOF was
changed to be OF of standard RPL (Table
1). In our environment, there are 800
nodes with 20 BS that were created in a
50m by 50m space. The transmission
range is 25m, with the BS acting as the
root. Duty cycling was turned off in this
configuration due to the high network
traffic, and an 80 packet per second first-
in-first-out (FIFO) line was used. Figure 2
and Table 1 show the simulation
environment and the simulation settings.
Additionally, varied traffic rates and nodes
are taken into account while evaluating the
protocol suggested in our study under
various circumstances. The following
outcomes were attained as a consequence
of the simulation:

Figures 1-4 show that the CCR-RPL
strategy performs better than the standard
RPL approach in improving system
efficiency and cutting energy use. As a
result, it boosts the system's power and
efficiency while decreasing the number of
dead nodes and energy consumption.

100

- S :
e 5 ", —-—-—CCR-RPL
90 T— 3 Ordinary RPL
0

Alive nodes
o

0 500 1000 1500 2000 2500
no. of rounds

Figure 1. evaluating the quantity of active
nodes
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Figure 2. evaluating the transfer rates for
packages
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Figure 3. The frequency of package
transmission delays

104 Total Power Consimption
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Figure 4. comparing the amounts of energy
used
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V CONCLUSION

The current effort focused on the network
lifespan and energy and solved difficulties
with the RPL routing protocol under
severe and dynamic load. An conventional
RPL was shown to be unable of effectively
controlling large and dynamic loads. The
suggested load-balancing and context-
aware protocol takes into account the
parent-chain rank before selecting the
chain's ultimate parent as the node's
preferred parent in order to address this
problem. As a result, the network sought to
balance the load. The potential parents'
remaining queue and level of energy were
taken into consideration in the current
investigation. Furthermore, a proper
parent's rush was stopped, causing network
instability issues and a high control
message rate. [n MATLAB/PYTHON, our
suggested methodology was evaluated
under various circumstances. It has been
shown that CCR-RPL performs noticeably
better than RPL while without imposing a
major network overload.

VI REFERENCES

1. Xie, J., Chen, W., Dai, H., Liu, S. and
Ai, W., "A distributed cooperative learning
algorithm based on zero-gradient-sum
strategy using radial basis function
network"”, Neurocomputing, Vol. 323,
(2019), 244-255.
https://doi.org/10.1016/j.neucom.2018.10.
001

2. Debroy, S., Samanta, P., Bashir, A. and
Chatterjee, M., "Speediot: Spectrum aware
energy efficient routing for device-to-

device 1ot communication", Future
Generation Computer Systems, Vol. 93,
(2019), 833-848.

https://doi.org/10.1016/j.future.2018.01.00
2

3. Thivakaran, T. and Sakthivel, T.,
"Guard: An intrusion detection framework
for routing protocols in multi-hop wireless
networks", Wireless Networks, Vol. 25,
No. 2, (2019), 819-836.

Volume 11 Issuel, Jan 2022

ISSN 2456 - 5083

Page: 195



International Journal for Innovative

€Engineering and Management Research

A Peer Revieved Open Access International Journal

https://doi.org/10.1007/s11276-017-1594-
y

4. Nielsen, J.J., Madueno, G.C., Pratas,
N.K., Sgrensen, R.B., Stefanovic, C. and
Popovski, P., "What can wireless cellular
technologies do about the upcoming smart
metering traffic?", IEEE Communications
Magazine, Vol. 53, No. 9, (2015), 41- 47.
https://doi.org/10.1109/MCOM.2015.7263
371

5. Mohamed, R.E., Saleh, A,
Abdelrazzak, M. and Samra, A.S., "Survey
on wireless sensor network applications
and energy efficient routing protocols",
Wireless Personal Communications, Vol.
101, No. 2, (2018), 1019-1055.
https://doi.org/10.1007/s11277-018-5747-
9

6. Mozaffari, M., Saad, W., Bennis, M.
and Debbah, M., "Unmanned aerial
vehicle with underlaid device-to-device
communications: Performance and
tradeoffs", IEEE Transactions on Wireless
Communications, Vol. 15, No. 6, (2016),
3949-3963.
https://doi.org/10.1109/TWC.2016.253165
2

7. Hwang, K. and Chen, M., "Big-data
analytics for cloud, iot and cognitive
computing, John Wiley & Sons, (2017).

8. Naguib, A., Saad, W. and Shokair, M.,
"Remaining energy aware ml-csma/tdma
hybrid mac protocol for Ite-m2m wireless
network", in 2019 International
Conference on Innovative Trends in
Computer Engineering (ITCE), IEEE. 322-
327.

9. Mardani, M.R., Mohebi, S. and
Ghanbari, M., "Energy and latency-aware
scheduling under channel uncertainties in
Ite networks for massive iot", Wireless
Personal Communications, Vol. 103, No.
3, (2018), 2137-2154.
https://doi.org/10.1007/s11277-018-5901-
4

10. Park, T. and Saad, W., "Distributed
learning for low latency machine type
communication in a massive internet of
things", IEEE Internet of Things Journal,

www.ijiemr.org

Vol. 6, No. 3, (2019), 5562- 5576.
https://doi.org/10.1109/J1I0T.2019.290383
2

11. Dawy, Z., Saad, W., Ghosh, A,
Andrews, J.G. and Yaacoub, E., "Toward
massive machine type cellular
communications", IEEE Wireless
Communications, Vol. 24, No. 1, (2016),
120-128.
https://doi.org/10.1109/MWC.2016.15002
84WC

12. Azari, A. and Cavdar, C., "Self-
organized low-power iot networks: A
distributed learning approach", in 2018
IEEE Global Communications Conference
(GLOBECOM), IEEE., 1-7.

13. Feizi, A., "Convolutional gating
network for object tracking", International
Journal of Engineering, Vol. 32, No. 7,
(2019), 931-939.
https://doi.org/10.5829/ije.2019.32.07a.05
14. Hossein Motlagh, N.,
Mohammadrezaei, M., Hunt, J. and Zakeri,
B., "Internet of things (iot) and the energy
sector", Energies, Vol. 13, No. 2, (2020),
494. https://doi.org/10.3390/en13020494
15. Aman, M.S., Yelamarthi, K. and
Abdelgawad, A., "A comparative analysis
of simulation and experimental results on
rpl performance”, in 2017 IEEE 8th
Annual Ubiquitous Computing,
Electronics and Mobile Communication
Conference (UEMCON), IEEE., 483-487.
16. Kim, S. and Yoon, Y.-I., "Ambient
intelligence middleware architecture based
on  awareness-cognition  framework",
Journal Of Ambient Intelligence And
Humanized Computing, Vol. 9, No. 4,
(2018), 1131-1139.
https://doi.org/10.1007/s12652-017-0647-
5

17. Firouzian, 1., Zahedi, M. and
Hassanpour, H., "Cycle time optimization
of processes using an entropy-based
learning for task allocation", International
Journal of Engineering, Transactions B:
Applications, Vol. 32, No. 8, (2019),
1090-

Volume 11 Issuel, Jan 2022

ISSN 2456 - 5083

Page: 196



International Journal for Innovative

€Engineering and Management Research

A Peer Revieved Open Access International Journal

www.ijiemr.org
1100.https://doi.org/10.5829/ije.2019.32.0
8b.05
18. Huang, J., Duan, Q., Zhao, Y., Zheng,
Z. and Wang, W., "Multicast routing for
multimedia communications in the internet
of things", IEEE Internet of Things
Journal, Vol. 4, No. 1, (2016), 215-224.
https://doi.org/10.1109/J1I0T.2016.264264
3
19. Rani, S., Talwar, R., Malhotra, J.,
Ahmed, S.H., Sarkar, M. and Song, H., "A
novel scheme for an energy efficient
internet of things based on wireless sensor
networks", Sensors, Vol. 15, No. 11,
(2015), 28603-28626.
https://doi.org/10.3390/s151128603
20. Qiu, T., Liu, X., Feng, L., Zhou, Y.
and Zheng, K., "An efficient tree-based
self-organizing protocol for internet of
things", Ieee Access, Vol. 4, (2016), 3535-
3546.
https://doi.org/10.1109/ACCESS.2016.257
8298
21. Shen, J., Wang, A., Wang, C., Hung,
P.C. and Lai, C.-F., "An efficient centroid-
based routing protocol for energy
management in wsn-assisted iot", leee
Access, Vol. 5, (2017), 18469-18479.
https://doi.org/10.1109/ACCESS.2017.274
9606

Volume 11 Issuel, Jan 2022 ISSN 2456 - 5083 Page: 197



