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Abstract:

The blockchain technology came to light in 2008 as a decentralised peer to peer network

structure, with the ability to ensure security for transactions made on bitcoin cryptocurrency,

without the need of any central server to validate transactions. Although it started with the
advent of cryptocurrencies,it is being used in several areas to develop different projects like
electronic voting, supply chain managememt,banking .With its vast usage ,issues arise with
potential attacks on mining pools of blockchain. This paper classifies the various mining pool

attacks and their existing countermeasures.

Introduction

Blockchain tis the key innovation launched
by introducing a cryptocurrency called
bitcoin which was formulated in 2008 by
Satoshi[1]. Blockchain technology imparts
a mechanism to ensure integrity
,authenticity, immutability, auditing and
irrevocability to maintain security for e-
Blockchain  technology
eliminates necessity of third parties as all
records are distributed among all
participants present over the Blockchain
network.

Even with many in-built features ensuring
security of blockchain, current reports

transactions.

have emphasized security risks linked with
blockchain technology[2]-[6].For example,
on July 2016 an anonymous attacker
ditched $50 million USD form
Decentralised Autonomous Organization
that works on Ehereum blockchain based
smart contracts. From Bitfinex which is a
Bangkok based bitcoin exchange platform
$72 million worth bitcoins were stolen[7].
Distributed denial-of-surface(DDoS)
attack on Bitfinex resulted in temporary

suspension of exchange platform.Often
many exchange platform etherurm and
bitcoin experienced DNS and DDoS
Attacks which resulted in blocking the
availability of services to users.

For example, Attacks will cause decline of
the cryptocurrencies,fall of  mining
incentives and even closing of
cryptocurrency exchange platforms.[8] In
2017 Bitcoin Memory pools faced spam or
dust transactions to initiate delay in
transaction validation,and to raise Bitcoin
mining rewards[9].Bitcoins faced a
payment block of $700 million USD due
to delay in transactions[10].The objective
of such attacks is to make users to migrate
to other cryptocurrency platforms with
better processing times.

With rapid development of applications
using blockchain, the fundamental factor is
to ensure security for data residing on
blockchain. At present,attackers are
conducting several attacks on blockchain
using the features of blockchain,which
causes data on blockchain to face several
threats. The attacks on Blockchain network

Vol 09 Issue09, Sept 2020

ISSN 2456 - 5083

Page 120



International Journal for Innovative

€ngineering and Management Research
A Peer Revieved Open Access International Journal

causes unnatural or improper access to
data on blockchain, which threaten the
blockchain data availability, Internet
protocol(IP) address and bitcoin address
can be associated with each other.
Tracking of users, actualidentity,coherence
among addresses can be done by
attackers[11,12].Transactions made on
blockchain expose relationships between
the addresses to attackers because of its
openness privacy of users is exposed[13].
Data on Blockchain gets tampered if
Consensus mechanism of blockchain is
attacked by attacker. Selfish Mining
attacks are also possible in blockchain
[14,15,16].Integrity of data on blockchain
will be ruined because of these attacks.
Usage of same cryptocurrency in
numerous transactions by trader is known
as Double spending attack. Miner decides
to abandon the legal block that has been
found because of this mining pool loses all
incentives related to that block[17].

The paper is organised as follows Section
1 describes what a mining pool is. Section
2 classifies and summarizes various
mining pool attacks Section 3 Surveys the
various existing countermeasures of
mining pool attacks

What is a mining pool

Miners community is the backbone behind
working of a blockchain. New blocks are
added to blockchain by miners by fixing
the cryptographed puzzles which indeed
needs a greater strength for computation. If
miners successfully adds a block, they are
rewarded with 12.5 BTC.

There was a certain limit on the numbers
of bitcoins i.e., only twenty one million
bitcoins will be generated. Bitcoin creator
Satoshi anticipated that if entry of miners
increase progressively then bitcoin price

www.ijiemr.org

would rise exponentially, to such an extent
that entire bitcoins can be mined in two or
three years

Presently, it could be fiasco for all
bitcoins, in light of the fact that like every
single financial item, the estimation of
bitcoin lies in market interest. On the off
chance that the stockpile of bitcoins out of
nowhere expands, at that point that would
diminish the interest, which would thus
hurt its worth.

A system for adjusting difficulty has been
implemented by Satoshi makes the bitcoin
network more sustainable to restrict
bitcoin supply. Difficulty adjustment
means as count of mined bitcoins raises
the hardness attributed to cryptographic
puzzles raise exponentially.

Miners soon realized that mining can’t be
done efficiently by themselves, process is
getting complex and expensive as bitcoins
are being mined. So Miners to decided to
pool their assets that is computing power
together and form groups to perform
bicoin mining efficiently. Such type of
pools and miners forming a group to
perform mining together called “mining
pools”.

Cause of Mining Pool Attacks

51% attack arises when the 51% of the
system's hashrate is under control of a
single mining pool or any other individual.
51% attacks enacts the system to a number
of attacks such as

e Selfish mining,
e Double Spending,
e Block with holding attack
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Bokchan | Mmes | Mg Roos | Exchengss | Appliation | Ve purple shadowed box represents new block
Sels Mg , , , found by honest miner. Case one in
Fig:1depicts a blockchain fork and a block

identified by selfish miner. Then
immediately blockchain fork ends and

Doubl: Spending

' l reward of two blocks is gained .Case 2

o depicts that when there is a blockchain
Witholing |/ / / fork and new block mined by honest
miners is connected to selfish miner’s

blockchain, then both honest and selfish

Table L Atacks effcingthe mechanionof ldchan miners receive their respective revenue for

each block.Case 3 depicts that new blocks

Causes for 51%attack mined by honest miner are connected to

blockchain of honest miners then incentive

1) A mining pool turns out to be too of two blocks is received by honest miner.
enormous

2) Having boundless capital

Selfish mining:

Eyal and Sirer[18] introduced selfish
mining attack in 2013. Bitcoin Proof of
Work incentives is not compatible for

due to which attackers receive higher
incentives. Wasting mining power of
honest miners on unneeded computations
is the preliminary concept of selfish
mining attack. Without directly disclosing
blocks to blockchain network attacker
keeps it confidential to create a fork.

incentives if selfish mining has occurred, D<-:

Hence, the intention of attacker is to make
blocks mined by genuine miners orphan.

Honestly mined blocks are represented
with purple colour, blocks mined by
selfish miners are represented with black
colour and blocks already present in valid
blockchain are represented with yellow
colour. Presence of new blocks are

represented with shadowed boxes. New
block found by selfish miners are
represented with black shadowed box and Fig: Selfiish Mining

Vol 09 Issue09, Sept 2020 ISSN 2456 - 5083 Page 122



International Journal for Innovative

€ngineering and Management Research
A Peer Revieved Open Access International Journal

Double Spending

The attack performed by malicious users to
betray the system is known as double
spending.
Transaction

Duplicates  of  Unspent

Output(UTXO) of a
cryptocurrency is generated an it is used
as an input for many transactions. These
type of attacks are defended by system by
trusting miners to approve the validity of
crypto currencies used as transaction

input.

Double spending attack
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Fig:Double Spending Attack

Under such circumstances, the blockchain
industry needs to understand the double-
spending problem in Bitcoin profoundly.
Problem of double-spending cannot be
neglected in the world of blockchain.In
May 2018 Bitcoin Gold Network(BTG)
suffered a double spending attack by a
malicious miner,whosecryptocurrency 1is
most valuable in world ranked 26.Miner
acquires momentary control of blockchain
if they gain 51% of entire network’s
hashpower. Attackers stole over 389,200
BTG and deposited them on crypto
exchanges

www.ijiemr.org

Block withholding attack

Block withholding is yet another type of
selfish mining. ASIC’s are used by miners
in network of bicoin to conduct
mining.Mining blocks is an extremely
simple job for those miners. They mine a
block but will not expose to the network.
Rather than announcing to the blockchain
network and collecting the reward miner’s
keep the block a secret as well as mine in
next block in addition to that.

Block not
yet found

. I

Secret [<
Blaak

Fig: Block Withholding attack
The "secret blocks" are actually those
which miners had mined and withheld
from the remaining blockchain network.
Whenever miners do look for another
block, miners are able to expose the 2
blocks to the blockchain network.
Exactly why it's known as "selfish", is
actually since miners are moving from the
reality concept of "equal chance of all" this
mining means. Everybody should have a
good shake at giving mining as well as
finding out the own blocks of theirs. In
addition, this could additionally result in
community monopolization.
Effects of these attacks
Prevention
Ruffing et al[19] created a contract on
blockchain that permits beneficiaries to
get refunds asynchronously & enforce fine
on attackers involved in double-
spending.Eleftherios et al recommended
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an interesting Byzantine consensus
mechanism based on byzantine fault
tolerance which short-conclude trading
period by 15 to 20 seconds as well as
utilized mutual signatures to generate
irreversible transactions. George et al[20]
unveiled a  cryptocurrency  named
RSCoin,where the central bank provides
total command with the coin source to
counteract problem of double-spending.

In order to counter block withholding
attacks Schrijve et al. [21] unveiled a
reward system that 1is suitable for
incentives and intimidates wicked miners
from undertaking withholding attacksfrom
the precise pool of miners.Rosenfeld[22]
unveiled Honeypot method for bribing
crooked miners and hence miners holding
legitimate fixes can be caught.Sakurai and
Bag [23] proposedadded rewards for
locating a legitimate option for a block to
be able to avoid mining
conspiracy.Contemporaneous  to  their
previous research Bag et al[24] unveiled a
brand-new plan that gropes pool of miners
from present goal to complicate their
power to differentiate in between a full
PoW and partial PoW.Their recommended
solution  additionally  secures  the
pooldriver to prettyspread incentive to the
successful miner.

To decrease overall benefits of other group
at the time of mining miner’s attack one
another. Yang et al. [25] unveiled a game
method among two miners to enhance
profit of miners. If a trustworthy miner
employs a fixing plan, can unnaturally
reward a selfish miner within O to i=2-p (p
is power of computing and I is increase in
profit), disregarding the plan of a selfish
miner.

www.ijiemr.org

Miller et al. [26] recommended an alliance
mechanism for mining pools where the
mining pool members didn’t believe in one
another, but they reveal their contribution
by submitting a confidential certificate. Shi
[27] altered the mechanism of consensus
of Bitcoin, where specific guidelines are
followed to make certain the steady gain of
Bitcoin. This method is able to boost up
distribution and minimize chance of 51 %
attack. Gervais et al. [28] interpreted
different arguments of POW. They created
probably the better preventive measures
for selfish mining and double-spending.
Conclusion

With the improvement of blockchain, its
usage is increasingly considerable, but
various security threats of blockchain itself
are slowly revealed. In this article, we
surveyed the mining pool attacks of
Blockchain Technology. We classified and
summarized various mining pool attacks
which are a threat to the mechanism of
blockchain. After classifying these attacks
we had surveyed the existing counter
measures for double spending, selfish
mining and block withholding attacks. In
our future research we extend to develop a
countermeasure for 51% attacks which is
the main reason behind mining pool
attacks
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