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ABSTRACT

Vehicular communications have received a great deal of attention in recent years due to the
demand for multimedia applications during travel and for improvements in safety. Safety
applications often require fast message exchanges but do not use much bandwidth. On the
other hand, multimedia services require high bandwidth for vehicular users. Hence, to
provide mobile broadband services at a vehicular speed of up to 350 km/h, Long-Term
Evolution (LTE) are considered the best technologies for vehicular networks. LTE are
Fourth-Generation (4G) wireless technologies that have well-defined quality of service (QoS)
and security architectures. However, some security threats, such as denial of service (DoS),
an introduction of rogue node, etc., still exist in LTE networks, particularly in multihop
networks. Therefore, strong security architecture and hasty authentication methods are
needed to mitigate the existing security threats in 4G multhop wireless networks. Conversely,
the network QoS should not be degraded while enhancing security. Thus, we propose security
architecture using the elliptic curve Diffie-Hellman (ECDH) protocol that has proven
security strength and low overhead for 4G wireless networks. In this paper, we first describe
the current security standards and security threats in LTE networks. Then, the proposed
distributed security architecture for 4G multihop wireless networks is presented. The
proposed scheme provides strong security and hasty authentication for handover users
without affecting the QoS performance.

Index Terms—QR barcode, secret sharing, cryptography, RSA algorithm

I. INTRODUCTION applications. The DSRC standard, i.e.,

IN general, vehicular applications can be
divided into two groups: safety and
nonsafety applications. Safety
applications often require fast message
exchanges but do not use much
bandwidth. In order to support safety
applications, such as colli sion avoidance,
hard-braking warnings, accident
reporting, and intersection
announcements, etc., vehicles are enabled
to com municate with one another via
(vehicle-to-vehicle communica tions) or
via roadside access points (vehicle-to-
roadside com munications). These
vehicular communications are expected to
contribute to safer roads by providing
timely information to drivers and to make
travel more convenient. Conventionally,
vehicular ad hoc networks are used to
implement dedicated short-range
communications (DSRC) for safety

IEEE 802.11p, is probably the

best positioned technique to provide
safety services.

On the other hand, the nonsafety
applications require high bandwidth and
strong security to support multimedia
services for vehicular users. To support
multimedia services for vehicular users,
the networks that have high bandwidth,
such as cellular and satellite networks, are
considered. When comparing cellular and
satellite networks, satellite networks are
more expensive but provide lower
quality-of-service (QoS) performance. On
the contrary, the telecommunication
industry landscape for cellular networks is
rapidly growing from second-generation
(2G) to fourth-generation (4G) to
accommodate the increasing usage of
multimedia applications and users
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mobility. In 4G networks, Long-Term
Evolution (LTE) IS THE emerging
broadband wireless technologies aimed at
providing high-speed Internet of 100
Mb/s at a vehicular speed of up to 350
km/h. Further, 4G wireless standards
provide well-defined QoS and security
architecture. For this reason, 4G cellular
networks are considered up-and-coming
technologies for vehicular multimedia
applications.

LTE resemble each other in some key
aspects, including operating frequency
spectrum, high capacity, mobility, strong
QoS mechanisms, and strong security
with a similar key hierarchy from the core
network to the access network. However,
LTE also differ from each other in certain
aspects, as they have evolved from
different origins. LTE has evolved from
3rd Generation Partnership Projects
(3GPP); thus, the LTE network has to
support the existing 3G  users’
connectivity, the LTE authentication
process uses the EAP Authentication and
Key Agreement (EAP-AKA) procedure
that authenticates only the International
Mobile Subscriber Identity (SIM) burned
in a subscriber identity module (SIM)
card. Consequently, the LTE security
does not meet the enterprise security
requirement, as LTE does not authenticate
enterprisecontrolled security.

In wireless communications, security
threats may occur in both the physical
(PHY) and the medium access control
(MAQC) layers. The attacker can attack the
radio frequency (RF) channel for the
PHY-layer threats. For the MAC-layer
threats, the attackers can spoof, modify,
and replay the MAC-layer control
messages. In one of the worst case
scenarios, the attackers take total control
of the network by knowing the
confidential details in control messages.
Nevertheless, in practice, Internet service
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providers may use the Internet Protocol
Security (IPSec) approach at Layer 3 for
their wireless access due to its popularity
in wired networks. Usually, IPSec will
affect the QoS performance, because the
IPSec header in each packet consumes
additional bandwidth. To mitigate the
security  threats and  performance
degradation, we propose a distributed
security scheme using a protocol—elliptic
curve Diffie-Hellman (ECDH)—that has
lower overhead than that of IPSec. ECDH
is a Layer-2 key agreement protocol that
allows users to establish a shared key over
an insecure channel. ECDH was
investigated, and the results showed that it
did not affect the QoS performance much
in 4G single-hop WiMAX networks.
Therefore, ECDH is adopted in this
research in dealing with the existing
Layer-2 security threats for 4G multihop
networks. Further, we also compare the
security and QoS performance of the
IPSec and the default security scheme as
defined in the WiMAX standards, using a
testbed implementation.

This paper is an extension of our previous
effort, as presented, which was simply an
initial theoretical study based on the
proposed ECDH scheme.

In available LTE chipsets, we were
unable to implement our proposed scheme
in a real-time testbed. For this reason, the
second objective of this paper is to
perform simulations to evaluate the QoS
performance of the proposed scheme
using ECDH. Moreover, there is a lack of
an integrated study and QoS-aware
solutions for multthop LTE security
threats in existing research efforts.
Therefore, the third objective of this paper
is then to analyze LTE for network
convergence that may be useful or even
crucial for service providers to support
high-speed vehicular applications. In
short, we are motivated to fill those
research gaps, and we have made the
following contributions in this paper.
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II. BACKGROUND

ECC is performed over one of two
underlying Galois fields: prime order
fields GF(p) or characteristic two fields
GF(2™).Both fields are considered to
provide the same level of security, but
arithmetic in will be the focus of this
paper because it can be implemented in
hardware more efficiently using modulo-2
arithmetic.

An elliptic curve E over the field GF(2™)
is the set of solutions to the equation

Y2+XY =X+ AX*+B
(1)
Where A,B € GF(2™),B # 0
Let P, = (X,Y,) EE&P, = (X,,Y,)
€ E, then summing the two points is P;
+ P, = P; = (X3,Y3) € E,Where,

(

n+nr Y, +Y,
X, +X,

+X,+X, +A,P, #P,
X, + X, 1 2 1 2

X242 p=p
1 Xf; 1 — 12

(HIL) (x1+x3)+ 23+, P#DP
B =
3+ (:1:1 + %) (za)+z3, P=P.

Hence, when P; = P, we have the point-
doubling operation (DBL), and when
P, # P, we have the point-adding
operation (ADD). These operations in
turn constitute the crux of any ECC-based
algorithm, known as point multiplication
or scalar multiplication KP.

Due to the computational expense of
inversion compared to multiplication,
several projective coordinate methods
have been proposed, which use fractional
field arithmetic to defer the inversion
operation until the end of the point
multiplication. No precomputations or
special field/curve properties are required.
Procedures to perform DBL and ADD are
derived from efficient formulas which use

(2)
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only the x-coordinate of the points. In the
projective coordinate version of the
formulas, the x-coordinate of is
represented byX;/Z;, for i € {1,2,3}; the
corresponding DBL and ADD
computations are shown in (4) and (5),
respectively, and are used in the
projective coordinate point multiplication
algorithm.
(2P = X} + 0.2}
2(2P) = Z2.X?
Zy = ()(1.1'_,7-2 + JX—2.21)2
X3y =w.Z3+ (X1.242) - (X2.21).

I1I. SECURITY THREATS IN
LONG TERM EVOLUTION
NETWORKS

To understand the concept of security
threats in LTE, Cao et al presented a
comprehensive survey of various attacks
and solutions in LTE networks.

The major categories are vulnerabilities in
1) access network; 2) IMS domain; 3)
HeNB; and 4) MTC domain. However,
due to the page limit, we only focused on
the access network. The various security
threats in LTE access networks have been
studied and summarized in Table II. As
we have identified the DoS/Reply attack
in LTE, which is one of the major security
threats in LTE, a detailed description of
the attack is also presented.

DoS Attack During Initial Attachment: In
LTE networks, DoS attacks may be
possible during the initial attachment
because the UE is sending MAC
messages in plain text to eNB. DoS attack
during the initial attachment is very
critical as the UE cannot register with the
home network. This is similar to the DoS
attack in WiMAX networks during initial
network entry. During the random-access
process, the UE sends the randomaccess
preamble to eNB and waits for the
response until the predefined time limit.
eNB responds to UE for timing
adjustments and bandwidth allocation by
sending an Attach Request message along
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with the PreambleID. If the received
randomaccess PreambleID does not
match the transmitted randomaccess
preamble, the random-access response is
considered not successful, and the UE
continues the random-access process until
the count reaches the maximum limit.
Since the response is in plain text, an
attacker can easily change the
PreamblelD continuously. As a result, the
UE cannot register with the home net ork,
which leads to the DoS attack.

TABLE Il
SECURIY THREATS I¥ LTE NETWORKS

Catezory Aftachs, exifing works Short descrptn | Comment

Inection. modificution, The occurmnce of these securty threas e due ot 1P-based archifecture
envesdropping witacks [36]. 7] | of the JGPY LTE networks

LTE Sysiem
Architeeture

HeNB physical intnusions [62)

e ctual implementation of HeNR is in unseease rogion of the Intemet,

T acees ey o a0 Jegitmate eNIRRN, Al it s possibk o nset

Repue eNDRN atack, 41 i
Rope (DR ik 1) Iraff e the authentcation akes place

D Reply attacks during network | As we idenified this olack. n more delaled description is provided below
allich {his able (Table 1)

LTE Accss B Privaey protection [47] Thene are many instmces resulied in diselosare of he IS
 ACCESS FTocedure e b

file 1M o uverihelthe H1SS/AUC, Tenee,
e it computafionnl power fo generale excessive
s e the UE,

Atackes constaitly
IMSI = waer torure attacks [42] | the HSS ha
ahenticaion ve

During handover, key chaining architecture is wsed 1o deve he key for
Lk of bockwndsecurty 03], | orgel B Hence, atacher may vompronise sourcs éNE o obiain
subseguen heys,

The passive atlcker

CRNTL informetion,

detenmine the location of the UE by sniffing the
RNT1s ransmited n clear eyt

Location tracking | 11]

Handover fteks |
anisnupt refeshing of the NCC value by eiher manipulating
eques messige

De-symchronization atecks [61]. I
HIC 1

The itacher may send  preos himdoverreques o egiimate UE to

Replay atiacks (64 ; PR
Replyataks 64 et B g 1o NCC vl mlsmate, the il omneetion fs aborted,

EAP-AKA protogol is used for authentication of UE from non=3GPF access
{h cuuses his ik

auhentication between the
el

nthi SN e & long pe

Sionaling overbead (33
Miscellaneous atiacks ng verhend 1]

Atiachers gy rduest o end than ae actually buffeed b he
teal UE. [Fihe &NB

aiditional bandwidth consumption

i

nany fake reports, the admission controller may

Rogue RN atack

he rogue RN attack in LTE

Mulilhop nefark cafcgory)

socuriy threals

Network coding specific teeals | Sam MAX network, briefly deseribed in our previous work [ 46]

IV.  RESULT ANALYSIS

In this paper we have further presented
the  originator of  public  key
cryptosystems, the Diffie-Hellman key
exchange algorithm. In the following we
looked at the complexity theoretic
problems this algorithm was based on.
Then we explained a cryptosystem that
was derived from the one presented
before, but could be seen as an
improvement. This Cryptosystem can be
used for encryption and signing messages
without direct interaction.
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Not only the cryptosystem itself can be
compromised. As public key systems are
designed for the populace, a bigger
security issue is in handling the private
keys. Many people do not secure their
private keys as would be necessary. And
to be correctly applied, a private key that
was accessible by a malicious user, even
if it was not, has to be declared
compromised. This is due to attackers
being able to cover his tracks and steal the
private key undetected.
Unfortunately, the complexity of the
issues involved in dealing with
cryptographic systems and software keeps
many people from using them. In
nowadays world, where all Internet
communication is supervised by several
authorities,  encryption  offers the
possibility to get at least some privacy
back.
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V. CONCLUSION AND
FEATURE RESEARCH

As the increase in demand for multimedia
applications and for the safety of mobile
users, providing Internet that supports
QoS-aware and safe multimedia services
for vehicular networks is mandatory for
service providers. To provide high
bandwidth support at the vehicular speed
of up to 350 km/h, the LTE networks are
the preferred candidates. 4G networks
have well-defined QoS and security
architectures. However, some major
security threats such as DoS attack still
exist in 4G multihop networks, because
certain MAC messages are transmitted

wWWwWw.ijiemr.org

only in plain text. For this reason, we
have proposed a distributed security
architecture using the ECDH algorithm in
Layer 2 for 4G multihop wireless
networks. In the proposed scheme, the
wireless nodes are initially authenticated
by the home network and then authorized
by the access node. In addition, the
proposed scheme requires only a slightly
higher bandwidth and computational
overhead than the default standard
scheme.

Nevertheless, there are still threats to the
LTE system architecture, i.e., disclosure
of IMSI due to rogue RN, lack of
backward secrecy, rogue RN attack, and
synchronization attack. For disclosure of
IMSI, the enterprise authentication
protocol, e.g., EAP-TTLS, secures the
identity protection of the user. The other
threats previously mentioned warrant
further investigation. Currently, we are
also working on other security threats in
the LTE system architecture and security
threats, such as IMS security, HeNB
security, and MTC security, in other
domains or layers of LTE networks.
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