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ABSTRACT: Mobile devices can be maliciously exploited to violate the privacy of people. In 

most attack scenarios, the adversary takes the local or remote control of the mobile device, by 

leveraging a vulnerability of the system, hence sending back the collected information to some 

remote web service. In this paper, we consider a different adversary, who does not interact 

actively with the mobile device, but he is able to eavesdrop the network traffic of the device from 

the network side (e.g., controlling a Wi-Fi access point). The fact that the network traffic is often 

encrypted makes the attack even more challenging. In this paper, we investigate to what extent 

such an external attacker can identify the specific actions that a user is performing on her mobile 

apps. We design a system that achieves this goal using advanced machine learning 

techniques.We built a complete implementation of this system, and we also run a thorough set of 

experiments, which show that our attack can achieve accuracy and precision higher than 95%, 

for most of the considered actions. We compared our solution with the three state-of-the-art 

algorithms, and confirming that our system outperforms all these direct competitors. 

 

INTRODUCTION: The amount of 

sensitive data that users handle with their 

mobile devices is truly staggering. People 

continuously carry these devices with them 

and use them for daily communication 

activities, including not only voice calls and 

SMS, but also emails and social network 

interactions. A typical user gains access to 

her savings and checking account by using 

her smartphone. She installs and uses 

several apps to communicate with friends or 

acquaintances. Through her smartphone, she 

gets information about sensitive topics such 

as diseases, sexual or religious preferences, 

etc. As a consequence, several concerns 

have been raised about the capabilities of 

these portable devices to invade the privacy 

of users actually becoming “tracking 

devices”. In this context, an important aspect 

is related to the possibility of continuously 

spying and locating an individual. Solutions 

to identify and isolate malicious code 

running on smartphones as well as to protect 

against attacks coming from the network 

might significantly reduce current threats to 

user privacy. While people become more 

familiar with mobile technologies and their 

related privacy threats, users have started 

adopting good practices that better adapt to 

their privacy feeling and understanding. 

Unfortunately, we believe that even 

adopting such good practices would not 
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close the door to malicious adversaries 

willing to trace people. Indeed, several 

attacks may violate the privacy of the user 

even when the adversary does not physically 

or remotely control the user device. In this 

paper, we consider a passive attacker that is 

able to sniff the network traffic of the 

devices from the network side. Obviously, if 

the network traffic is not encrypted, the task 

of such an attacker is simple: he can analyze 

the payload and read the content of each 

packet. However, many mobile apps use the 

Secure Sockets Layer (SSL) – and its 

successor Transport Layer Security (TLS) – 

as a building block for encrypted 

communications. Even when such solutions 

are in place, the adversary can still infer a 

significant amount of information from the 

analysis of the properly encrypted network 

traffic. For example, work leveraging 

analysis of encrypted traffic already 

highlighted the possibility of understanding 

the apps a user has installed on her device, 

or identify the presence of a specific user 

within a network. 

This work focuses on understanding 

whether the user profiling made through 

analyzing encrypted traffic can be enhanced 

to understand exactly what actions the user 

is doing on her phone: as concrete examples, 

we aim at identifying actions such as the 

user sending an email, receiving an email, 

browsing someone profile on a social 

network, publishing a post or a tweet. The 

underlying issue we leverage in our work is 

that SSL and TLS protect the content of a 

packet, while they do not prevent the 

detection of networks packets patterns that 

instead may reveal some sensitive 

information about the user behavior. An 

adversary may use our approach in several 

practical ways to threaten the privacy of the 

user.  

In the following, we report some 

possible scenarios: 

 A censorship government may try to 

identify a dissident who spreads anti-

government propaganda using an 

anonymous social network account. 

Comparing the time of the public 

posts with the time of the actions 

(inferred with our method), the 

government can guess the identity of 

that anonymous dissident.  

 By tracing the actions performed by 

two users, and taking into account 

the communication latency, an 

adversary may guess (even if with 

some probability of error) whether 

there is a communication between 

them.Multiple observations could 

reduce the probability of errors. 

 An adversary can build a behavioral 

profile of a target victim based on 

the habits of the latter one (e.g., 

wake up time, work time). For 

example, this could be used to 

improve user fingerprinting methods, 

to infer the presence of a particular 

user in a network, even when she 

accesses the network with different 

types of devices. 

EXISTING SYSTEM: 

 Mobile devices can be maliciously 

exploited to violate the privacy of people. In 

most attack scenarios, the adversary takes 

the local or remote control of the mobile 

device, by leveraging a vulnerability of the 

system, hence sending back the collected 

information to some remote web service. 
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There are disadvantages in existing system 

they are 

 Security is less 

PROPOSED SYSTEM: In this paper, we 

investigate to what extent such an external 

attacker can identify the specific actions that 

a user is performing on her mobile apps. We 

design a system that achieves this goal using 

advanced machine learning techniques. We 

built a complete implementation of this 

system, and we also run a thorough set of 

experiments, which show that our attack can 

achieve accuracy and precision higher than 

95%, for most of the considered actions. 

Advantages of our system are: 

 Security is more 

 

 

Fig: System Architecture 

IMPLEMENTATION: Every 

implementation is having its own uses. We 

discussed about the implementation of 

opinion mining in this paper. They are: 

Privacy attacks via traffic analysis: In the 

literature, several works proposed to track 

user activities on the web by analyzing 

unencrypted HTTP requests and responses. 

With this analysis it was possible to 

understand user actions inferring interests 

and habits. More recently, Neasbitt et al. 

proposed ClickMiner, a tool that 

reconstructs user-browser interactions. 

However, in recent years, websites and 

social networks started to use SSL/TLS 

encryption protocol, both for web and 

mobile services. This means that 

communications between endpoints are 

encrypted and this type of analysis cannot be 

performed anymore. 

Traffic analysis of mobile devices: 

Focusing on mobile devices, traffic analysis 

has been successfully used to detect 

information leaks, to profile users by their 

set of installed apps, to find their position, 

and to generate network profiles to identify 

Android apps in the HTTP traffic. Traffic 

analysis has also been used to understand 

network traffic characteristics, with 

particular attention to energy saving. It is 

possible to identify the set of apps installed 

on an Android device, by eavesdropping the 

3G/UMTS traffic that those apps generate. 

An automatic app profiler that creates the 

network fingerprint of an Android app 

relying on packet payload inspection. 

CONCLUSION:  

The framework proposed in this paper is 

able to analyze encrypted network traffic 

and to infer which particular actions the user 

executed on some apps installed on her 

mobile-phone. We demonstrated that despite 

the use of SSL/TLS, our traffic analysis 

approach is an effective tool that an 

eavesdropper can leverage to undermine the 

privacy of mobile users. With this tool an 

adversary may easily learn habits of the 
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target users. The adversary may aggregate 

data of thousands of users in order to gain 

some commercial or intelligence advantage 

against some competitor. In addition, a 

powerful attacker such as a Government, 

could use these insights in order to 

deanonimize user actions that may be of 

particular interest. We hope that this work 

will shed light on the possible attacks that 

may undermine the user privacy, and that it 

will stimulate researchers to work on 

efficient countermeasures that can also be 

adopted on mobile devices. These 

countermeasures may require a kind of 

trade-off between power efficiency and the 

required privacy level. 
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