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Abstract: 

Electricity theft is a widespread problem that causes tremendous economical losses for all utility 

companies around the globe. As many countries struggle to update their antique power systems 

to emerging smart grids, more and more smart meters are deployed throughout the world. 

Compared with analog meters which can be tampered with by only physical attacks, smart 

meters can be manipulated by malicious users with both physical and cyber attacks for the 

purpose of stealing electricity. Thus, electricity theft will become even more serious in a smart 

grid than in a traditional power system if utility companies do not implement efficient solutions. 

The goal of this paper is to identify all malicious users in a neighborhood area in a smart grid 

within the shortest detection time. We propose an Adaptive Binary Splitting Inspection (ABSI) 

algorithm which adopts a group testing method to locate the malicious users. There are two 

considered inspection strategies in this paper: a scanning method in which users will be inspected 

individually, and a binary search method by which a specific number of users will be examined 

as a whole. During the inspection process of our proposed scheme, the inspection strategy as 

well as the number of users in the groups to be inspected is adaptively adjusted. Simulation 

results show that the proposed ABSI algorithm outperforms existing methods. 

 

Introduction 

Introduced to more and more countries, such 

as USA, Japan, and China [1, 2]. To make 

electrical grids “smart”, a multitude of 

modern hardware and software techniques 

are integrated into power systems [3, 4]. For 

example, analog meters in traditional power 

systems are upgraded to digital smart 

meters, which have capabilities of 

computation, communication, and remote 

control [5–7]. Besides, a cyber layer is 

added to the metering system. 

Unfortunately, while these techniques bring 

us convenience and efficiency, they also 

enable malicious users to apply numerous  

 

 

new ways to steal electricity, where 

malicious users are referred as to the users 

stealing electricity.Compared to analog 

meters which can be tampered with by only 

physical attacks, such as directly tapping 

into power lines and bypassing energy 

meters, smart meters can also be 

manipulated with cyber attacks. It is 

reported that users with a moderate level of 

computer knowledge are able to hack into 

the digital chips of smart meters, with low-

cost tools and software readily available on 

the Internet [8–10]. Another commonly used 

method to steal electricity is to bribe 
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employees in utility companies. These 

employees will then log into the electricity 

consumption database of their utility 

companies, and manipulate malicious users’ 
readings to smaller numbers and even make 

them unregistered. 

PURPOSE OF THE PROJECT 

The purpose of cost saving, the authors in 

paper propose to install a limited number of 

inspectors for each neighborhood area 

network (NAN) where inspectors are 

actually enhanced smart meters with larger 

memory and stronger computation 

capability. Clearly, fewer inspectors 

inevitably suggest longer detection time of 

malicious users. With the goal of identifying 

all malicious users within the shortest 

detection time, a series of inspection 

methods based on logical binary trees are 

proposed in papers. Since we recently 

observe that the electricity theft detection 

issue has some common features with the 

group testing problem (which will be 

explained later), in this paper, we propose to 

apply a group testing method to electricity 

theft detection to locate malicious users. The 

proposed electricity theft detection method 

in this paper is called Adaptive Binary 

Splitting Inspection (ABSI) algorithm in 

which groups of users are tested together 

and the group size is changed dynamically 

during the testing process. There are two 

considered inspection strategies in this 

paper: a scanning method in which users 

will be inspected individually, and a binary 

search method by which a specific number 

of users will be examined as a whole. 

During the inspection process of our 

proposed scheme, the inspection strategy as 

well as the number of users in the groups to 

be inspected will be adaptively adjusted. 

The main contributions of this paper are 

highlighted as follows: First, we propose to 

apply a group testing method to electricity 

theft detection to locate malicious users in 

smart grid in which the inspection strategy 

as well as the number of users in the groups 

to be inspected is adaptively adjusted. 

Second, we provide the performance 

analysis of the ABSI algorithm, e.g., 

estimating the minimum upper bound of the 

number of malicious users and the 

maximum number of inspection steps 

(detection time). Third, simulations are 

conducted to evaluate the performance of 

the ABSI algorithm. Simulation results show 

that the proposed ABSI algorithm 

outperforms existing methods. 

PROBLEMS EXISTING SYSTEM 

A cyber layer is added to the metering 

system. Unfortunately, while these 

techniques bring us Convenience and 

efficiency, they also enable malicious users 

to apply numerous new ways to steal 

electricity, where malicious users are 

referred as to the users stealing electricity. 

Compared to analog meters which can be 

tampered with by only physical attacks, such 

as directly tapping into power lines and 

bypassing energy meters, smart meters can 

also be manipulated with cyber attacks. 

Almost all utility companies around the 

globe, especially those in many emerging 

market countries [11], suffer from electricity 

theft. Currently, according to a new study 

published by Northeast Group, LLC, the 

world loses $89:3 billion annually due to 

electricity theft, among which the top 50 

emerging market countries lose $58:7 billion 

per year . The highest losses were in India 
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($16.2 billion), followed by Brazil ($10.5 

billion) and Russia ($5.1 billion). It is said 

that 80% of worldwide electricity theft 

occurs in private dwellings and 20% on 

commercial and industrial premises. 

Provided that utility companies do not 

implement efficient solutions, electricity 

theft will become even more serious in 

smart grids than in traditional power 

systems. 

Existing system: 

A cyber layer is added to the metering 

system. Unfortunately, while these 

techniques bring us Convenience and 

efficiency, they also enable malicious users 

to apply numerous new ways to steal 

electricity, where malicious users are 

referred as to the users stealing electricity. 

Compared to analog meters which can be 

tampered with by only physical attacks, such 

as directly tapping into power lines and 

bypassing energy meters, smart meters can 

also be manipulated with cyber attacks. 

Almost all utility companies around the 

globe, especially those in many emerging 

market countries [11], suffer from electricity 

theft. Currently, according to a new study 

published by Northeast Group, LLC, the 

world loses $89:3 billion annually due to 

electricity theft, among which the top 50 

emerging market countries lose $58:7 billion 

per year . The highest losses were in India 

($16.2 billion), followed by Brazil ($10.5 

billion) and Russia ($5.1 billion). It is said 

that 80% of worldwide electricity theft 

occurs in private dwellings and 20% on 

commercial and industrial premises. 

Provided that utility companies do not 

implement efficient solutions, electricity 

theft will become even more serious in 

smart grids than in traditional power 

systems. 

Proposed system 

The purpose of cost saving, the authors in 

paper propose to install a limited number of 

inspectors for each neighborhood area 

network (NAN) where inspectors are 

actually enhanced smart meters with larger 

memory and stronger computation 

capability. Clearly, fewer inspectors 

inevitably suggest longer detection time of 

malicious users. With the goal of identifying 

all malicious users within the shortest 

detection time, a series of inspection 

methods based on logical binary trees are 

proposed in papers. Since we recently 

observe that the electricity theft detection 

issue has some common features with the 

group testing problem (which will be 

explained later), in this paper, we propose to 

apply a group testing method to electricity 

theft detection to locate malicious users. The 

proposed electricity theft detection method 

in this paper is called Adaptive Binary 

Splitting Inspection (ABSI) algorithm in 

which groups of users are tested together 

and the group size is changed dynamically 

during the testing process. There are two 

considered inspection strategies in this 

paper: a scanning method in which users 

will be inspected individually, and a binary 

search method by which a specific number 

of users will be examined as a whole. 

During the inspection process of our 

proposed scheme, the inspection strategy as 

well as the number of users in the groups to 

be inspected will be adaptively adjusted. 

The main contributions of this paper are 

highlighted as follows: First, we propose to 

apply a group testing method to electricity 
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theft detection to locate malicious users in 

smart grid in which the inspection strategy 

as well as the number of users in the groups 

to be inspected is adaptively adjusted. 

Second, we provide the performance 

analysis of the ABSI algorithm, e.g., 

estimating the minimum upper bound of the 

number of malicious users and the 

maximum number of inspection steps 

(detection time). Third, simulations are 

conducted to evaluate the performance of 

the ABSI algorithm. Simulation results show 

that the proposed ABSI algorithm 

outperforms existing methods. 

Modules: 

1. Adaptive Binary Splitting 

Inspection 

2. The head inspector monitors all 

the users statically  

3. The sub-inspectors can be 

effortlessly added into or removed 

from the inspector box 

Conclusion: 

In this paper, we investigate the MMI 

problem whose goal is to identify all 

malicious users with the minimum number 

of inspection steps. We propose to apply the 

group testing method to address the MMI 

problem and we call our method the ABSI 

algorithm. During the inspection process, 

the ABSI algorithm  adaptively adjusts the 

inspection strategies. Specifically, among 

the users which need to be further inspected, 

if one user out of an average number of at 

least two users is malicious, the binary 

search method will be applied; otherwise, 

the scanning method will be applied. 

Furthermore, based upon some assumptions, 

we demonstrate how to estimate the 

minimum upper bound of the number of 

malicious users in the NAN, which is the 

prerequisite for applying the ABSI 

algorithm. Moreover, we give out the 

maximum number of inspection steps of the 

ABSI algorithm. After obtaining the 

theoretical minimum number of inspection 

steps, we analyze how much improvement 

can be made over the ABSI algorithm. 

Simulation results show that the ABSI 

algorithm outperforms existing methods in 

some aspects. Specifically, the ABSI 

algorithms surpass the ATI algorithm in 

terms of the speed. Compared to the BCGI 

algorithm, the ABSI algorithm is a more 

general approach. 
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