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ABSTRACT: 

Photo sharing is an attractive feature which popularizes Online Social Networks (OSNs). 

Unfortunately, it may leak users’ privacy if they are allowed to post, comment, and tag a photo 

freely. In this paper, we attempt to address this issue and study the scenario when a user shares a 

photo containing individuals other than himself/herself (termed co-photo for short). To prevent 

possible privacy leakage of a photo, we design a mechanism to enable each individual in a 

photo be aware of the posting activity and participate in the decision making on the photo 

posting. For this purpose, we need an efficient facial recognition (FR) system that can recognize 

everyone in the photo. However, more demanding privacy setting may limit the number of the 

photos publicly available to train the FR system. To deal with this dilemma, our mechanism 

attempts to utilize users’ private photos to design a personalized FR system specifically trained 

to differentiate possible photo co-owners without leaking their privacy. We also develop a 

distributed consensus based method to reduce the computational complexity and protect the 

private training set. We show that our system is superior to other possible approaches in terms 

of recognition ratio and efficiency. Our mechanism is implemented as a proof of concept 

Android application on Facebook’s platform. 

1. INTRODUCTION 

Photo sharing is an interesting component 

of Online Social Networks (OSNs)[6]. 

Users have no control over data residing 

outside their spaces. Each user has a 

different privacy concerns about the photos 

related to them. Each user can tag/share 

contents to his/her friends. OSNs only 

allows us to keep or delete the content. A 

large proportion of photographs contain 

face images which are associated with the 

daily lives of the photographers who 

captured them. Currently, online social 

networks (OSNs) such as Facebook 

,Instagram, Twitter, and Snapchat are 

prevailing platforms on which people 

communicate with their social connections 

such as friends, family members, and 

colleagues in the real world. Social 

networks, due to many unfavorable 

incidents, have been blame for breaching 

the privacy of their users. Both in academia 

and in the media, the importance of a user’s 

confidentiality has been rarely discussed. In 

addition to some proposed technical 

solutions, there have been a huge number of 

initiatives to educate users so that they do 

not provide an excessive amount of 

personal information. Privacy issue is one 

of the main concerns, since many social 

network user are not careful about what 
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they expose on their social network space. 

The second issue is identity theft; attackers 

make use of social networks account to steal 

victim’s identities. The third is the spam 

issue. Attackers make use of social 

networks to increase spam click through 

rate, which is more effective than the 

traditional email spam. In the past, there 

was a buzz regarding the privacy settings of 

Facebook as it was very complicated but 

later they have simplified it for better 

understanding and easy access to common 

people. Due to lack of knowledge and 

understanding of privacy features of 

Facebook, people make many mistakes. 

Another important thing which should be 

controlled is the availability of the personal 

informationwhich should be prevented from 

leakage as it may revealpersonal 

information of an individual in the form of 

videos, images or any data. As the 

popularity of social networks continues to 

grow, concerns surrounding sharing 

information online compound. Users 

regularly upload personal stories, photos, 

videos, and lists of friends revealing private 

details to the public. To protect user data, 

privacy controls have become a central 

feature of social networking sites but it 

remains up to users to adopt these features. 

Privacy restrictions form a spectrum 

between public and private data.On the 

public end, users can allow every Facebook 

member to view their personal content. On 

the private end, users can restrict access to a 

specific set of trusted users. Facebook uses 

friendship to distinguish between trusted 

and untrusted parties. Users can allow 

friends, friends of friends, or everyone to 

access their profile data, depending on their 

personal requirements for privacy. 

 

2. PROBLEM STATEMENT  

 

Privacy policy and exposure policy 

In this paper, we assume that each user i has 

a privacypolicy Pi(x) and a exposure policy 

Vi(x) for a specific photo x. The privacy 

policy Pi(x) indicates the set of users who 

can access photo x and exposure policy 

Vi(x) indicates the set of users who can 

access x when user I is involved. After 

people on co-photo x are recognized with 

our algorithm as a set I, the set of users who 

follow both the privacy policy and exposure 

policy could be calculated by: 

S = Pi(x)\ k∈IVk(x) (1) 

We assume that our users have defined their 

privacy policy and exposure policy and 

these policies are modifiable. The exposure 

policy is treated as a private data that shall 

not be revealed, and a secure set 

intersection protocol  is used to find the 

access policy S in 1. After the access policy 

S is established, the co-photo x will be 

shared with users in S. 

 

FR with social contexts 

An FR engine for a large-scale social 

network may require discriminating 

millions of individuals. It seems to be a 

daunting task that could never be 

accomplished. However, when we 

decompose it into several personal FR 

engines, the situation will change for better. 

Social contexts contains a large amount of 

useful information which could be utilized 

as a priori knowledge to help the facial 

recognition. In, Mavridis, Kazmi and Toulis 

develop a three-realm model to study facial 

recognition problems on OSN photos. The 

three realms include a social realm, in 

which identities are entities, and friendship 
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a relation; a visual sensory realm, of which 

faces are entities and occurrence in images a 

relation; and a physical realm, in which 

bodies belong, with physical proximity 

being a relation. It is shown that the 

relationship in the social realm and physical 

realm are highly correlated with the 

relationship in the visual sensory realm. In 

this manner, we can use the social context 

to construct a priori distribution Pi over the 

identities on the co-photos for user i. With 

this priori distribution, while trying to 

recognize people on the cophotos, the FR 

engine could focus on a small portion of 

“close” friends (friends who are 

geographically close and interacting 

frequently with user i). We assume that for 

user i, we can define a threshold on the 

priori distribution Pi to get a small group of 

identities consisting of i and his one-hop 

neighbors (e.g., close friends), denoted as 

the neighborhood Bi. Then our goal for the 

personal FR at user i is to differentiate users 

in Bi.if Bob has a co-photo, we assume that 

users appear in the photo are among the 

setof {Divid, Eve, Tom, Bob}. 

FR system 

We assume that user i has a photo set of 

size Ni of himself/herself as his/her private 

training samples (say, stored on his/her own 

device such as smart phone). From the 

private photo set, a user detects and extracts 

the faces on each photo with the standard 

face detection method. For each face, a 

vector of size p is extracted as the feature 

vector. Then, for user i, his/her private 

training set could be written as xi of size Ni 

× p. In the rest of this paper, we use one 

record and one photo interchangeably to 

refer one row in xi. 

 

GOALS 

 We can find the potential owners of 

shared photos automatically even 

when the use of generated tags is 

kept as an option in our paper. 

 Private photos in a privacy-

preserving manner and social 

contexts to derive a personal FR 

engine for any particular user is 

proposed in our paper. 

 We propose a consensus-based 

method to achieve privacy and 

efficiency. 

 

ALGORITHMS USED: 

 

Homomorphic Algorithm 

There are two steps to build classifiers for 

each neighborhood: firstly find classifiers of 

self, friend for each node, and then find 

classifiers of friend, friend. Notice that the 

second step is tricky, because the friend list 

of the neighborhood owner could be 

revealed to all his/her friends. On the other 

hand, friends may not know how to 

communicate with each other. 

Homomorphic encryption is a form of 

encryption that allows computations to be 

carried out on cipher text, thus generating 

an encrypted result which, when decrypted, 

matches the result of operations performed 

on the plaintext. Homomorphic encryption 

would allow the chaining together of 

different services without exposing the data 

to each of those services. 
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Iterate Method of Compute: 

Generally, the proposed distributed training 

scheme of a toy system could be 

summarized in Algorithm 1. In this 

Algorithm, uij = F(Xi, Xj ) is the 

computation of classifier uij with Xi as 

positive training samples and Xj as negative 

training samples. qd(A, B) is a standard 

quadratic programming solver that gives the 

optimal solution of max{−12x T Ax + BT 

x}, and notice that we omit the constraint of 

0 ≤ λ ≤ C for brevity. Threshold is the user-

defined stopping criteria, a larger threshold 

results with fewer iterations while a larger 

discrepancy between ui and uj . 

 
 

3. PROBLEM SOLUTION: 

 

DISADVANTAGES: 

 Currently there is no restriction with 

sharing of co-photos, on the contrary, 

social network service providers like 

Facebook are encouraging users to post 

co-photos and tag their friends in order 

to get more people involved. 

 Unfortunately, on most current OSNs, 

users have no control over the 

information appearing outside their 

profile page. 

PROPOSED SYSTEM: 

 We propose a privacy-preserving 

distributed collaborative training system 

as our FR engine. In our system, we ask 

each of our users to establish a private 

photo set of their own. We use these 

private photos to build personal FR 

engines based on the specific social 

context and promise that during FR 

training, only the discriminating rules 

are revealed but nothing else. 

 In this paper, we propose a novel 

consensus based approach to achieve 

efficiency and privacy at the same time. 

The idea is to let each user only deal 

with his/her private photo set as the 

local train data and use it to learn out 

the local training result. After this, local 

training results are exchanged among 

users to form a global knowledge. 

 In the next round, each user learns over 

his/hers local data again by taking the 

global knowledge as a reference. Finally 

the information will be spread over 

users and consensus could be reached. 

 We show later that by performing local 

learning in parallel, efficiency and 

privacy could be achieved at the same 

time. 
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4. CONCLUSIONS 

Photograph sharing is a standout amongst 

the most famous elements in online 

informal communities, for 

example,Facebook. Lamentably, imprudent 

photograph posting may uncover protection 

of people in a posted photograph. To check 

the protection spillage, we proposed to 

empower people conceivably in a 

photograph to give the authorizations before 

posting a co-photograph. We composed a 

protection saving FR framework to 

distinguish people in a co-photograph. The 

proposed framework is included with low 

calculation cost and privacy of the 

preparation set. Hypothetical investigation 

and tests were directed to show adequacy 

and effectiveness of theproposed conspire. 

We expect that our proposed plan 

beextremely helpful in ensuring clients' 

security in photograph/picture sharing over 

online informal communities. Be that as it 

may, there dependably exist exchange off 

amongst security and utility. For instance, 

in our present Android application, the co-

photograph must be post with consent of all 

the co-proprietors. Inertness presented in 

this procedure will extraordinarily affect 

client experience of OSNs. More over, 

neighborhood FR preparing will deplete 

battery rapidly. Our future work could be 

the manner by which to move the proposed 

preparing plans to individual mists like 

Dropbox as well as icloud. 
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