
 
 

Vol 07 Issue13, Dec 2018                          ISSN 2456 – 5083                                        www.ijiemr.org 

  

COPY RIGHT  

 

2018IJIEMR.Personal use of this material is permitted. Permission from IJIEMR must 

be obtained for all other uses, in any current or future media, including 

reprinting/republishing this material for advertising or promotional purposes, creating new 

collective works, for resale or redistribution to servers or lists, or reuse of any copyrighted 

component of this work in other works. No Reprint should be done to this paper, all copy 

right is authenticated to Paper Authors   

IJIEMR Transactions, online available on 10th
 
Dec 2018. Link 

:http://www.ijiemr.org/downloads.php?vol=Volume-07&issue=ISSUE-13 

Title: PREDICATE-ONLY ENCRYPTION FOR LBS QUERY ON CLOUD RESOURCES 

Volume 07, Issue 13, Pages: 116–122. 

Paper Authors  

MS.S.GEETHA, MR MD NAZMODDIN  
D.V. R COLLEGE OF ENGINEERING AND TECHNOLOGY(T.S),INDIA 

 

 

 

 

                                         

                                                                                    USE THIS BARCODE TO ACCESS YOUR ONLINE PAPER  

To Secure Your Paper As Per UGC Guidelines We Are Providing A Electronic 

Bar Code 



 

Vol 07 Issue13, Dec 2018                                  ISSN 2456 – 5083 Page 116 

 

 

PREDICATE-ONLY ENCRYPTION FOR LBS QUERY ON CLOUD 

RESOURCES 
1
MS.S.GEETHA, 

2
MR MD NAZMODDINMTECH 

1
PG Scholar, Dept of CSE,  D.V. R COLLEGE OF ENGINEERING AND TECHNOLOGY(T.S),INDIA.  

., 
2
Assistant Professor, Department of CSE, D.V. R COLLEGE OF ENGINEERING AND TECHNOLOGY, 

(T.S),INDIA   
1
geethasanju80@gmail.com, 

2
najmuddinmohd4u@gmail.com. 

 
ABSTRACT:   With the certainty of cutting edge cells, territory based organizations (LBS) have 

become amazing thought and end up being more well known and basic starting late. In any case, 

the usage of LBS in like manner speaks to a potential threat to customer's region security. In this 

paper, going for spatial range request, a pervasive LBS giving information about reasons for 

interest (POIs) inside a given partition, we show a capable and security sparing territory based 

inquiry game plan, called EPLQ. Specifically, to achieve insurance sparing spatial range 

question, we propose the key predicate-just encryption plan for inward thing expand (IPRE), 

which can be used to recognize whether a position is inside a given circuitous zone in a security 

defending manner. To reduce question dormancy, we furthermore design a security defending 

tree record structure in EPLQ. Point by point privacy examination certifies the properties of 

EPLQ. Also, wide tests are driven, and the results display that EPLQ is to a great degree capable 

in security sparing spatial range request over outsourced encoded data. In particular, for a 

flexible LBS customer using an Android phone, around 0.9 s is relied upon to make an inquiry, 

and it similarly just requires an item workstation, which expect the piece of the cloud in our 

trials, two or three minutes to look for POI 

Keywords:    Location-based Services, security-providing methods, Spatial Range Query, 

Outsourced Encrypted Data .         

            I INTRODUCTION  

In  reality positioned, cloud computing is 

process of delivery of services—databases, 

storage, servers, networking, software 

program , analytics and extra—over the 

internet (“the cloud”). Agencies offering 

those computing offerings are referred to as 

cloud corporations and usually fee for cloud 

computing offerings primarily based on 

usage, just like how you are billed for water 

or energy at home. 

 
Figure 1: Cloud Computing 
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Uses of cloud computing:You are likely 

using cc now, even if you don't compre it 

with trending technologies. in case you use a 

web provider to ship e-mail, edit files, watch 

films or tv, concentrate to tune, play video 

games or save images and other files, it's 

miles probably that cloud is make it all 

backstage. The first cloud computing 

offerings are barely a decade vintage, but 

already a variety of companies-from tiny 

startups to global groups, government 

agencies to non-income-are embracing the 

technology for all kinds of groups. Here are 

the various matters you could do with the 

cloud: 

• Create new apps and offerings 

• Keep, back up and get better information 

• Host web sites and blogs 

• Move audio and video 

• Deliver software program on demand 

• Analyse facts for styles and make 
predictions 

II SYSTEM ANALYSIS 

EXISTING SYSTEM 

  Recently, there are as of now a few 

answers for security protecting 

spatial range inquiry.  

 

 Protecting the protection of client 

area in LBS has pulled in significant 

intrigue. Be that as it may, 

noteworthy difficulties still stay in 

the plan of protection saving LBS, 

and new difficulties emerge 

especially because of information 

outsourcing. As of late, there is a 

developing pattern of outsourcing 

information including LBS 

information is result of its money 

related and operational advantages.  

 Lying at the convergence of versatile 

figuring and distributed computing, 

planning security protecting 

outsourced spatial range question 

faces the difficulties.  

PROPOSED SYSTEM 

  In this exploration, we propose a 

productive answer for security 

saving spatial range inquiry named 

EPLQ, which permits questions over 

encoded LBS information without 

revealing client areas to the cloud or 

LBS supplier.  

 To ensure the protection of client 

area in EPLQ, we outline a novel 

predicate-just encryption plot for 

inward item extend (IPRE conspire 

for short), which, to the best of our 

insight, is the main 

predicate/predicate-just plan of this 

kind. To enhance the execution, we 

additionally plan a privacypreserving 

record structure named ss-tree. In 

particular, the principle 

commitments of this paper are three 

folds.  

 We propose IPRE, which permits 

testing whether the internal result of 

two vectors is inside a given range 

without revealing the vectors. In 

predicate encryption, the key 

comparing to a predicate f can 

unscramble a ciphertext if and just if 

the trait of the ciphertext x fulfills 

the predicate, i.e., f(x) = 1. Predicate-

just encryption is a unique sort of 

predicate encryption not intended for 

encoding/decoding messages.it 
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uncovers that whether f(x) = 1 or 

not. Predicate-just encryption plans 

supporting distinctive sorts of 

predicates have been proposed for 

security protecting inquiry on 

outsourced information.  

 

 We propose EPLQ, an effective 

answer for protection saving spatial 

range inquiry. Specifically, we 

demonstrate that whether a POI 

coordinates a spatial range inquiry or 

not can be tried by looking at 

whether the inward result of two 

vectors is in a given range. The two 

vectors contain the area data of the 

POI and the inquiry, individually. In 

view of this revelation and our IPRE 

plot, spatial range question without 

spilling area data can be 

accomplished. To abstain from 

filtering all POIs to discover 

coordinated POIs, we additionally 

abuse a novel record structure named 

ss-tree, which disguises touchy area 

data with our IPRE plot.  

III IMPLEMENTATION 

 MODULES:  

 Framework Construction Module  

 

 LBS User  

 

 LBS Provider  

 

 Protection Preserving Spatial Range 

Query  

MODULES DESCSRIPTION:  

Framework Construction Module  

The LBS supplier has inexhaustible of LBS 

information, which are POI records. The 

LBS supplier permits approved clients (i.e., 

LBS clients) to use its information through 

area based inquiries. In light of budgetary 

and operational advantages of information is 

outsourcing. Be that as it may, the LBS 

supplier isn't willing to unveil the significant 

LBS information to the cloud. Subsequently, 

the LBS supplier encodes the LBS 

information, and outsources the scrambled 

information to the cloud. The cloud has rich 

stockpiling and figuring assets. It stores the 

scrambled LBS information from the LBS 

supplier, and gives inquiry administrations 

to LBS clients. Thus, the cloud needs to look 

through the encoded POI records in 

neighborhood stockpiling to locate the ones 

coordinating the questions from LBS clients.  

LBS clients have the data of their own areas, 

and inquiry the scrambled records of 

adjacent POIs in the cloud. Cryptographic or 

protection upgrading methods are generally 

used to shroud the area data in the questions 

sent to the cloud. To unscramble the 

encoded records got from the cloud, LBS 

clients need to acquire the decoding key 

from the LBS supplier ahead of time.  

LBS User  

In this Module, the versatile client sends 

area based inquiries to the LBS supplier (or 

called the LBS server) and gets area based 

administration from the supplier. The 

versatile client questions the area based 

specialist co-op about rough k closest 

purposes of enthusiasm based on his present 

area. the smart and large the versatile client 

needs to present his area to the LBS supplier 

which at that point discovers and comes 

back to receiver that closest POIs. This 

uncovers the versatile client's area to the 

LBS supplier.  
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LBS Provider  

In this Module, the LBS supplier gives area 

based administrations to the portable client. 

LBS enables customers to inquiry a 

specialist co-op in a universal way, with a 

specific end goal to recover definite data 

about purposes of intrigue POI in their 

region.The LBS supplier forms spatial 

questions based on the area of the versatile 

client. Area data gathered from versatile 

clients, purposely and unconsciously, can 

uncover much something beyond a client's 

scope and longitude.  

Protection Preserving Spatial Range 

Query  

In EPLQ, client inquiries and the touchy 

area data are encoded with IPRE plot. A 

question consist of two tokens related with 

the two predicate vectors, which contains 

the LBS client's area data. The LBS client 

creates two tokens for seeking POI records 

with the proposed IPRE conspire. The two 

tokens related with the inquiry zone ought to 

be created. Give Ks[0] and Ks[1] a chance 

to be the produced two tokens.  

The client sends an inquiry to the LBS 

Service Provider. The LBS Service Provider 

pursuits to discover all leaf hubs 

coordinating the question from the client. 

The LBS Service Provider restores the 

relating POI records of coordinated leaf 

hubs to the client. The LBS client 

unscrambles got POI records with the 

mutual key of the standard encryption plot. 

 

 

 

 

 

 

IV SYSTEM DESIGN 

SYSTEM ARCHITECTURE: 

 

Figure 2: System Architecture 

DATA FLOW DIAGRAM:  

The DFD is also called as air take design. It 

is a reasonable graphical formalism that can 

be utilized to address a structure the degree 

that information to the framework, particular 

managing completed on this information, 

and the yield information is made by this 

structure. The information stream graph is a 

victor among the most essential 

demonstrating contraptions. It is utilized to 

exhibit the structure parts. These sections 

are the framework system, the information 

utilized by the procedure, an outer substance 

that accomplices with the structure and the 

data streams in the structure. DFD shows 

how the data experiences the structure and 

how it is adjusted by a development of 

changes. It is a graphical technique that 

portrays data stream and the movements that 

are related as information moves from 

responsibility to yield. DFD is for the most 

part called bubble plot. A DFD can be 

utilized to address a framework at any level 

of discussion. DFD might be dispersed into 
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levels that location broadening data stream 

and accommodating point of interest.  

 
Figure 3: Data Flow Diagram 

V RESULTS 

Home Page: 

 

 

 

Provider Login Page: 

 

User Registration: 

 

User Login Page: 
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User Home Page: 

 

User Request To Provider: 

 

Provider View The all User Details: 

 

 

V I  CONCLUSION 

 In this research, we have proposed EPLQ, 

an effective saving spatial range question 

answer for advanced mobile phones, which 

saves the security of client area, and 

accomplishes privacy of LBS information. 

To acknowledge EPLQ, we have outlined an 

IPRE and a novel security protecting file 

tree named ˆ ss-tree. EPLQ's viability has 

been assessed with hypothetical examination 

and analyzes, and point by point 

investigation demonstrates its security 

against known-example assaults and 

ciphertext-just assaults. Our systems have 

potential uses in different sorts of protection 

saving inquiries. On the off chance that the 

inquiry can be performed through 

contrasting inward items with a given range, 

the proposed IPRE and ˆ ss-tree might be 

connected to acknowledge security 

protecting question. Two potential 

utilizations are security safeguarding 

comparability inquiry and long spatial range 

question. Later on, we will plan answers for 

these situations and distinguish more uses. 
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