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Abstract—secure data transmission is a main issue for wireless sensor networks (WSNs).
Clustering is an efficient and practical way to enhance the system improvement of WSNs. In
this paper, we study a secure data transmission for cluster-based WSNs (CWSNs), where the
clusters are formed dynamically and periodically. We propose two Secure and Efficient data
Transmission (SET) protocols for CWSNs, called SET-IBS and SET-IBOQOS, by using the
Identity-Based digital Signature (IBS) scheme and the Identity-Based Online/Offline digital
Signature (IBOOS) scheme, respectively. In SET-IBS, security relies on the hardness of the
Diffie-Hellman problem in the pairing domain. SET-IBOOS further reduces the
computational overhead for protocol security, which is crucial for WSNs, while its security
relies on the hardness of the discrete logarithm problem. We show the feasibility of the SET-
IBS and SET-IBOOS protocols with respect to the security requirements and security
analysis against various attacks. The calculations and simulations are provided to illustrate
the efficiency of the proposed protocols. The results show that, the proposed protocols have
better performance than the existing secure protocols for CWSNs, in terms of security
overhead and energy consumption.

Index Terms—Cluster-based WSNs, ID-based digital signature, ID-based online/offline
digital signature, secure data transmission protocol.

Introduction

In the Existing System of wireless sensor certain applications, such as military

network comprised of spatially distributed
devices using wireless sensor nodes to
monitor physical or environmental
conditions, such as sound, temperature,
and motion. The individual nodes are
capable of sensing their environments,
processing the information data locally,
and sending data to one or more collection
points in a WSN. Efficient data
transmission is one of the most important
issues for WSNs. Meanwhile, many WSNs
are deployed in harsh, neglected and often
adversarial physical environments for

domains and sensing tasks with trustless
surroundings. In this Proposed System,
Secure and Efficient data transmission is
thus especially necessary and is demanded
in many such practical WSNs. So, we
propose two Secure and Efficient data
Transmission (SET) protocols for CWSN:ss,
called SET-IBS and SET-IBOOS, by using
the Identity-Based digital Signature (IBS)
scheme and the Identity-Based
Online/Ofline digital Signature (IBOOS)
scheme, respectively. It has been proposed
in order to reduce the computation and
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storage costs to authenticate the encrypted
sensed data, by applying digital signatures
to message packets, which are Efficient in
communication and applying the key
management for security. In the proposed
protocols  pairing  parameters are
distributed and preloaded in all sensor
nodes by the BS initially.
2. RELATED WORKS

This section covers literature survey of the
work of this paper In [1], a survey of
security issues in wireless sensor networks
WSN’s is done. As WSN suffers from
many constraints like low computation
capability, small memory, limited energy
resources and use of insecure wireless
communication channel. There are 5
Cryptography, key
management, secures routing, secure data

security  issues:

aggregation and intrusion detection. In [2],
survey of various algorithms is done.
These algorithms can help in overcome
some of the WSN challenges specified in
[1]. Comparison between different
clustering algorithms is done. Author
presented a taxonomy and general
classification of published clustering
schemes and  different  clustering
algorithms for WSNGs.

In [3], author develop and analyze low-
energy adaptive clustering hierarchy
(LEACH), a protocol architecture for
micro sensor networks that combines the
ideas of energy-efficient cluster-based
routing as specified in [2] and media
access together with application-specific
data aggregation to achieve good
performance in terms of system lifetime,
latency, and application-perceived quality.
Adding security to LEACH-like protocols
is challenging, because they dynamically,
randomly and periodically rearrange the
network’s clusters and data links.
Therefore, providing steady long-lasting
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node-to-node trust relationships and
common key distributions are inadequate
for LEACH.

In [4], the advances in technology have
made it possible to have extremely small,
low powered sensor devices equipped with
multiple
wireless

programmable computing,
parameter sensing, and
communication capability. But, because of
their inherent limitations, the protocols
designed for such sensor networks must
efficiently use both limited bandwidth and
battery energy. Author developed an
M/G/1 model to analytically determine the
delay incurred in handling various types of
queries  using APTEEN
(Adaptive Periodic Threshold-sensitive

enhanced

Energy Efficient sensor Network protocol)
protocol.
In [5], author proposes PEACH protocol,
which is a power-efficient and adaptive
clustering hierarchy protocol for wireless
sensor networks. By using overhearing
characteristics of wireless communication,
PEACH forms clusters without additional
overhead and supports adaptive multi-level
clustering. In addition, PEACH can be
used for both location-unaware and
location-aware wireless sensor networks.
But implementation is complicated.

3. SYSTEM DESIGN
In this section, the below given are the
explanation of block diagram design and
the proposed system explanation is as
followa
A. Proposed solution
The main objective of the proposed work
is to provide security for the data in
wireless network as the data is to be send
through wireless channel. Therefore, two
security protocols SET-IBS and SET-
IBOOS are proposed. With the help of
these two protocols energy consumption
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can also be decreased as shown in the
simulation results.

B. System Architecture

Workflow of SET-IBS Protocol and its
Operation Secure communication in SET-
IBS relies on ID based cryptography in
which user public keys are their ID
information. Thus, users can obtain their
corresponding  private keys  without
auxiliary data transmission, which is
efficient in communication and saves
energy. Fig 5 illustrates the process of
encryption and decryption using the keys
generated. As shown in fig private key is
generated from nodes ID and the mask
(msk) function of Base station (BS).
Similarly, public key is generated from
msk function of CH. Using these keys
security can be provided to the data.

sk, param ID,mask
B Private key

Encryption
process

Signature

Generation
SlG

msk

| Public key

Decryption process

Fig 1: Workflow of SET-IBS protocol
Workflow of SET-IBOOS and its
Operation
SET-IBOOS is proposed in order to
further decrease the computational
overhead for security using the IBOOS
technique, in which security relies on the
hardness of the discrete logarithmic
problem.Private key is generated in similar
way as that of IBS, Along with private key
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online signature is generated for
encrypting the data. This online signature
is obtained using offline signature. While
decrypting the data online signature,
sensor node ID and message M parameters
are used as shown in fig 2.

reated by sending
node

msk param
% LDk | prte ey M SGorline  L_Enerption

Tjparam

S1Goffline

Decryption
S\Gonline,ID,M

Fig 2: Workflow of IBOOS protocol
4. Simulation Results
In this work we have developed a sensor
network model in Mat lab to incorporate
Phy-Mac layer ~ fundamentals of
modulation, channel error, transmission
delay and bit error rate into the simulation
to realistically analyze the behavior of this
network and concept. We compare the
performance of both the techniques (IBS
and IBOOS) for various parameters as
shown in the graph.
A. Simulation Parameters
Table 1. Simulation parameters

Values
1 1
Network area 00 mx100 m
Number of nod
umber of nodes 40
Message size 50 bits
Signal-to-noise -40 db
ratio(SNR)
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Initial energy of 0.5 Joules
nodes
IEEE 802.11
MAC layer 80
Base st'atlon 10-50m
location

B. Simulation performance metrics
The performance metrics used to measure
the simulation of the work are explained
below Energy consumption: Energy
consumption in the WSN cluster head is
given by equation 1 below

Ebs (Kc) =-1/ Kc(1+ o)) N o’In(Py)
GiM’M+Pct+Pcr/B
Where

kc is the number of clusters

a is the efficiency of radio
frequency (RF) power amplifier

Nf is the receiver noise figure

62=No/2 is the power density of
additive white Gaussian noise (AWGN)
channel

Pb is the bit error rate (BER)
obtained while using phase
Shift keying

G1 is the gain factor

M1 is the gain margin

B is the bandwidth

Pct is the circuit power
consumption of the transmitter

Pcr is the circuit power
consumption of the receiver.

» Bit error rate:
Bit errors is the number of received bits of
a data stream over a communication
channel that have been altered due to
noise, interference, distortion or bit
synchronization errors.
BER = number of bit error
Total number of

transferred bits
during a time interval
» Signal to noise ratio (SNR): The
ratio of the strength of electrical or
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other signal carrying information to
that of unwanted interference.

» Delay: The delay of a network
specifies how long it takes for a bit
of data to travel across the network
from one node or endpoint to
another. It is typically measured in
multiples or fractions of seconds.

C. Simulation Results

In this section, the graphical analysis of
the work is done depending on the values
obtained from the simulation environment.
These graphs are plotted on the

performance metrics described earlier.
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Fig 3 graphs showing the comparison of
energy consumption of SET- IBS and
SET-IBOOS
Figure 3 illustrates how the energy value
reaches to zero when the strength of the
signal is stronger compared to that of
noise. Here in both IBS and IBOOS
technique energy consumption value has
reached to zero as SNR value is zero. This
is one of the strongest parameter that helps
in efficient transmission of data by
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minimizing energy consumption. Here
initially bit error rate for IBS technique is
more compared to that of IBOOS but as
the strength of the signal increases
compared to that of noise then the value of
bit error rate reaches to zero as shown
above. The security provided by IBOOS
technique is more as compared to that of
IBS.
S.Conclusion

Two secure and efficient data transmission
protocols for CWSNs, SET-IBS and SET-
IBOOS are implemented. In the evaluation
section, feasibility of the proposed SET-
IBS and SET-IBOOS with respect to the
security requirements and analysis against
routing attacks is provided. SET-IBS and
SET-IBOOS are
communication and applying the ID-based

efficient in

crypto-system, which achieves security
requirements in CWSNss, as well as solved
the orphan node problem in the secure
transmission protocols with the symmetric
key management. Lastly the comparison in
calculation and simulation results show
that even though both protocols are
efficient but IBOOS is the more powerful
protocol in providing security and also
consumes less amount of energy as
compared to that of IBS.
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