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Abstract: A Steganography method of embedding textual information in an audio file is
presented in this paper.In the proposed method each audio sample is converted into bits and then
the textual information is embedded in it. In embedding process , first the message character is
converted into its equivalent binary. The last 4 bits of this binary is taken into consideration and
applying redundancy of the binary code the prefix either O or 1 is used. To identify the
uppercase, lower case, space ,and number the control symbols in the form of binary is used. By
using proposed LSB based algorithm, the capacity of stego system to hide the text increases. The
performance evaluation is done on the basis of MOS by taking 20 samples and comparison of
SNR values with some known and proposed algorithm.

Keywords: Steganography, Human Auditory System (HAS), Cover audio, Stego-object, Embed,
Extraction.

Introduction

Steganography is an art of sending hidden
data or secret Messages over a public
channel so that a third party cannot detect
the presence of the secret messages. The
goal of steganography is different from
classical encryption, which Seeks to conceal
the content of  secret  messages;
steganography is about hiding the very
existence of the secret messages. Modern
steganography is generally understood to
deal with electronic media rather than
physical objects. There have been numerous
proposals for protocols to hide data in
channels containing pictures [1, 2, 3], video
[3, 4], audio [1, 3] and even typeset text [1,
3]. This makes sense for a number of
reasons. First of all, because the size of the
information is generally quite small

compared to the size of the data in which it
must be hidden (the cover text), electronic
media is much easier to manipulate in order
to hide data and extract messages. Secondly,
extraction itself can be automated when the
data is electronic, since computers can
efficiently manipulate the data and execute
the algorithms necessary to retrieve the
messages. Electronic data also often
includes redundant, unnecessary and
unnoticed data spaces which can be
manipulated in order to hide messages. The
main goal of this paper was to find a way so
that an audio file can be used as a host
media to hide textual message without
affecting the file structure and content of the
audio file. Because degradation in the
perceptual quality of the cover object may
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leads to a noticeable change in the cover
object which may leads to the failure of
objective of steganography.

Desired Characteristics of Stegnography:
A steganography system, in general, is
expected to meet three key requirements,
namely, imperceptibility of embedding,
accurate recovery of embedded information,
and large payload (payload is the bits that
get delivered to the end user at the
destination) [1]. In a pure steganography
framework, the technique for embedding the
message is unknown to anyone other than
the sender and the receiver. An effective
steganographic scheme should posses the
following desired characteristics [10- 11]:
Secrecy: a person should not be able to
extract the covert data from the host medium
without the knowledge of the proper secret
key used in the extracting procedure.
Imperceptibility: the medium after being
embedded with the covert data should be
indiscernible from the original medium. One
should not become suspicious of the
existence of the covert data within the
medium. High capacity: the maximum
length of the covert message that can be
embedded should be as long as possible [30]
Resistance: the covert data should be able to
survive when the host medium has been
manipulated, for example by some lossy
compression  scheme  [12].  Accurate
extraction: the extraction of the covert data
from the medium should be accurate and
reliable.

Design Methodology

In the current endeavor, an audio file with
“.wav” extension has been selected as host
file. It is assumed that the least significant
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bits of that file should be modified without
degrading the sound quality[34]. To do that,
first one needs to know the file structure of
the audio file. Like most files, WAV files
have two basic parts, the header and the
data. In normal wav files, the header is
situated in the first 44 bytes of the file.
Except the first 44 bytes, the rest of the
bytes of the file are all about the data. The
data is just one giant chunk of samples that
represents the whole audio. While
embedding data, one can’t deal with the
header section. That is because a minimal
change in the header section leads to a
corrupted audio file.

A program has been developed which can
read the audio file bit by bit and stores them
in a different file. The first 44 bytes should
be left without any change in them because
these are the data of the header section.
Then start with the remaining data field to
modify them to embed textual information.
For example, if the word “Audio” has to be
embedded into an audio file one has to
embed the binary values of the word
“Audio” into the audio data field.

Letter ASCTI Walue Corresponding Binary Value
A has DIonoool
u 117 orroiol
d 100 TG
i 1o ornIool
o L oo
Table:

Vol 07 Issue03, Mar 2018

ISSN 2456 - 5083

Page 119



International Journal for Innovative

€ngineering and Management Research
A Peer Revieved Open Access International Journal

To develop this algorithm multiple bits of
each sample of the file have been changed or
modified to insert text data in it. It has also
been observed the degradation of the host
audio file after modification of the bits. The
bit modification was done by various ways,
like 1, 2, 3, 4 bits were changed in turn. But
after going through all the modification it
has been observed.

Algorithm (For Embedding of Data):

» Leave the header section of the audio
file untouched...

» Start from a suitable position of the
data bytes. (For the experiment
purpose the present start byte was the
S1st byte). Edit the least significant
bit with the data that have to be
embedded.

» Take every alternate sample and
change the least significant bit to
embed the whole message

www.ljiemr.org

Algorithm (For Extracting of Data):
Leave first 50 bytes.

* Start from the 51st byte and store the least
significant bit in a queue.

* Check every alternate sample and store the
least significant bit in the previous queue
with a left shift of the previous bit.

* Convert the binary values to decimal to get
the ASCII values of the secret message.
From the ASCII find the secret message

Extraction Process

Stego Audio Sepamte
Hesderand "
Cata Left Shift of

PrevioE bit

Extracted
Text

.Editing of the existing binary values with
the intended binary values causes a minimal
change in the audio file “audio.wav” that
remains almost imperceptible to anyone

Sample | Binaryvaluesof | Binaryvalue | Binary values other than the sender. When it comes to the
Na cormespoadang tole o point of data retrieving at the receiver’s end,
sample embedded | modification .. .
the retrieving algorithm has to be followed:
§ . . . .
ﬂ; g:;:m T E::}:?:ﬁ First, change the audio message into binary
3 T 0 oG format t%lat has comé from the sou?ce as
3 QIO 0 OITIIo0 stego-object. Leave first 50 bytes with no
g 10100010 0 10100010 change in them.
il 01010 0 foriaolo Sample No. | Bimary  walues  with | Biis that are stored in the
63 o 0 IH10ITI0 embedded seeret data s
b5 01000 I ororimon 51 OTTI0N0
53 DIOITIT] ol
55 10001010 olo
Table: 57 DITII010 0100
59 10100010 01000
The data retrieving algorithm at the 61 oor10o10 010000
ver's end foll th logi th &3 101110 100000
receiver’s end follows the same logic as the = STRTTION S TO0000T
embedding algorithm.
Table:
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Start from 5S1st bit, check the least
significant bit, and store it in a queue. Check
every alternate sample to collect the whole
messages. Like 53rd, 55th and 57th and so
on. Store the least significant bits of the
alternate samples in the queue with left shift
of previous bit. Convert the binary values to
decimal to get back the ASCII from which
the text can be retrieved. The whole retrieval
process can be depicted with the following
table more thoroughly

Advantages:

e Secrecy
e Imperceptibility
e High capacity

Applications:

e Military Applications

e Secured Data Transmission
Conclusion:
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