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ABSTRACT:  

  In this article we are introducing two new access management systems (2FA) for online computer 

services. In particular, our 2FA access control system uses an access-based access control mechanism 

that requires user's secret key and light security tools. Because the user can not access the system, if he 

does not have both, the mechanism can improve the security system, especially in scenarios where 

many users share the same computer for cloud-based web services. In addition, system-based system 

monitoring allows cloud users to restrict user access with the same set of attributes as user 

confidentiality, cloud servers know that the user performs a required piano but does not have a real 

identity. Finally, we also conducted an experiment to demonstrate the feasibility of implementing the 

proposed 2FA system. 

KEYWORDS: Role-based access control, Role-based data access control data storage, role-based 

encryption, architecture, cloud computing  

      

I INTRODUCTION 

Cloud computing is using laptop resources, 

which are supplied as a provider on the internet 

(generally the net). This call comes from using 

the cloud image as a down load for complicated 

infrastructure loaded in the system chart. Cloud 

computing a depended on service that carries 

software and records computing facts. Cloud 

computing has the h/w and s/w for 0.33 

birthday party internet control services. Those 

operations generally provide excessive-level  

 

get entry to high-quit programs and servers on 

the server. 

 

Fig.1 Computer architecture structure in the 

cloud 
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Working in Cloud Computing 

 The purpose of cloud computing is to carry out 

supercomputing conventional and powerful 

laptop overall performance, that is extensively 

used by army and research, billions of 2nd-term 

programming calculators, together with  

economic capital for providing awesome 

personal statistics garage or laptop video 

games. 

Cloud computing team of workers, big server 

servers normally use low cost computers with 

specialised links to again up obligations to get 

admission to statistics in them. The full it 

infrastructure includes a device of fairly big 

organizations. Digital techniques are often used 

to growth laptop power. 

Pattern capabilities and services: 

The residences of cloud computing primarily 

based on the definition furnished with the the 

nist are as follows: 

• Self Carrier on Request:  

Unanticipated laptop customers can 

provide capabilities which includes server and 

community time loads as wished its very own 

without requiring human dialogue with every 

person provider. 

 

III. SYSTEM ARCHITECTURE  

 SYSTEM ARCHITECTURE: 

 

 

Fig.2 SYSTEM ARCHITECTURE: 

Specification of the Security Device: 

We assume the security device employed in our 

system satisfies the following requirements. 

1) Tamper-resistance. The content stored 

inside the security device is not accessible nor 

modifiable once it is initialized. In addition, it 

will always follow the algorithm specification. 

2) Capability. It is capable of evaluation of a 

hash function. In addition, it can generate 

random numbers and compute exponentiations 

of a cyclic group defined 

over a finite field 

Construction 

Let A be the desired universe of attributes. For 

simplicity, we assume A = [1, n] for some 

natural number n. We will use a vector _x ∈   
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{0, 1}n to represent the user’s attribute set. Let 

_x = (x1, . . . , xn) ∈  {0, 1}n. If the user is in 

possession of attribute i , xi = 1. Otherwise, xi = 

0. 

1) System Setup: The system setup process 

consists of two parts. The first part TSetup is 

run by a trustee to generate public parameters. 

The second part ASetup is run by the attribute-

issuing authority to generate its master secret 

key and public key. 

Auth: The interactive authentication protocol 

takes as input TPK, APK and a claim-predicate 

ϒ. The user has some additional inputs 

including an attribute secret key skA,Y for 

attribute A, USK = y and the security device. 

Assume ϒ(A) = 1. Parse skA,Y as (A, e, s, _x). 

 

 

 DATA FLOW DIAGRAM 

1. The DFD is moreover called as air pocket 

graph. it's miles a truthful graphical formalism 

that  speak to a framework as some distance as 

information records to the framework, 

extraordinary dealing with finished in this facts, 

and the yield information is created by means 

of this framework.  

2. The records circulation chart (DFD) is a  

vital displaying gadgets. It is applied to 

demonstrate the framework components. Those 

elements are the framework process, the data 

utilized by the process, an out of doors 

substance that cooperates with the framework 

and the facts streams within the framework.  

3. DFD shows how the information travels via 

the framework and how it's miles changed by a 

progression of adjustments. It’s far a graphical 

method that delineates statistics movement and 

the modifications which might be related as 

statistics movements from contribution to yield.  

 

Fig.3 DATA FLOW DIAGRAM: 
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III IMPLEMENTATION 

 

 MODULES: 

 

 Data User Module 

 Authority Module 

 Trustee Module 

 Cloud server  

 MODULES DESCRIPTION 

Data User Module 

 Each user must register during cloud 

access. 

 After registering a user during login, the 

user must only provide the time to log 

in to the user's home. 

 Time key will be provided by cloud. 

The key will match the user ID. 

 When users can access home users, 

users can view all files uploaded to the 

cloud. 

 The user must send a request to the 

recipient and authority. 

 When the user has control over access 

to two factors, the user can download 

the file. 

Two Factor Access Control: 

  If the user can access cloud files. They 

need access control over two factors. 

 

 

 

 Recipient: You need a response from a 

trusted person for the file. 

 Authority: You need to get the 

authority's password for files. 

Authority: 

   Authorities will upload cloud files. 

The uploaded files will be saved in the 

device's root directory in encrypted 

format. 

 The authority will provide a secret key 

for all documents when the user 

requests each file and the secret key will 

be sent to the appropriate user ID. 

Trustee Module 

  Serves as cloud storage controller. 

 You are responsible for requesting a 

security response on all documents 

when the user requests each file. 

Cloud Server Module 

  Cloud view of files uploaded by cloud. 

 Cloud overview files downloaded from 

cloud users. 
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IV RESULT 

 

 

 

 

 

 

V CONCLUSION 

 In this article, we present a new 2FA 

(including a small latchkey user and protection 

tool) system to control access to computer-

based web services. Based at the mechanism  

 

for administering get entry to primarily based 

on the requested attributes, access to the 2fa 

system, management is defined inside the order 

that the cloud server does no longer restriction 

access to customers who have the equal set of 

attributes, however to shield the privacy of 

customers. Detailed security analysis indicates 

that the 2-Hap Access Control System has 

achieved the desired security needs. Through 

an effective evaluation, we have shown that 

construction is "possible". We keep future work 

more to optimize while conserving all of the 

best features of the system. 
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